29

Ctek TCP/IP

ArentctBo DARPA (Defense Advance Research Projects Agency) paspaboTtano
npotokonbl TCP/IP (Transmission Control Protocol/Internet Protocol) ans
06beaMHeHMs1 B CeTb KOMMNbIOTEPOB Pa3nMyHbIX NoApasgeneHnin MMHUCTepCTBa
obopoHbl CLUA. MexgyHapogHas pacnpegeneHHas ceTb Internet ucnonbsyet crek
npotokonos TCP/IP gns o6beanHeHUs1 KOMMbIOTEPHBIX PECYPCOB BCEW MIaHeThI.
J[locTaToO4YHO YacTo 3TV NPOTOKOSbI UCMONbB3YHTCS TakkKe B YAaCTHBIX 1
KoMmmepuyeckux ceTax. Ctek TCP/IP BknioyaeT cnegytowme npoToKorbl:

e |P/IPV6 - Internet Protocol.

e TCP - Transmission Control Protocol.

e UDP - User Datagram Protocol.

KaHanbHbIl ypoeeHb
¢ ARP/RARP - Address Resolution Protocol/Reverse Address.

Tpomokosibl myHHenuposaHusi

ATMP - Ascend Tunnel Management Protocol.
L2F - Layer 2 Forwarding Protocol.

L2TP - Layer 2 Tunneling Protocol.

PPTP - Point-to-Point Tunneling Protocol.
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Cemeesoli yposeHb

DHCP/ DHCPV6 - Dynamic Host Configuration Protocol.
DVMRP - Distance Vector Multicast Routing Protocol.
ICMP/ICMPV6 - Internet Control Message Protocol.
IGMP - Internet Group Management Protocol.

MARS - Multicast Address Resolution Server.

PIM - Protocol Independent Mulyicast.

RIP - Routing Information Protocol.

RIP2 - Routing Information Protocol 1.

RIPng for IPv6.

RSVP - Resource ReSerVation setup Protocol.

EesonacHocmb

e AH - Authentication Header.
e ESP - Encapsulating Security Payload.

Mapuwpymu3sayus

BGP-4 - Border Gateway Protocol.

EGP - Exterior Gateway Protocol.

EIGRP - Enhanced Interior Gateway Routing Protocol.
GRE - Generic Routing Encapsulation.

HSRP - Cisco Hot Standby Router Protocol.

IGRP - Interior Gateway Routing.

NARP - NBMA Address Resolution Protocol

NHRP - Next Hop Resolution Protocol.

OSPF - Open Shortest Path First.

TpaHcnopmHbIl ypoeeHb

e Mobile IP.

e Van Jacobson - compressed TCP.
e XOT - X.25 over TCP.

VolP

o MGCP - Media Gateway Control Protocol.
e SGCP - Simple Gateway Control Protocol.

CeaHcoeblli ypoeeHb
e DNS - Domain Name Service.
o NetBIOS/IP.

lMpuknadHol ypoeeHb

FTP - File Transfer Protocol.

Finger User Information Protocol.

TFTP - Trivial File Transfer Protocol.

Gopher - Internet Gopher Protocol.

HTTP - Hypertext Transfer Protocol.

S-HTTP - Secure Hypertext Transfer Protocol.
IMAP4 - Internet Message Access Protocol rev 4.
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IPDC - IP Device Control.

ISAKMP - Internet Message Access Protocol version 4rev1.
NTP - Network Time Protocol.

POP3 - Post Office Protocol version 3.

Radius.

RLOGIN - Remote Login.

RTSP - Real-time Streaming Protocol.

SMTP - Simple Mail Transfer Protocol.

SNMP - Simple Network Management Protocol.

TACACS+ - Terminal Access Controller Access Control System.
TELNET.

X-Window.

MonoxeHue npotokonos cteka TCP/IP B Mogenu OSI| noka3aHo Ha pUCYHKe.

FTP, Telnet, SMTP, POP3 CMOT, SNMP
TACACS+, TACACS ISAKMP
X-Windows HTTP

RLOGIN, RSHELL,
IMAP4 PRINT, REXEC, RWHO

—~ ~ !~ N\ l/ 7

DSMCC (MPEG)

NetBIOS-DGM
TPKT

(P )

BGP, RIP, GRE, E-IGRP,
IGMP NHRP, GGP, HSRP, EGP,

IGRP, OSPF, NARP
ESP AH
TDP MPLS

RSRB ARP, RARP, IARP, SLARP CSLIP,

SLIP

L2F, PPTP, .
LoTP, ATMP STUN-SDLC

Cmek TCP/IP 8 amanoHHol modenu OS/
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IP

RFC 791 http.//www.cis.ohio-state.edu/htbin/rfc/rfc791.html
RFC 1853 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1853.html

IP (Internet Protocol) npeactaensieT coboi NpOTOKON YPOBHSI MapLUPYTU3NPYEMBbIX
pentarpamm B cteke TCP/IP. Bce gpyrue npotokonbl cteka TCP/IP (kpome ARP 1
RARP) ncnonb3ytoT npotokon IP ans mapLupytusaumm kKagpoB Mexay XOCTamMu.
3aronoBok kagpoB |P coaepxut MapLUpYTHYIO 1 YNpaBnsioLLyo nHdopmauumio,
CBSI3aHHYI C JOCTaBKOM AeTarpamm.

CTpykTypa 3aronoBkoB IP noka3aHa Ha puUCyHke.

4 8 16 32
Bepcus ‘ IHL ‘ Twn cepBuca Ob6wuin pasmep
WaeHTtudmkaumns dnarn CwmelleHne cparmeHTa
Bpemsi xkun3Hn ‘ MpoTokon KoHTponbHas cymma 3aronoBka

Agpec otnpaButens

Appec nonyyatens

Onunn 1 3anonHeHne

[aHHble

Cmpykmypa 3a2omnoska IP.

Bepcus
Mone Bepcuun onpegenseT popmat 3aronoska Internet.
IHL

Internet Header Length - paamep 3aronoska Internet ykasbiBaeT pasmep 3aronoska
B 32-6MTOBbLIX CroBax, 3a4aBasi CMellieHVe AaHHbIX OT Havarna nakera.
MuHMManbHLIN pa3Mmep 3aronoBka coctaensieT 5 cnos (160 6utos).

Twun cepBUca

MokasblBaeT xenaemblit ypoBeHb kavectsa obenyxusaHusa. Cetn moryTt
obecneyrBaTb Pa3nuYHbIN YPOBEHb MPEUMYLLECTB NPY JOCTaBKe, UrPatoLLmii
Ba)kHYH0 POSib MPY YCINOBUSAX BbICOKOW 3arpysku ceTu. MoaaepkmBatoTcs Takke Tpu
onuMmM Ka4yecTBa 06CNyKMBaHUSA - Maras 3aepKa, BbICOKasi HaAEeXHOCTb U
BbICOKasi MPOMyCcKHasi CMOCOBHOCTb.

Bumei 0 - 2 - npeumywecmeeHHasi docmaska

111 ceTeBoe ynpaBneHue
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110 mexceTeBoe ynpaBreHve

101 CRITIC/ECP

100 Flash override

011 Flash

010 HemepneHHas gocTaBka

001 npuopuTeTHas gocTaBka

000 Routine (HopmanbHbIA PeXnm)

bum 3 - 3adepxxka

0 HopmarnbHas
1 Manas

bum 4 - nponyckHas criocobHocmb

0 HopmanbHas
1 Bbicokas

Bum 5 - HadexxHocmb docmasku

0 HopmanbHas
1 Bbicokas

Bumei 6 - 7 - 3ape3epeuposarsl 07151 UCMOMb308aHUs 8 6yOyuem

O6wwun pasmep

Pasmep gentarpammebl B 6anTax ¢ y4eTOM 3aronoBka v AaHHbIX. Pasmep nong
NoO3BOJISIET UCMONBb30BaThb AerTarpaMMbl ANMHON Ao 65535 6anToB, XOTs1 Takon
pasMep HexenaTeneH Ans MHOTUX CeTen U XOCTOB. Bce XOCTbl A0MmMKHbI ObITh
roToBbl K NpYeMy AerTarpaMm pasmMepom Ao 576 6antos, He3aBMCMMO OT TOTO Kak
OHW [OCTaBMSATCS - LIENUKOM Unu doparmeHTamm. PekomeHayeTcs nepefasath
AentarpaMMbl, pasmep KOTOpbIX NpeBblaeT 576 6aiTOB TOMNbKO B TEX Cry4asix,
Korga agpecart roToB NPUHSITL Takue gentarpammbl.

UoeHTndunkauymsn

3HayeHne naeHTMMKaToOpa, KOTOpoe OTNpaBuUTesb 3adaeT Ans oGecnedeHus
KOPPEKTHOro nopsiaka cbopku (pparMeHToB AeiTarpamMmMbl Ha MPUEMHON CTOPOHE.

dnarun

Tpex6utoBoe norne naros ynpasneHus:

Bum 0 - 3ape3epauposaH U OOIKEH UMEMb Hy/ieeoe 3HadeHue

bum 1 - 803MOXHOCMb (hpacMeHmupo8aHusi

0 MoxxHO pparmeHTUpoBaTh
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1 He dpparmeHTnpoBath

bum 2 - Hanu4ue dononHUMenbHbIX hpacMeHmMos

0 MocnepHun pparmeHT
1 EcTb nocnepyowmne pparmeHTbl

CwmelleHue chparmeHTa

13-61TOBOE 3HauYeHVe, 3afatLlee CMeLLeHNe parMeHTa oT Havana Lenomn
nentarpammbl. CmelleHne hparmeHTa namepsietcsa B 8-6aiitoBbix (64 6uta)
cnoBax. MepBbii pparMeHT MMEET HyNIEBOE CMELLIEHME.

Bpems Xn3Hun

Moka3biBaeT MakcumarnbHOEe BpeMs CyLLEeCTBOBaHUSA AenTarpaMmmbl B ceTu Internet.
Mpwu HyneBOM 3Ha4YeHUN 3TOrO Nofs AernTarpaMmMa AOSMKHa ObiTb YHUUTOXEHA.
Bpewms xx13Hn geritarpamm nsmepsietcs B cekyHaax. OgHako, NOCKOSbKY KaXXabin
Mopaynb, paboTaloLwmi ¢ genTarpaMmMon, JOJMKEH YMEHbLUATb 3Ha4YeHne nonsa TTL
(time-to-life) no kpaviHeit Mmepe Ha 1 (gaxe B Tex cny4asx, korga obpaboTka
JenTarpamMmmbl 3aHUMAET MeHbLLE CEKYHAbI), 3HAYEHUE ITOrO NOSsi JOMKHO BbITh
He MeHbLLE XEeNaemMoro BpEMEHW XU3HU AerTarpammel. [letarpamMmmel ¢
WCTEKLUNM B NPOLIECCE JOCTaBKN BPEMEHEM XU3HU HE NONaZatoT K Noy4vaTernto.

MpoTokon

Yka3sblBaeT NPOTOKON CrieayioLLero YpoBHs, Coaepalumincs B none AaHHbIX
pentarpammbl IP.

KoHTponbHasa cymma 3aronoBka

KoHTpornbHasi cymMa, paccuMTaHHasi C y4eTOM TOIbKO Moreit 3aronoeka
JeviTarpammel. [ockonbKy HEKOTOPbLIE MOMsS 3arofoBka (HanpuMep, BPeMs! KU3HM)
MOTyT MEHSITLCS B NpoLiecce JOCTaBKM1, 3Ha4YEHUE KOHTPOIbHOW CYyMMbl 3aHOBO
BbIUWCIISIETCS M NMPOBEPSIETCS B KO0 TOUke 06paGoTKy 3aronoBKOB.

Agpec otnpaButens/ nonyvarens

32-6uToBLIE 3HAYEHUSI aAPECOB OTNPABUTENS U NoMydaTens gelTarpamMmmei.
CnepnyeT YeTKo pasnuyaTb UMeHa, agpeca U MapLupyTbl. Mvs nokasbiBaeT
Ha3BaHue obbekTa, adpec roBOpuUT O EF0 MECTONMONOXEHUN B CETU, @ Mapwipym -
nokasbiBaeT NyTb K 06bekTy. MpoTokon IP nmeeT Aeno npeMMyLecTBEHHO C
agpecamun. CBsi3b MeXay agpecaMu U MMeHaMu peannayeTcs NpoToKonamm
BbllLenexawmx ypoHen. Moaynb Internet otobpaxaeT agpeca IP Ha nokanbHble
ceTeBble agpeca. CBA3b NoOKanbHbIX CETEBLIX agpecoB ¢ MapLipyTaMmu
obecneyrBaeTCs NPOTOKONIAMMU HKENEXKALLUMX YPOBHEN.

Onuun

OT0 none cogepxuT Heobs3aTenbHbIe oNuMK AenTarpaMmmbl. MicnonssyemMblie
OnNuMK JOMKHbI GbITb peanu3oBaHbl Bo Bcex Moaynsx [P (xocTbl 1 wino3bl). B
HeKOTOpbIX onumMn 6e3onacHOCTM SABNAOTCSH 0bs3aTeNnbHbIMK A5 BCEX
Jentarpamm.
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Mone onunin MMeeT NepeMEHHYHO ANVHY U MOXET coepkaTb pPasfInyHoe YMCro

onuuin. CywecTByOT ABa hopmaTta Onuuii:

e OOHOOKTETHbIE ONUMK

e MHOrooKTeTHbIE ONLMK, coaepXKaLume nons Tuna onuuu (1 okTeT), ee pasmepa
(1 okTeT) n co6CTBEHHO ONUMIA.

Mone gnuHbI onuun y4nTbiBaET BCe cy6nonﬂ onuuun - TN, pasmep U camm onumn.
OkTeT TMNa onuun nmeet TpW nonaA:

1 6UT - cbnar KONMPOBaHMUs MOKA3bIBAET, YTO JOMKHA M A@HHas onuus
KOMMpoBaTbCA BO BCE pparMeHTbl AenTarpaMmbi:
0  onuwus konupyeTcs

1 onuus He konupyeTcs.

2 BuTa - Knacc onumu:
0  ynpaBenehue
1 3ape3epBUpPOBaHO
2 oTnagka u usmepeHve
3  3ape3epBMpoOBaHO

5 6MTOB - HOMEp onumK
daHHble

[aHHble |P nnn NnpoToKooB Bbillenexallunx ypoBHEN.
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IPv6

RFC 1883 http.//www.cis.ohio-state.edu/htbin/rfc/rfc 1883.html
RFC 1826 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1826.html
RFC 1827 1995-12 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1827.html

IPv6 npencTtaBnsieT cobor 0GHOBMEHHYO BepCcuio NpoTokona Internet,
paspaboTaHHyto Ha ocHoBe IPv4. O6a npotokona (IPv6 n IPv4) pasnuyatoTcst Ha
ypoBHe cpefbl. Hanpumep, nakeTtbl IPV6 nepepatotcs vyepes cetb Ethernet ¢
ncnons3oBaHvem naeHTudukatopa Trna 86DD Bmecto 0800 ans IPv4.

IPv6 pacluupsieT agpecHoe npocTpaHcTBo IP 3a cueTt ncnonb3osaHus 128-
OMTOBLIX aApPECOB BMECTO MPUHSATLIX B IPv4 32-6MTOBLIX. Takoe pacluvpeHue
NO3BOMSAET TaKXKe YBENNYNTbL YMCIO YPOBHEN CETEBON Nepapxun, yNpocTuTb
npoLieccbl aBTOMAaTUYECKON HACTPONKN aApecoB 1 BO MHOTO pa3 YBENNYUTL YMCIIO
XOCTOB B CeTW. B gononHeHne kK 3ToMy BBOAUTCA MaclLTabnpyeMocTb rpynmnoBbIX
(multicast) agpecoB 1 onpeensieTcs HOBLIV TUM agpeca anycast (Komy-HUbyab)
Ans nepegayv nakeTos Nobomy y3ny 13 rpynnel.

PacwupeHHas noagepikka onuun - onuum IPv6 nomellaoTcst B 0TAENbHbI
3aronoBoOK, pacnonaralLwnincs mexay 3aronoskom IPv6 n 3aronoskom
TPaHCNOPTHOro YpoBHS. M3meHeHusi B cnocobe npeacTaBneHus onumii 3aronoska
IP genatoT paccblifiky naketoB 6onee ahpeKTUBHOM, CHUKAIOT YPOBEHb
OrpaHUYeHnn Ha pasmep onuun, a Takke obecneunBaoT JOMONHUTENBHYIO
rMBKOCTb NPV BBEAEHUM HOBbIX ONUMIA B ByayLieM. B yncno paclumpeHnnii
3aronoska onuun BxoasT: Hop-by-Hop, Routing (Type 1), Fragment, Destination
Option, Authentication, Encapsulation Payload.

Bo3MOXHOCTb MapKMpoBaHUA NOTOKOB JobaBneHa Ans Toro, 4Tobbl noMeyaTb
nakeTbl, TpebytoLme cneuunansHon o6paboTkn (Hanpumep, HeCTaHOAaPTHbBIX
ycnoBuii QoS unm o6paboTkm B peanbHOM MacluTabe BpeMeHMm).

CTtpykTypa 3aronoBkoB |IPv6 nokasaHa Ha pUCyHKe.

4 8 16 32
Bepcus ‘ Mpwop. ‘ MeTka noToka
Pa3mep cogepxmmoro Cnepn. 3aronoBok Yucno nHTeps.

Agpec otnpaButens
(128 6anToB)

Appec nonyyatens
(128 banToB)

Cmpykmypa 3a2omnoska IPv6.
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Bepcus
Homep Bepcun npotokona Internet (6).
MpuopurteTt

370 none no3sonsieT oTnpaBUTENIO yKa3aTb Kenaembin YpOBEHb NpnoputeTa
[OCTaBKM NakeTa. 3HadeHust ypOBHeIZ npunoputeTa OenaTca Ha ABe rpynnbl - C
KOHTpOJ1eM HacbILEeHUA, obecneynBaemMbimM oTnpasuTenem, n Oes KOHTpONA
HacblWeHnaA.

MeTka noToka

MeTKM MCnomb3yloTcs OTNpaBUTENEM AJ1S NaKeTOB, KOTOPbIM TpeGytoTcs
crneuuarnbHble ycroBust 06paboTku B MapLupyTmaaTopax IPv6. [ns yH1KansHow
naeHTMUKaLMM NoToKa UCMoSb3yeTcsl KOMOVHaLUWS agpeca oTnpaBuUTens v
HEHyINeBOro 3Ha4YeHUst MEeTKM MOToKa.

Pasmep cogepxumoro

Pa3mep nons cogepxmmoro naketa (B oKTeTax).

CnepyoLwiumn 3aronoBoK

YkasbiBaeT Tmn 3arosfioBka, crnegyrulero HenocpeancTtBeHHOo nocrie 3arofioBka IPv6.
Yucno nHrepsanoB

8-6utoBoE Lienoe Y1cno, YMeHbLLIaemMoe Ha 1 Kaxgbim y35om, KOTOprIZ
nepecbiyiaeT nakeTt. an OGHyﬂeHMM 9TOro nongd nakeTt OT6paCbIBaeTCﬂ.

Apnpec otnpaBuTtens
128-6UTOBLIN agpec OTNpaBUTENS NakeTa.
A.u,pec nony4artens

128-6uTOBKIN agpec nony4yartens nakeTa.
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TCP

RFC 793 http.//www.cis.ohio-state.edu/htbin/rfc/rfc793.html

RFC 1072 http://www.cis.ohio-state.edu/htbin/rfc/rfc1072.html
RFC 1693 http://www.cis.ohio-state.edu/htbin/rfc/rfc1693.html
RFC 1146 http://www.cis.ohio-state.edu/htbin/rfc/rfc1146.html
RFC 1323 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1323. html

MpoTtokon TCP o6ecneunBaeT HafexHy AOCTaBKY NOTOKOB U CEPBUC NOAAEPXKKU
BUPTYarbHbIX COEAMHEHWI 3a CYET UCMOMNbL30BaHUA NOATBEPXKAEHUI 1 MOBTOPHOA
nepeaayun NakeToB NpU BO3HUKHOBEHUM HEOGXOAMMOCTU.

CTpykTypa 3aronoeka TCP nokasaHa Ha puUCyHKe.

4 10 16 32

MopT oTnpaBuTens MopT nonyyarens

MopsaKkoBbI HOMEP

Homep noaTtBepxaeHus

CwmelL. PesepB ‘U ‘A ‘ P‘ R‘ S‘ F OkHO

KOHTpOJ'IbHaFl CymMmmMa YkasaTternb BaXHOCTU

Onuum 1 3anornHeHne

[aHHble

Cmpykmypa 3azonoeka TCP

MopT oTnpaBuTens
Homep nopTta-otnpasutens.
MopT nonyyatens
Howmep nopta-nonyyarens.
MopsiakoBLIN HOMEpP

MopsigKoBbIA HOMEP NEPBOrO OKTETA B JAHHOM CErMeHTe (3a UCKIMHYEHNEM
npucytcteusa SYN). Mpu Hannmumn SYN none nopsakoBoro HoMepa CoaepxuT
n3HavanbHbI nopsigkoBbIn Homep (Initial Sequence Number - ISN) n nepBbi
OKTET uMeeT Homep ISN+1.

Homep noaTtBepxaeHus

Ecnu 6ut ynpasnenusa ACK yctaHoBneH (1), 370 none COAepXuUT 3HadeHne
criegytoLLero nopsiakoBOro HoMepa, KoTopbI OTNPaBUTENb CerMeHTa oXxuaaeT
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nonyyuTb. Nocne opraHnsaumm coeguHeHNs 3HayeHne 3Toro nons
yCTaHaBITMBaeTCA BO BCEX CliyYasx.

CmelleHue AaHHbIX

4-6uToBOE nore, ykasbiBatoLlee Yncno 32-6utosbix crnos B 3aronoeke TCP. MNocne
3arosfioBka pasMeLLalTcs AaHHble, MO3TOMY NMosie yKasbiBaeT Ha Hayano AaHHbIX B
nakete. 3aronoBok naketoB TCP Bceraa umeet pasmep, kKpaTHbin 32 butam.

Pez3epB
3apesepBMpoBaHHOE Nose pasmepom 6 61ToB.
Butbl ynpaBrneHus

6 6uToBOE none, cogepxallee dnarv ynpasneHus:
U (URG) - 3Haunmoe none ykasatens BaxHOCTH;
A (ACK) - 3HauMMoe nore noaTBepXaeHus;
P (PSH) - doyHkums push;
R (RST) - cbpoc coeauHeHuns;
S (SYN) - CMHXpOHM3aUNs NOPSAKOBLIX HOMEPOB;
F (FIN) - HeT gaHHbIX OT OTNpaBuUTENS.

OKHO

16-6utoBoe none, coaepxatlee YNCIO OKTeTOB aHHbIX, KOTOPble OTnpaBUTesb
OaHHOro cermeHTa 6yp.eT BOCNpUHMUMAaTb, Ha4YMHaA C OKTeTa, yKa3aHHOro B nosne
noaoTBepXxXgeHua.

KoHTponbHasa cymma

16-61TOBOE 3HaYeHWEe KOHTPOSIBHOW CYMMBbI, BblYMCNsieMon Ans 16-6MToBbIX CnoB
3arorioBka u TekcTa. Ecnu cermeHT cogepXuT HeYETHOE YMCIO OKTETOB B
3arorioBke /unun TekcTe, nocnegHue oKTeTbl AONOMHATCA cnpasa 8 HynAMu Ans
BblpaBHMBaHWA No 16-6utoson rpaHvue. butel 3anonHexus (0) He nepegatoTes B
CerMeHTe 1 cnyxaT TOMbKO AN pacyeTa KOHTPONbHON cyMMmbl. [pn pacyeTe
KOHTPOSbHON CyMMbl 3Ha4€HWe Camoro Nosisi KOHTPOMbHOW CYyMMbl MPUHUMAaeTCs
paBHbiM 0.

YKaszaternb BaXXHOCTHU

16-61TOBOE 3HAYEHME MOJIOXKUTENBHOIO CMELLEHNST OT nopAaKoBOro Homepa B
OaHHOM cerMeHTe. 970 none yKasblBaeT NOPSAKOBLIN HOMEP OKTeTa, C KOTOPOro
Ha4YMHaAOTCA BaXXHble (urgent) OaHHble. [None npnHMMaeTcAa BO BHUMaHWUe TOJ1bKO
OnAa NakeToB C YCTAaHOBJIEHHbIM (bJ'IaFOM u.

Oonuumn

Onuun nepeaatoTcs B KoHLe 3aronoeka TCP 1 Bcerga umetoT pasmep, kpaTHbIN 8
6utam. Mpu pacyeTe KOHTPONLHON CYMMbI NakeTa 3HaYeHUs! onuUui NPUHUMAIOTCA
BO BHMMaHWe. Onuum MOryT HauyMHaTbLCS Ha NMo6oii rpaHuLe okTeTa.

CyLuecTBylOT ABa hopmaTta onuuii:
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e OaHOOKTETHblE ONLMK
¢ MHorookTeTHble onuuu, cogepxatlue nonsa Tuna onumu (1 okTeT), ee pasmepa
(1 okTeT) n cOGCTBEHHO ONUMUIA.

Mone onuHebl onuun y4nTbiBaET BCE CY6FIOJ'I$| onuum - Tmn, pasmep n camu onuun.

Cnncok onuuii MOXeT 3aKOHYUTBECS paHblUe, HeXenu ykasbiBaeT norne cMeLLeHust
AaHHbIN, NO3TOMY 3HaveHus 6utos nocne nonsi End-of-Option gomkHbI 6bITh
3anorHeHbl HyNAMU.

MpoTokon TCP [JomkeH peanv3oBaTb BCE OMLUMM.
laHHble
Mone gaHHbIXx TCP unu NpoTOKOMOB BbILLENEXALLMX YPOBHEN.

s[laplure Buffer Dizplay i [m] 3
Filter: |AII Frames j||j|

5| Protocol.. |
ICaptursd at: +00:02. 540 |
1Length: 96 From: U=ser Status: 0Ok

1ATH: Status - 0K

1ATH: Station - 0.11%8

14TH: VPI — 0O

1ATH: ¥CI — 118

IATH AL Type - S o

1IP: Version =

1IF: Total Length = 45

I1IF: Identifiers = 757

1IF: Flag=s & Fragment Offi=et: 0=0000

11F: O Havy Fragment
1IF: FR 1 La=t Fragment
1IFP: Fragmnent Ofif=s=e=et = (0 [Bvte=z]

I1IP: Time to Live = 58 [Secondsz-Hops]
1IF: Protocol: & TCR

1IF: Header Checksum = 0x38A4d

1IP: Source Addresss = 132.60.32.3

I1IF: Destination Addre=s = 132 66.28.173
ITC: Source Tort = telns=t

ITCP: Destination Port = 1522

ITCP: Sequence Humber = 15083452

ITCE: Acknowledgement Numnber = 4285466785
ITCE: HLEH = 0 [Bytes]

ITCP: Flag=: 0=00

ITCE: Window = 0

1U==r Data

10FFSET DATA ASCII LI

Search... | Restart Setup... Done |

lMpumep dekoduposaHusi TCP over ATM
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UDP

RFC768 http.//www.cis.ohio-state.edu/htbin/rfc/rfc768.html

MpoTokon UDP (User Datagram Protocol - npoTokon nonb3oBaTenbCKMX
genTtarpamm) obecneynBaeT NPOCTON CEPBUC Nepeaayn cooblieHnit 6e3 rapaHTum
OOCTaBKu OS5 OPUEHTUPOBAHHbIX Ha TpaH3akuuu yenyr. Kaxaein 3aronosok UDP
COLEPXUT NAEHTUdMKATOPLI MOPTOB OTMNPABUTENS U NonyyaTens, KoTopble
No3BOMSOT NPOTOKOMAM BbILLENEXALLUX YPOBHEN CBA3aTh YKa3aHHble
NPUIOXEHUS U YCINYTN C XOCTaMMU.

CrtpykTypa 3aronoskos UDP nokasaHa Ha puCyHKe.

16 32

MopT-oTnpaBuTesb MopT-nonyyatens

Pasmep KoHTponbHasa cymma

[aHHble

Cmpykmypa 3a2onoskos UDP

MNopT-oTnpaBuTennb

HeoGsi3aTenbHoe norne, ykasbiBatoLlee nopT npolecca-otnpasutens. Mo Homepy
yKa3aHHOro B 3TOM Morie NopTa aapecyloTcs OTBETHI, ECNY IBHO He yka3aH ApYyroii
nopT. Mpu OTCYTCTBUM HOMepa NopTa-OTNPABUTENS 3TO MNone 3anonHaeTcs
HynsIMK.

I'IopT-n ony4yartenb

Homep nopTta-nonyyatens, paccmaTpuBaeMblii B KOHTEKCTE yKasdaHHoro IP-agpeca
nonyyatens.

Pa3mep

Paamep gaHHOW Nosib3oBaTeNbCKON AenTarpaMMbl B OKTETax C y4eTOM 3arofiloBka
M gaHHbIX. MMHMManbHasa gnvHa AeVITanaMMbI COCTaBnsAET 8 OKTETOB.

KOHTpOﬂbHaﬂ CymMmmMa

16-6TOBOE 3HaYEHVE KOHTPOSIbHOW CYyMMbI MCEBA03aronoBKa, cogepxallero
UHopMauuio 3 3aronoskos IP n UDP, a Takke gaHHbIX ¢ OMONHEHneM (npu
Heobxo0aMMOCTW) Hynen Ans BblpaBHUBAHWS MO ABYXOKTETHOM rpaHuLe.

HaHHbIe

MNone gaHHbIX UDP.
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ARP/RARP

RFC826 1982-11 http.//www.cis.ohio-state.edu/htbin/rfc/rfc826.html
RFC1293 1992-01 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1293.html
RFC1390 1993-01 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1390.html

TCP/IP ucnonbayet npotokonbl ARP (Address Resolution Protocol - npotokon
npeobpa3soBaHust agpecoB) n RARP (Reverse Address Resolution Protocol -
npoTokon ob6paTHOro npeobpasoBaHWs agpecoB) AN MHULManu3aumm
ncnonb3oBaHus agpecos Internet B ceTsix Ethernet n ceTax nHbIX TMNOB,
ncnoneayowmnx metoq MAC (media access control) Ansa ynpasneHus 4OCTYNOM K
cpene nepegayn. Npotokon ARP nosBonsieT xoctam obmMeHMBaTbCA
nHOpMaUMen ¢ ApYyrMmMmn XocTamm B TeX CIlydasix, Koraa u3BecteH Tonbko IP-
agpec bnwkaviwero cocepa. lNepepn Tem, kak ncnonb3oeaThb IP xocT nepenaet
LwmpokoBeLlaTenbHbIn 3anpoc ARP, cogepxawmmn IP-agpec xxenaemon cuctembl-
nonyyartens.

Crpyktypa 3aronoskoB ARP/RARP nokasaHa Ha pucyHke.

16 32

Tun o6opygoBaHus Twn npoTokona

HLen (8) PLen (8) Onepauus

AnnapatHbli agpec oTnpaBuUTens

[MpoTOKOMbHbIN agpec oTnpaBUTENS

AnnapaTtHbIv agpec nonyyarens

MpoTokonbHbIV agpec nonyyarens

Cmpykmypa 3azonoekoe ARP/RARP

Tun o6opyaoBaHus
YkasbiBaeT Tun MHTepcbeﬁca, OnA KOTOPOro oTnpaBUTENIO HY>KeH OTKITUK.
Twun npoTtokona

3agaet VN ajpeca Bblllenexalero npoTokora, KoTopbl NpeacTaBnseT
oTnpaBuTenb.

HLen
Paamep annapaTHoro agpeca.
PLen

Pa3mMep npoTokonbHOro agpeca.
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ARP/RARP

> 499

Onepauus

MoaaepxmBaloTcs CreaytoLLme TUMbl onepauuii:

1

0o N Ok WDN

9

3anpoc ARP.

oTknuk ARP.

3anpoc RARP.

oTknunk RARP.

3anpoc Dynamic RARP.
oTtknuk Dynamic RARP.

owmnbka Dynamic RARP.
3anpoc InARP.

oTtknuk InARP.

AnnapaTtHbIn agpec oTnpaBUTens

AnnapaTHbI agpec oTnpasutens pasmepom HLen.

MpoToKonbHbLIN agpec oTnpaBUTEnNs

[poTokonbHLIV agpec oTnpasuTens pasmepom PLen.

AnnapaTtHbIW agpec nony4arens

AnnapaTHbI agpec nonyyatens pasmepom HLen.

MpoToKonbHbLIN agpec nony4arens

[MpoTokonbHbIN agpec nonyyatens pasmepom PlLen.
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ATMP

RFC 2107 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2107.html

ATMP (Ascend Tunnel Management Protocol - npoTokon ynpaeneHusi TYHHeNsiMn
koMnaHun Ascend) npegcraBnsieT co6ow NPOTOKO, UCMOMNb3yeMbI B HAcTosILLee
BpeMs komnaHuen Ascend Communications ons opraHnsaumm BUpTyanbHOro
NPUCYTCTBUS NPOrpaMM AOCTYNa No KOMMYTUPYEMbIM NUHUAM B Y4ANEHHOW CETW.
Monb3oBaTenb coeanHsieTcs Mo TenedOoHHOW NMUHUM C CEPBEPOM yAaneHHoro
poctyna B ceTb (NAS), HO BMECTO UCMONb30BaHUSA agpeca, HenocpeacTBEHHO
BXOAsILLEro B ceTb, rae yctaHoBneH cepep NAS, knueHTckmMe nporpammbl
NCNOMb3yIT aApec, OTHOCALLMICSA K "gomallHen ceTn" nonb3oBaTens. OTOT agpec
MOXeT NpedoCcTaBnATb KMMEHTCKas NporpaMma Unm OH BblAenseTcs U3 nyna
appecoB "gomaluHux ceten”. B nobom crnyyae 3TOT agpec CBA3bIBAETCHA C
"gomallHen ceTbi" 1 ANa MappyTu3aunmn NaketoB OT KNNEHTa U K HEMY
TpebyeTcs Mcnonb3oBaTh cneumarnbHble cornatleHns. [nsa obmeHa gaHHbIMK
ncnonesyeTtcs TyHHenb mexay cepsepom NAS u cneumansHbIM "goMallHUm
areHToM" (Home Agent - HA) B "gomaluHen ceTw.

®opmart 3aronoska ATMP nokasaH Ha pucyHke.

Bepcus Tun coobLieHus WpoeHtudpurkatop

®opmam 3aconoska ATMP

Bepcus
Tekywuin Homep Bepcum npotokona ATMP (1).
Twun cooOLueHuna

MpoTtokon ATMP onpeaensieT Habop coobLeHniA Anst 3anpoCcoB N OTKINKOB,
nepegaBaeMblX C ucnonb3oBaHvem npotokona UDP. Vicnonb3dyemble ans
COO6LLEHMI KOObI NPUBEOEHbI HUXE.

Tun coobuweHus Koo
Registration Request 1
Challenge Request 2
Challenge Reply 3
Registration Reply 4
Deregister Request 5
Deregister Reply 6
Error Notification 7

NoeHTudukarop

16-6UTOBOE 3HAYeHWe, CryXxallee Afs CONOCTaBMNEHNS OTKIIMKOB C 3anpocamu.
[ins kaXgoro HOBOTO 3anpoca A0MMKeH UCMOoNb30BaThCS HOBLI MOEHTUdUKATOP.
Mpu noBTOpHON Nepefaye 3anpoca UCNoNb3yeTcs NPEXHUIA MOeHTUDUKATOP.

© RADCOM, Ltd., 1999, MepeBop Ha pycckuin a3bik. © BiLiM Systems Ltd., 2000. http://www.bilim.com


http://www.cis.ohio-state.edu/htbin/rfc/rfc826.html
http://www.bilim.com
http://www.cis.ohio-state.edu/htbin/rfc/rfc2107.html

L2F > 501

L2F

RFC 2341 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2341.html

MpoTokon pacchinky kaHanbHoro yposHs L2F (layer 2 Forwarding Protocol)
No3BONSeT OpraHM3oBaTh TYHHENUPOBAHUE KaHaNbHOrO YPOBHS MPOTOKONamm
BbILLENEXAaLUMX YPOBHEN. Icnonb3oBaHne Taknx TyHHernewn no3sonsieT n3baBnTtbes
OT CBSI3M MECTOMNONOXEHMWSI M3HaYarnbHoro cepeepa dial-up ¢ MecTom 3aBepLUeHUs]
KOMMYTUPYEMOTro coeanHeHus 1 obecneyvyeHns 4ocTyna B CeTb.

dopmaT naketoB L2F nokasaH Ha pucyHke.

13 16 24 32
FKPS00000000C Bepcus MpoTokon Howmep
WNaoeHTndmkaTop MynbTUNIEKCUPOB. MpoeHTudmkaTop knneHTa
Paamep CwmelLieHne coaepXxMMoro

Kntoy nakeTta

CopepxvmMoe

KOHTpOJ‘IbHaﬂ CcymMmmMma

®opmam nakemos L2F

Bepcus

Craplas yacTb HoMepa Bepcum nporpammbl L2F, cosaaBLuen naker.
MpoTokon

YkasblBaeT NpoToKon, nepeaaBaeMbliin B naketax L2F.

Homep

MopsakoBbI HOMEP NakeTa NPUCYTCTBYET B 3arofoske, ecnn dnar S yCTaHOBEH.
UoeHTucdpbmnkaTop MynbTUNNEKCUPOBaAHUA

MaeHTnmkaTop MynbTUMNIEKCUPOBAHUSA CITYXXUT A1 0003HayeHns OTAENbHbIX
COeUHEHNI B TYHHEnNe.

NoeHTudumkaTop KnmeHTta

WaeHTtndmkartop knnenta (CLID) nomoraeT gemynbTunnekcupoBaTh TYHHENM B
KOHEYHbIX TOYKaXx.

Pa3mep

Pa3mep (B oKTeTax) Lienoro naketa ¢ y4eTOM 3arosioBka, BCeX rNonen u
COLAEPXUMOTO.
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CwmelleHue cogepxmMmoro

YKa3sblBaeT cCMelleHMe Havana cogepXXMMoro naketa oT koHua 3aronoska L2F (B
GanTax). ATo nosne NpUCYTCTBYET B NakeTax C yCTaHOBIEHHbIM donaroM F.

Knrwou naketa

MMone kntova MCNOosb3yeTCAd B NakeTax C yCTaHOBIIEHHbIM (bJ'IaFOM Kwn
ncnonb3yeTcs B npouecce ayTeHTuduKauuu.

KoHTponbHasa cymma

KoHTponbHas cymMMa nakeTa, Ucnonb3yemasi npu yctaHoBke ¢nara C.

Onuum

Mocne opraHu3auumn coeanHeHNs1 KOHEYHbIE TOYKM NMPOBEPSIOT Hannyme L2F Ha
yAaneHHOW CTOPOHE U BhIMNOMHSAT ayTeHTUdUkauumio. Mone npotokona Ans Takmux
coobLeHnIn Bceraa umeeT 3HadveHve 1 (ynpasnsitowme coobeHus L2F). Camu
COOBLLEHMS CTPYKTYPUPOBAaHbI Kak MOCNeaoBaTeNlbHOCTb OKTETOB, COAEpXKaLLMX
3HayeHns onumin. Korga none npoTtokorna ykasbiBaeT Ha L2F-ynpaBneHue, Teno
nakeTa coaepXuT onuun (BO3MOXHO, nx uncno pasHo 0). Kaxagasa onuums
npencraBnsaeT cobo 0AHOOKTETHOE COObLLEHNE, 3a KOTOPBLIM MOTYT CnefoBaTh
cybonumu. Kaxxgast cybonumsa npeacraenseT cobon ogHobanToBoe 3HaveHve, 3a
KOTOPbIM MOTyT crieioBaTb JOMOSHUTENbHBLIE Cybonumm.

Cnu1cok noaaepxusaemMbix Onumnii NpuBeOeH Huxe:

0x00
0x01
0x02
0x03
0x04
0x02
0x01
0x02
0x03
0x04
0x05
0x06
0x07
0x08
0x03
0x01
0x02
0x04
0x05

Invalid

L2F_CONF
L2F_CONF_NAME
L2F_CONF_CHAL
L2F_CONF_CLID
L2F_OPEN
L2F_OPEN_NAME
L2F_OPEN_CHAL
L2F_OPEN_RESP
L2F_ACK_LCP1
L2F_ACK_LCP2
L2F_OPEN_TYPE
L2F_OPEN_ID
L2F_REQ_LCPO
L2F_CLOSE
L2F_CLOSE_WHY
L2F_CLOSE_STR
L2F_ECHO
L2F_ECHO_RESP

HeKoppeKTHoe coobLyeHne

KOHdMrypaums 3anpoca

nms napTtHepa (peer), nepegatollero L2F_CONF
CnyyYanHbli HOMep CBSI3aHHbIN C peer
Assigned_CLID ans ucnonb3yemoro peer
KoHdurypaums socnpusitus (Accept)

UMS, NPUHATOE OT KNWeHTa

3anpoc KnueHTa nonyyeH

OTKINWK OT KNeHTa

OT KnueHTa npuHATo coobiieHne LCP CONFACK
KnueHTy nepegaHo coobueHne LCP CONFACK
TUN NCNOMb3yeMon ayTeHTUduKaummn
naeHTudmnkaTop, CBA3aHHbIM C ayTeHTudUuKaumen
nepsoe coobuweHne LCP CONFREQ oT knueHTa
3anpoc pa3pbiBa COeAUHEHUS]

KOZ MPWYMHBI paspbiBa COeaMHeHNe

onucanne npuymnHel B Buae ctpoku ASCII
npoBepka NpUCyTCTBUSA nNapTHepa

oTKNuK Ha L2F_ECHO
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L2TP

RFC 2661 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2661.html

MpoTtokon L2TP ucnonb3yeTca Ans nHterpauum MynbTUNPOTOKONBHOIO cepaurca
Nno KOMMYTUPYEMbIM JIMHUSIM B CyLLeCTBYyOLLMe Toukn goctyna (Point of Presence -
POP) cepsuc-npoBangepos Internet. OTOT MPOTOKON MOXHO MCNOMNbL30BaTh M AN
peLleHust npobnemsl paciiennenus rpynn "multilink hunt-group”. MpoTokon
Multilink PPP, yacTto ncnonb3yembliii ansi o6beauHeHns kaHanos ISDN BRI,
TpebyeT, 4ToObI BCe kaHarbl MynbTMKaHarnbHOro NoToka nonaganu Ha oauH
cepeep goctyna NAS. Mockonbky npoTtokon L2TP BegeT k nosBneHuto ceaHca
PPP B mMecTe, oTnnyatoLemMcs oT (hU3n4ecKor TOHKN 3aBepLUeHus KaHana, aToT
NMPOTOKON MOXHO MCMOMNb30BaTh AN NPeACTaBNeHNs BCEX KaHaNoB Ha OOHOM
cepepe NAS, naxe B Tex cnyyasx, korga ousmyeckne KaHarbl OpraHu3yoTcs
yepes pasnunyHble NAS-cepBepbl.

dopmat naketoB L2TP nokasaH Ha puUCyHKe.

8 16 32
T ‘L ‘I ‘C ‘F ‘K ‘O ‘0 ‘ 0 ‘ Bepcus Pa3wvep
MpeHTudumkatop TyHHens MaeHTndmkaTtop BbI3oBa
Ns Nr
AVP
(8 banToB)

®opmam nakemos L2TP

T

dnar T MeeT 3Ha4yeHne Ans ynpaensoLwmx coobuweHun n 0 - ans
MHGOPMaUMOHHBIX (payload). B ynpaBnsitonx coobLLEeHNsX criegyowme 3a aTum
dnarom 7 6utoB nmetoT 3HadeHus 1001000, ncnonb3yemsle ans obecneveHns
COBMECTMMOCTM MO KOAMPOBAHUIO C MHDOPMAaLMOHHBIMU COOBLLIEHUSIMMU.

L

dnar L yCTaHaBITMBaeTCA OJ1d NaKeToB, coaepXallux none pasmMmepa,
noka3sbiBawlLlee 06Ll.l,y}0 ONVHY NPUHATONO NakeTa. oToT donar 4ormKeH
yCTaHaBMMBaTbCA A4 ynpaBnAarowmnx COOOLEHNI.

lnC

Monsa | n C 3ape3epBMpoBaHbl U JOMKHBI MMETb HyrneBble 3HayYeHus. Monsa
Mcnonb3oBanuch Ans onuuin, 6onee He NogaepXXuBaemMbIX NpoTokonomM L2TP.
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F

®nar F yctaHaBnuBaeTcs ANs NakeToB, B KOTOPbIX NpucyTcTBYOT nonst Ns u Nr.
[aHHbIn conar JomkeH yCcTaHaBNMBATLCS AN YNPaBSOLWMX COOOLLEHWIA.

K
Mone K 3apes3epBnpoBaHO N OOIMKHO MMEeTb HyreBoe 3Ha4YeHune.

(o)

OT1OT donar rosopuT 0 NpucytcTeun nons Pasmep cmellenus (Offset Size) B
NHPOPMaLIMOHHBIX COOBLLEHNSAX.

Bepcus

OT0 TpexbuToBOE More ykasbiBaeT HOMep Bepcumn npoTtokona L2TP v ans Bepcum
1 AOMKHO UMETb 3HaYeHne 2.

Pa3mep

O6wwin pasmep coobLueHus ¢ ydeTom 3aronoska, AVP Tuna coobLeHusi n Bcex
pononHuTenbHbliX AVP, CBSI3aHHbIX C 4aHHBIM TUMOM YNPaBSOWMNX COOOLLEHUN.

UpeHTudukatop TyHHens

YkasblBaeT TyHHeNb, K KOTOPOMY OTHOCMTCS yrpaBnsiollee cooblueHve. Ecnu ot
napTHepa eLle He nomny4deHo coobuieHre Assigned Tunnel ID (NpUCBOEHHbI
naeHTUMUKaTOP TYHHENS), 3TO None AOMKHO MMETL HyneBoe 3HaveHue. MNocne
nonyyeHusi oT NapTHepa naeHTndmKaTopa TyHHenNs BO BCE NakeTbl AOIHKHO
nomeLLaTbCs 3TO 3HaYeHMe.

NpeHTndukatop BbI3OBa

YkasblBaeT Ha NoNb30BaTENbCKYH CECCUIO B TYHHENE, K KOTOPO MMeeT
OTHOLLEHMe AaHHoe ynpasnsiolee coobuieHve. Ecnn coobuieHne He cBaA3aHo ¢
OTAENbHONM ceccuelt B TyHHene (Hanpumep, coobuieHne Stop-Control-Connection-
Notification), 370 Nnone 4OMKHO UMETL HyNEBOE 3HAYEHME.

Ns

MepenaBaembli B HacTosILLEEe BPEMS MaKeT.
Nr

lMocnegHun NpUHATBIN NakeT.

MHdopmaumoHHble cooblueHunst L2TP ncnonb3yoT ABa AOMONTHUTENbHBLIX NONS
nepeg nonem AVP. 3T nons nokasaHbl HA PUCYHKE.

Pasmep cmelleHus (16 6utoBs) 3anonHeHve (16 6utos)

[ornonHumernbHbie Mossi UHGhOPMayUOHHbIX coobweHuli L2TP
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Pasmep cmMmelueHus

9710 none ykasblBaeT Yncno 6aToB OoT KoHua 3aronoska L2TP no Havana
MHbopMaLMOHHON YacTu cooblieHus (payload). Ecnv pa3avep cmellennst paseH 0
unn dnar O He ycTaHOBNEH, MHPOPMaLMOHHAsA YacTb COOBLLEHNST HAYMHaeTCA
cpaasy nocrie 3aronoska L2TP.

AVP

Mapbl AVP (Attribute-Value Pair - atpubyT-3Ha4yeHne) ncnonb3yroTcsa ans
KoaunpoBaHus Tuna coobieHun L2TP. dopmaTt nons AVP nokasaH Ha puUCyHKe.

16 32

M ‘ H ‘ 0 ‘ 0 ‘ 0 ‘ 0 ‘ O6was annHa WoeHTtudpmkaTop dompmbl

ATpunbyT

3HavyeHne

Cmpykmypa ronsi AVP

M

MepBble 6 6uTOB 0Opa3ytoT BUTOBYIO Macky, KoTopast onvcbiBaeT obLime aTpubyThl
AVP. Obsi3aTenbHbIn 6UT M ucnonbayeTcst 4Nnst KOHTPONS 3a obpaboTkon
Hepacno3HaHHbIX AVP.

H

3TOT dhnar cnyxuT ans ynpasneHus cnpataHHbivu (hidden) AaHHbIMKM B none
3HayeHnss AVP. CokpblTve JaHHbIX MOXHO MCMONb3oBaTh ANS nepegayu
KOHUAeHUManbHon nHpopmauum (Hanpumep, naponein) B AVP.

O6uwas dnuHa

Yucno okTeToB (C y4eTOM caMoro nonsi AnuHel), cogepxawuxca B AVP. None
AnvHbl 3aHumaeT 10 6utos, no3sonssi nepegasatb AVP pasvepom go 1024
OKTETOB.

NdeHmugbukamop chupmbi

BuigenerHslie IANA noeHtudpmkatopsl SMI Network Management Private
Enterprise Code.

Ampubym

16-6uTOBOE 3HaYeHWe aTpubyTa, 3Ha4YeHNEe KOTOPOro ONPELENSETCS C yYETOM
uaeHTUdgUKaTopa pUpMbI-NnPon3BoaUTENS.

3HavyeHue

Mone 3Ha4yeHus pa3mMellaeTcda cpasy Xe nocrne anI/I6yTa M 3aHMMaeT oCTaBLUuecsd
OKTeTbl NakeTa (OGLLI,I/IIZ pa3mMep nakeTa 3a Bbl4EeTOM LLECTUN OKTETOB saronoska).
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IWAN:EapIulE Buffer Display

—Iol x|

Filter: All Frames j”j”E
ﬂ Protocol: |L2TP j‘
ICaptured at: +00:00. 354 =]
Ilength: 128 From: U=ser Status: Ok

ILZ2TF: | - Flag T. Control Heszsage _I
1L2TP: Tunnel ID: Oxll22

IL2TP: Call ID: Oxl344

IL2TE: N=s: 0=0102

ILZTE: Nr: 0x0304

IL2TE: Eey: 0x00050807

I1L2TE: Message Type AVE

1L2TF: Hessage Type: 1 Start—Control-Connection—Request {SCCRO)

IL2TE: Protocol Version

IL2TP: Framing Capabilities

IL2TF: Bearer Capabilities

ILZTP: Tie EBreaker

I1L2TP: Firmware Rewision

1L2TP: Host Name

I1L2TE: Vendor Hame

IL2TE: A==igned Tunnel ID

I1L2TE: Receive Window Size

IL2TF: Challenge LI

Sgan:h...l Restart | Setup... I Done

lMpumep dekoduposaHusi L2TP
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PPTP

RFC2637 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2637.html

MpoTokon PPTP (Point to Point Tunneling Protocol) no3sonseT nepeaasatb
naketbl PPP yepes ceTtu IP. [IpoTOKON NCNONb3yeT apXUTEKTYPY KIMEHT-cepeep
ANsi pasgeneHus yHKUMIA, CYLLECTBYHOLLMX B COBPEMEHHbIX CEpBEpax CETEBOr0
poctyna NAS 1 nogaepxku BUpTyanbHbix YacTHeix ceTert VPN (Virtual Private
Network). PPTP BkntouaeT cneundurkaumm npoToKOrNoB KOHTPOMsi BbI3OBOB U
ynpaeneHusi, No3BONSIOLLNX CEPBEPY KOHTPONMPOBATL AOCTYMN MO KOMMYTUPYEMbIM
KaHanam TenedoHHbIX ceTen TcOll n ISDN unu opraHnsoBbiBaTh UCXOASALLME
KOMMYyTUpyemble coegmHenus. MpoTtokon PPTP ucnonb3yet GRE-nogo6HbIn
(Generic Routing Encapsulation) mexaHuawm ans ynpaeneHusi CEpBUCOM
WHKancynauuy gentarpaMmm no noTokam M HacbILLEHWIO NPy nepeaade NakeTos
PPP.

dopmart 3aronoskoB PPTP nokasaH Ha pucyHke.

16 32

Paswvep ‘ Tun coobuweHuna PPTP

Marunyeckoe vncno

Tun cooBLLEeHUIA KOHTPOS ‘ 3apesepBupoBaHo (0)

®opmam 3azonoskos PPTP

Pa3mep

O6was gnvHa coobernns PPTP (c yueTom 3aronoBka) B OkTeTax.
Twun coooweHuna PPTP

OfVH U3 ABYX MAEHTU(UKATOPOB THMa COOBLLEHNS:

1 KOHTPOJb
2 yrnpaBneHve

Marunyeckoe 4yucno

9710 none Bceraa conepxuT 3HadeHne 0x1A2B3C4D, cnyxallee ans Toro, 4Tobbl
NPUEMHMK MOT KOPPEKTHO CMHXPOHU3NPOBATLCS C MOTOKOM AaHHbIX TCP.
Tun cooOLeHnn KOHTpoOnA

1 Start-Control-Connection-Request
Start-Control-Connection-Reply
Stop-Control-Connection-Request
Stop-Control-Connection-Reply
Echo-Request

a b~ wWwN
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6 Echo-Reply

YnpaeneHue ebizo8amu
7 Outgoing-Call-Request
8 Outgoing-Call-Reply
9 Incoming-Call-Request
10 Incoming-Call-Reply
11 Incoming-Call-Connected
12 Call-Clear-Request
13 Call-Disconnect-Notify

Omyemsi 06 owubkax

14 WAN-Error-Notify

YnpaeneHue ceaHcamu PPP
15 Set-Link-Info
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DHCP

RFC1531 http:.//www.cis.ohio-state.edu/htbin/rfc/rfc1531.html

Mpotokon DHCP (Dynamic Host Configuration Protocol - npotokon anHamuyeckom
HaCTPOWKKN XOCTOB) 06ecnevmBaeT KOHUIypaUMOHHbIE NapamMeTpbl A1 XOCTOB
Internet. DHCP npepctaensieT cobon pacumpenue npotokna BOOTP u coctouT us
OBYX KOMMOHEHT - MPOTOKON JOCTaBKM NapameTpoB xocTa oT cepepa DHCP u
MexaH13M NpefocTaBlieHnst CETEBbIX aApPeCcoB XOCTaM.

dopmart 3aronoska DHCP nokasaH Ha pucyHke.

8 16 24 32

®opmam 3azonoeka DHCP

Op

Kopa onepaumu, cBsizaHHow ¢ coobeHnem - BOOTREQUEST (3anpoc) unm
BOOTREPLY (oTknuk).

Htype

Twun annapaTHoro agpeca.
Hlen

Pa3mep annapaTHoro agpeca.
Hops

Knnent YCTaHaBMBaeT Ond 3TOro nosid Hyneeoe 3HavYeHune. Mone moxeT
MCnonb30oBaTbCA relay-areHTaMM npu 3arpyske c UCnosib30BaHMEM TaKuUX areHToB.
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XID
VpaeHTudmkaTop TpaH3akumm.
Secs

Yucno CeKyHA, npowleaLlnx ¢ Toro MOMeHTa, Kak KIn1MeHT MH1MUnmnpoBann npouecc
nony4dyeHua agpeca nnu npouecc obHoBNEHMS.

dnarm

2 6anta conaros DHCP.

Ciaddr

IP-agpec knueHTa.

Yiaddr

Baw (knuenTa) IP-agpec.

Siaddr

IP-agpec cnepytoLero cepsepa, KOTOPbI MOXHO UCMOMb30BaTh AJ15 3arpy3ku.
Giaddr

IP-agpec, ucnonb3dyemblin 4N 3arpysku ¢ NOMOLLbIO relay-areHTa.
Chaddr

AnnapaTtHbI agpec KnueHTa.
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DHCPv6

http.//www.ietf.org/internet-drafts/draft-ietf~-dhc-dhcpv6-14.txt

MpoToKkoN AMHaAMUYECKOW HacTpowku xocToB Bepcun 6 (DHCPV6) nossonsieT
cepepam DHCP nepepaBatb nHdopmaumio ysnam IPv6 ¢ ncnonb3oBaHmem
pacwwupenuin. MNpoTtokon obecneyrBaeT BO3MOXHOCTb aBTOMATN4ECKOro
pacnpefeneHns ceTeBbIX afpeECOB Y NPeAOCTaBNSET AONOMHUTENbHYI TMOKOCTb
HaCTPOWKKN MO CPaBHEHUIO CO CBOUMMU NpeALlecTBeHHuKkamu. Npotokon DHCPv6
ABNSETCA BaXKHOM YacTbto npoTokona SAA (Stateless Address Autoconfiguration) u
MOET UCMONb30BaTLCA COBMECTHO C HUM MU OTAENBHO AN NOMNyYeHust
KOH(pMrypaumoHHom nHdopmMaumm.

DHCPvV6 noppepxuaeT 6 pa3nuyHbix TUNoB coobLueHnn - Solicit, Advertise,
Request, Reply, Release n Reconfigure.

CoobuweHnsa DHCP Solicit

KnueHnTtel nepepatot coobuernss DHCP Solicit yepes HacTpanBaeMbli MHTEPdENC
ANS nonyyeHus agpeca O4HOTO U HECKOMbKUX KOHPUIYPALMOHHBIX CEPBEPOB.
3HayeHusa nonen ycTaHaBNMBAKOTCA KIIMEHTOM, €CMN SIBHO HE YKa3aHO UHOe.

dopmat coobuieHnn DHCP Solicit noka3aH Ha puUcyHke.

8 16 24 25 32

Tun coobLleHus ‘ C‘ 3apesepBrpoBaHO Pa3m. npedmkca

JlokanbHbI agpec KNMEHTCKOro kaHana (16 okTeToB)

Apnpec peTtpaHcnsitopa (16 okTeToB)

CoxpaHeHHbIi agpec areHTa (16 okTeToB)

®opmam coobujeHuti DHCP Solicit

Tun coobweHun
3HayeHve 1 B 9TOM none rosoput o coobuieHun DHCP Solicit.
Cc

3TOT hnar nokasbiBaeT, YTO KIMEHT 3anpalunBaeT y BCEX CepBEpPOB, NOMYUYMNBLLNX
coobueHne, oceoboauTs (deallocate) cBsidaHHbIE C KNMUEHTOM pecypcsl. Mpu
yCTaHOBKe 3TOro chnara KnueHT JormkeH obecneynTb COXpaHeHHbI agpec areHTa
ANS MoucKa KIMEHTCKNIN CBA3EN CEPBEPOM.

3ape3epBUpPOBaHO

SapesemepOBaHHoe none, KOTopoe AOJNKHO UMEeTb HyneBoe 3Ha4YeHune.
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Pa3mep npedukca

OTnnyHOE OT Hynsi 3HaYeHne npedukca ykasbiBaeT YMCo OMTOB B NIEBOW YacTu
agpeca IPv6 areHTa, KoTOpble cnyxaT npedukcom MapLupytusauuu. lNone
pa3mMmepa npedukca yctaHaenuaetca petpaHcnsaTtopom DHCP (DHCP relay) npu
nornyyYeHun 3anpoca 1 ero nepecbiyike 0AHOMY UNu HeckonbkuMm cepsepam DHCP.

JNokanbHbIN agpec KIIMeHTCKOro KaHana

JlokanbHbIN agpec kaHana IP knueHTckoro nHtepdenca, ¢ KOTOporo KNneHT
nepegan 3anpoc DHCP Request.

Anpec peTpaHcnsaTopa

KnueHT yctaHaBnuBaeT ong aToro nons Hynesoe 3HayeHve. MNpy nonyyeHun
nakeTa peTtpaHcnsTop (relay) DHCP ycTtaHaBnuBaeT B 3TOM nosne 3HaveHue IP-
afpeca uHTepdelrica, Yepes KOTOpbIN NonyyeH knmeHTckmin 3anpoc DHCP Solicit.

CoxpaHeHHbIN agpec areHTa

3710 none, Gyayyn ycTaHOBMEHHBLIM, NOKa3biBaeT |P-aapec areHTCKoro
UHTepderica, KOTOPbIN GblfT COXPaHEH KMMEHTOM OT NpeablayLuei TpaH3aKLum
DHCP.

CooouweHnsa DHCP Advertise

AreHt DHCP nocbinaet coobuenns DHCP Advertise ansa Toro, 4tTo0Obl
MHOPMMPOBAThL NOTEHUManbHbIX KnMeHToB 06 |IP-agpece cepBepa, KOTOPOMY
MO>XHO nocbinaTth 3anpocbl DHCP Request. Koraa knmeHT 1 cepBep HaxoasTcs Ha
pa3nuuHbix kaHanax (link), cepBep nockinaeT aHOHCLI 06paTHO Yepes
peTpaHCcnATop, KOTOPLIV Nepecrnan 3anpoc. 3HayeHnst Bcex nomnew coobLieHns
DHCP Advertise 3anonnsitotcs cepsepom DHCP v He nameHstoTtcsa npu
peTpaHcrsumm.

8 16 24 25 32

Tun coobLieHus ‘ S‘ 3apes3epBUpoBaHO MpepnoyteHue

JlokanbHbIA agpec KNMeHTCKoro kaHana (16 okreToB.)

Agpec areHta (16 okTeToB)

Apnpec cepBepa (16 okTeToB)

PacwupeHus

®opmam coobujeHuti DHCP Advertise

Twun cooOLueHuna

3HauyeHve 2 B 3TOM none rosoput o coobueHnn DHCP Advertise.
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S

3TOT dhnar roBopuUT 0 NPUCYTCTBUKN afpeca cepaepa.
MpeanoyteHue

Moka3biBaeT roTOBHOCTb cepBepa kK O6Cﬂy)KVIBaHI/I}O KIMNEeHTOB.
JlokanbHbIN agpec KNMEHTCKOro KaHana

JlokanbHbI agpec kaHana IP knueHTcKkoro nHTepderica, ¢ KOTOPOro KIMeHT
nepepan 3anpoc DHCP Request.

Appec areHTa

IP-agpec areHTckoro nHtepgerica DHCP, Haxogswerocs Ha ogHOM KaHarne ¢
KINEHTOM.

Appec cepBepa
Ot0 none, 6yayuun yctaHoBneHHbIM, NokasbiBaeT IP-agpec cepsepa DHCP.
PacwupeHus

3710 none HaxoauTcsa B cTaamn paspaboTkn. Cm. C. Perkins. Extensions for the
Dynamic Host Configuration Protocol for IPv6 http://www.ietf.org/internet-
drafts/draft-ietf-dhc-dhcpv6ext-11.txt.

CoobuweHua DHCP Request

[nsa nonyyeHns KOHUrypaLMOoHHbLIX NapaMeTpPoB OT cepBepa KIMEHT nocbinaeT
coobuweHne DHCP Request, k koTopomy MoryT 6biTb 4006aBNEHLI NMPOM3BOJSbHBLIE
pacwmpeHus. Ecnv knneHTy Hem3BecTeH agpec xoTsa bkl 0AHOro cepBepa, OH
OOIMKEeH cHavana BbIICHUTbL Takon agpec, nepedas ans atoro 3anpoc DHCP Solicit
¢ rpynnoBbIM agpecoM. OBbIYHO Npu Nepesarpyske KNneHTa NocrnegHuii He UMeeT
KoppekTHoro agpeca IP, TpeGyemoro ons B3aumoaencTBusi Mexay CEpBepPOM 1
KNneHToM. B Takmx crniyyasix KInMeHT He MOXeT nepeaaTtb CoobLLeHne Hanpsimyto
cepBepy, MOCKONbKY CEPBEP HE MOXET BEPHYTb KITMEHTY OTBET, HE 3HasA afpeca
KnueHTa. B Takux criyyasix KnMeHT SOIMKEH nocnaTth 3anpoc JTIoKarbHOMY
peTpaHCnsaTOpY, ykasaB afpec peTpaHcnaTopa B 3arofloBke coobLLEeHMs Kak agpec
areHTa.

16 24 25 32

Tun coobLueHus ‘ C‘ S ‘ R ‘ Pes. ‘ WaeHTndmkaTop TpaH3akumm

JlokanbHbI agpec KNMEHTCKOro kaHana (16 okTeToB)

Appec areHTa (16 okTeToB)

Agpec cepBepa (16 okTeToB)

PacwmpeHnus

®opmam coobuweHuti DHCP Request

© RADCOM, Ltd., 1999, MNMepeBopa Ha pycckuit ai3bik. © BiLiM Systems Ltd., 2000. http://www.bilim.com



http://www.ietf.org/internet-drafts/draft-ietf-dhc-dhcpv6-14.txt
http://www.ietf.org/internet-drafts/draft-ietf-dhc-dhcpv6-14.txt
http://www.bilim.com
http://www.ietf.org/internet-drafts/draft-ietf-dhc-dhcpv6ext-11.txt

514 < Crek TCP/IP

Twun coobLueHun

3HauyeHve 3 B 3TOM none rosoput o coobeHun DHCP Request.
R

QTOT chrar roBopuT O Nepesaarpy3ke KIMEHTa U 3anpoce yaaneHus Bcex
UOEHTUUKATOPOB NpeabiayLLIMX TPaH3aKLUUMA.

NoeHTudunkaTop TpaH3akumu
Bes33HakoBoe Lenoe 4ncno, cnyxatwlee aons o0603HavYeHuns 3anpoca.

OcTtanbHble nonsi 6bInM onucaHbl Bbille NpU paccMoTpeHun coobueHunin DHCP
Solicit u DHCP Advertise.

CoobuweHua DHCP Reply

Cepsep noceinaet coobuieHnss DHCP Reply B oTBeT Ha kaxgbli 3anpoc DHCP
Request n DHCP Release. Ecnu 3anpoc nonyyeH ¢ pnarom S, 3To roBopuT O TOM,
4YTO KINMEHT He MOXET NnepeaaBaTb 3anpochl CEPBEPY HAMPSMYHO U UCMOSb3yeT
pacnonoXeHHbIW NO coceAcTBY peTpaHcnATop. B Takux cnyyasix cepsep nepepaet
coobueHna DHCP Reply ¢ yctaHoBneHHbIM 6UTOM L, agpecys Ux areHty,
ykasaHHoMy B 3anpoce. Bce nons coobwenunin DHCP Reply yctaHaBnvBaeT
cepsep DHCP.

8 16 24 25 32

Tun coobLieHus ‘ L‘ CocTosiHue MpaeHTudmkatop TpaH3akuum

JlokanbHbI agpec KNMEHTCKOro kaHana (16 okTeToB)

Pacwwupenus

®opmam coobuweHuti DHCP Reply

Twun coobLueHun

3HauyeHve 4 B 3TOM none rosoput o coobieHun DHCP Reply.
L

YcTtaHoBKa 3TOro ¢hrnara roBopuT 0 NPUCYTCTBUM B COOBLLEHMN NOKaNbHOro agpeca
KIMMEHTCKOro KaHana.
CocTosiHne

0 YcnelwHoe BbINOMHEHWe 3anpoca

16  Ortkas, NnpuynHa He ykasaHa

17  OTtkas npu ayTeHTuduKaumm

18 HekoppekTHO cchopmupoBaHHbIn 3anpoc Request nnmn Release

19 Pecypcbl HEOOCTYMHbI

20 KrnveHTckas 3anucb HeAOCTYMNHa
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21 HekoppekTHbiln IP-agpec knneHTa B 3anpoce Release
23 PeTpaHcnATop HE MOXET HaWTU afpec cepeepa
64 Cepsep HegocTyneH (owmnbka ICMP)

UoeHTndunkarTop TpaH3akummn

Bea3HakoBoe Leroe 4ncro, cnyxatiee ons 0003HayeHns oTKnMKa. 3HayYeHne
3TOro Mong KoNUpyeTcst U3 O4HOMMEHHOTO nosis naketa Request.

JNokanbHbIN agpec KIIMeHTCKOro KaHana

Ecnun 3710 none ncnonbsyeTcs, OHO COAEPXUT NoKanbHbIA agpec kaHana IP
KITMEHTCKOrO MHTepdeinca, C KOTOporo KnneHT nepegan 3anpoc DHCP Request.
Mpun yctaHoBRNeHHOM cpnare L nokanbHbIM agpec KNMEeHTCKOro kaHana
npucytcTByeT B nakeTe Reply. Toraa coobueHne Reply nocbinaeTcsi cepeepom no
agpecy peTpaHcnsTopa, KOTOpbI CNONb3yeT NoKanbHbIA aapec KIMeHTCKOro
KaHana ans goctasky coobleHust knueHTy. MNone naeHTndmkaTopa TpaH3akumm
coobweHuit DHCP Reply konvpyeTcsa cepBepom 13 knueHTckoro 3anpoca DHCP
Request.

CoobuweHusa DHCP Release

Coob6uweHunst DHCP Release nepepnatotcst 6€3 MCNonb3oBaHWs PETPaHCNSTOPOB
DHCP. Korga knueHT nocbinaet coobuieHne Release, npeanonaraetcs, 4To 3T0T
KINMEHT MeeT KOppeKTHbIN IP-agpec, no3sonsiowmn nepegatb cooblieHne
cepBepy. Ecnv B none pacwumpeHuns ykasaHbl napameTpbl, 0CBOOOXAalTCA TONbKO
3TV napameTpbl. 3Ha4YeHus Bcex nonen coobueHnn DHCP Release 3apatotca
knueHtom. Cepeep DHCP noarteepxaaet coobuieHna DHCP Release nytem
nepegaun DHCP Reply.

8 16 24 25 32

Tun coobLueHus ‘ D ‘ 3apesepBup. WaeHTudmkaTop TpaH3akumm

JlokanbHbI agpec KNMEHTCKOro kaHana (16 okTeToB)

Appec areHTa (16 okTeToB)

Agpec knveHTa (16 oKTeToB)

PacwmpeHnus

®opmam coobuweHuli DHCP Release

Twun cooOLweHun
3HayeHune 5 B 3TOM none roeoput o coobeHnn DHCP Release.

D

YcTaHoBKa 3TOro gonara roBopuT cepBepy o ToM, 4Tto oTknnk DHCP Reply cneayet
nepegaBaTb HEMOCPEACTBEHHO KIIMEHTY BMECTO UCMONb30BaHMS afpecoB areHTa
W nokanbHOro agpeca kaHana ansa petpaHcnsauum coobwenns Reply.
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NoeHTudunkaTop TpaH3akumu

Bes3HakoBoe Uenoe yucno, cnyxatlee anst o6osHadeHnst sanpoca DHCP
Release. 3HayeHue 3TOro Nons KONMpPyeTcs B O4HOMMEHHOE none nakeTa Reply.

OcrTanbHble Nonsi COOOLLEHUI ONMUCaHbI BbILLE.

CoobuweHua DHCP Reconfigure

CoobueHns DHCP Reconfigure MoryT nocelnarbCs TOMbKO KNMEHTaM, MMEOLLMM
IP-appec, koTopbI MapLLpyTU3NpyeTcs B kaHar, obecneunsaroLnii 4OCTYN K
knneHTy. CnepoBaTtenbHo, coobuweHns DHCP Reconfigure nepepatotcs 6e3
ncnonb3osaHus peTtpaHcnaTopos DHCP. Korga cepsep noceinaet cooblieHve
DHCP Reconfigure, oH npegnonaraet, 4To nony4artenb MMeET KOPPEKTHbIA agpec
IP B pocTynHow ansi cepeepa obnacTtu. B otBeT Ha coobuieHne DHCP Reconfigure
KIMEHT JOSKEH CHOBA 3anpocuTb Te (M TOMbKO Te) NapaMeTpbl, KOTOPbIe yKkasaHbl
B none paclmpeHus. Cepep moxeT nepedaBaTb coobeHns DHCP Reconfigure,
ncnonb3ys MHAMBUAYanbHblE UNW rPYNMoBble agpeca nonyyatenen. MNonyyms
coobLLeHne, KNMEeHT AoSMKeH pasobpaTk none pacluMpeHns u nocrnatb cepsepy
3anpoc ANs NONyYeHUs 3HaYEHIN yKadaHHbIX B pacLUMPEHNN NapaMeTpos.

8 16 24 25 32

Twun coobLeHns ‘N‘ 3apesepBup. MoeHTudmkaTop TpaHsakuum

Appec cepBepa (16 okTeToB)

Pacwwupenus

®opmam coobuweHuti DHCP Reconfigure

Twun cooOLueHuna
3HadeHue 6 B aTOM none roBoput o coobweHn DHCP Reconfigure.

N

YcTaHoBKa 3TOro chrnara roBOpuT O TOM, YTO KIMEHT HEe JOJPKEH OXuaaTb
coobueHna DHCP Reply B otBeT Ha 3anpoc DHCP Request, nepefaHHbii B
pe3ynbTate nonydeHus naketa DHCP Reconfigure.

OcTanbHble Nonsi COOOLLEHUI ONUCaHbl BbilLe.
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DVMRP

RFC 1075 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1075.html
IETF draft: http.//www.ietf.org/internet-drafts/draft-ietf-idmr-dvmrp-v3-08.txt

MpoTokon DVMRP (Distance Vector Multicast Routing Protocol) npeacraensiet
coboii npoTokon MapwpyTtusauum Internet, obecneunBaroLLmin 3OPEKTUBHBIN
MeXaHU3M JOCTaBKW AelTarpamMm rpynrnamM XocToB B UHTEpceTU 6e3 opraHnsauum
coeaunHeHun (connectionless). 3To pacnpefeneHHbI NPOTOKON, KOTOPbIN
OVHaMUYECKU reHepupyeT AepPEeBbs PYNMNOBON JOCTaBku nakeTos IP Ha ocHoBe
MeTtoga RPM (Reverse Path Multicasting).

MpoTtokon DVMRP nogaepxusaeT mHorne pyHkummn RIP ¢ anroputmom TRBP
(Truncated Reverse Path Broadcasting). DVMRP pa3paboTaH Ha oCcHoBe
npoTokona RIP, nockonbky aTa peanv3aums 6bina 4OCTyNHA U anroputM
OVCTaHTHbIX BEKTOPOB 4OCTATOYHO MPOCT, MO CPABHEHUIO C anroputMamm Ha
OCHOBE COCTOSIHUS KaHanoB. B gononHeHne k atomy Gbin paspaboTaH MexaHnsm
myHHenuposaHusi ANsi NpoBeAEeHNS SKCTIEPUMEHTOB MO Nepeaade NakeToB Yepes
ceTu, He nogaepXuBatoLLme rpynnoBon agpecaunu.

Mexay npotokonamu RIP n DVMRP ecTb BaxHoe pasnuuune - RIP
MapLUpyTM3NpyeT 1 pacchinaeT genTarpaMMbl KOHKpeTHbIM agpecaTtam, a DVMRP
MoxeT paboTaTb ¢ rpynnosbiMu agpecamu. OgHON 13 3a4ad NPoToKoNa sABMNseTcs
coxpaHeHue nHdopmaumn o NyTyu BO3BpaTa K OTnpaBuTento Agentarpamm ¢
rpynnoBov agpecauuei. Ytobbl caenatb onucanne npotokona DVMRP 6onee
6nuskmm k onncanmio RIP ncnonbsyetca TepmuH nomyyamers (destination)
B3aMeH boree KOpPeKTHOro TepMrUHa omrpasumesib (SOUrce), OgHaKo
AentarpaMMbl He PacCbINaloTCs MoIyYamesisiM, @ NPOUCXOAAT OT HUX.

MakeTsl DVMRP nHkancynupytotcs B gentarpammel I[P ¢ nonem npotokona,
umetowmm 3HaveHune 2 (IGMP). MakeTsl DVMRP ncnone3aytoT obwuii 3aronosok
NpoTOKOMa, KOTOpbIV ykasbiBaeT Tun naketoB IGMP kak DVMRP. MNpn nepenave
naketoB DVMRP cnaru npenmyuiectseHHon goctaeku (Precedence) B none Tvna
cepBu1Cca AOMKHbI YKa3biBaTb Ha MexceTeBoe ynpasneHun (Internetwork Control -
0xCO0). O6Lwmin 3aronoBoK NPOTOKOSIA NOKa3aH Ha PUCYHKE.

8 16 24 32

Tun Koga KoHTponbHasa cymma

3apesepBupoBaHO Bepcusa (mn.) Bepcus (cT.)

Cmpykmypa DVMRP

Tun

Twn naketa. 3HaveHne 0x13 rosoput 0 nakete DVMRP.
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Kop

Onpegenset Tvn naketa DVMRP. B HacTosilee Bpemsa nogaepXmsatoTcst Koabl
ans npotokona DVMRP, a Takke ons NPpOTOKOSIOB aHanmsa v noucka
HencnpaBHOCTEN.

Probe nouck cocena

Report o6meH mapLpyTamm

Prune YHUUTOXEHWE AepeBbeB rpynrnoBo 4OCTaBKM
Graft co3faHue fepeBbeB rpynmnoBor JOCTaBKU

Graft ack noaTeepxaeHue cooblieHMe O CO3aaHUN 1epeBbLEB.

KOHTpOﬂ bHasA CyMmMa

KoHTpornbHaga cymma naketa DVMRP, paccuntbiBaeMas 4o nepegayun naketa m
npoBepsemas npuv ero norny4eHunu. MNMpu pacyeTe KOHTPOMBLHOW CYyMMbI 3TO none
NPUHMMAaETCs PaBHbIM HYTHO.

3ape3epBupoBaHoO
3ape3epBUpPOBaHO Anst UICNONb30BaHUA B OyayLlem.
Mnaawwue undpbl Bepcumn

Mnagwwme undpbl Homepa Bepcun npotokona DVMRP - ons Tekywen sepcum -
OxFF.

Crapuwwue undpbl Bepcum

Crapuwue umdpbl Homepa Bepcum npotokona DVMRP - ans Tekyuien sepcum - 3.
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ICMP

RFC792 http.//www.cis.ohio-state.edu/htbin/rfc/rfc792.html

MpoTokon ICMP (Internet Control Message Protocol - npoTokon ynpaBnsitoLmx

coobueHun Internet) B obLiem cnyyae ncnonb3yeTcs Ans nepegayv cBeaeHnin o
TPYAHOCTAX MapLipyTu3aunm gentarpamm IP nnm npoctoro obmeHa BpeMeHHbIMM
MeTKaMu 1 3Xo-TpaH3akumamu (ping).

CtpykTypa 3aronoska naketoB ICMP nokasaHa Ha pucyHke.

8

16

32

Tun

Koa KoHTponbHas cymma

WpeHTndumkatop MopsiakoBbIN HOMEP

AppecHas macka

Tvn

Tun Kod

OO0 OO WWWWwwWwwwo

a

8

1"
11
1"
12

a b~ WODN -~ O

Cmpykmypa 3azonoeka ICMP

OnucaHue

3X0-OTKINK

nonyyartenb HeoCTyneH

HeT gocTyna

XOCT HeJoCTyneH

NPOTOKON HEeAOCTYNEH

nopT HeAoCTyNeH

TpebyeTcsa dparmeHTaums u yctaHoeka cnara DF
oTka3 Source route

Source quench

nepeHanpasneHue

repeHanpasneHue gevtarpamm ans cetu
nepeHanpasneHue genlTarpamm Ans xocta

nepeHanpasrieHne AelﬁTanaMM Ona yKkasaHHoOro tuna
cepBuca n cetun

nepeHanpasneHne gentarpaMmm s ykasaHHOro tmna
cepBuca n xXxocrta

3x0-3anpoc

BpeMsi UCTEKINO

BPEMSI XW3HW UCTEKITO BO BPeMsi Nepenayu
UcTekno BpemMsi cbopku pparmeHToB
npobnemel ¢ napameTpamm
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13 BPEMEHHasi MeTKa

14 OTBET Ha BPEMEHHYIO0 METKY
15 3anpoc nHdopmaumm

16 OTKJIMK 3anpoc MHopMaLmu.

KoHTponbHasa cymma

KoHTponbHasa cymma naketa ICMP, paccuntaHHasa HauuHas ¢ nons tuna ICMP.
Mpwy pacyeTe KOHTPONBbHOM CYMMbI 3HaY€HWE MO KOHTPOSbHOW CyMMbl
npeanonaraeTcs paBHbIM HyIIO.

WUpeHTndukarop

VoeHTndpmkaTop ucnonb3yeTca ans 00603Ha4YeHNs COOTBETCTBUSA 3anpocos "
OTKJIMKOB. JTO MOne JOIMKHO UMETb Hyneesoe 3Ha4eHune.

MopsiakoBLIN HOMEpP

nOpﬂ,ElKOBbIVI HOMep ucnonb3yetca aAnsd 0603Ha4YeHns1 COOTBETCTBUS 3anpocos n
OTKJIMKOB. TO MOMe JOMKHO UMETb Hyneesoe 3Ha4eHune.

AppecHasi macka

32-6uTtoBas macka.

© RADCOM, Ltd., 1999, MepeBop Ha pycckuin a3bik. © BiLiM Systems Ltd., 2000. http://www.bilim.com


http://www.bilim.com

ICMPV6 > 521

ICMPv6

RFC1885 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1885.html
RFC1970 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1970.html

Mpwn noarotoBke npoTokona IPv6 6bin nepecMoTpeH NPOTOKON YNpaBnsitoLLNX
coobuweHuii ICMP u B HoBbIN BapuaHT npotokona ICMPV6 Obinu gobaBneHbl
yHKUMM ynpasneHus rpynnosou pacceinkon IGMP (IPv4 Group Membership

Protocol).

CtpykTypa 3aronosko ICMPV6 nokasaHa Ha pucyHke.

8 16 32

Tun Koa KoHTponbHasa cymma

Cmpykmypa 3azonoska ICMPv6

Tvn

CoobueHns ICMPV6 moryT 6biTe pa3nuyHbIX TUMOB - coobLeHust 06 owmbkax n
VH(OPMaLMOHHBIE coobLueHus. K uncny coobLyeHuin 06 owmnbkax oTHOCATCS
coobLeHus o HegocTuxkmnmocTu agpecaTta (Destination unreachable), cnvwkom
6onbLlmnx naketax (Packet too big), ucteueHnm spemenm (Time exceed) n
npobnemax ¢ napametpamu (Parameter problem). B uncno nHgopmaumoHHbIX
coobuweHuit Bxoaat Echo Request (axo-3anpoc), Echo Reply (axo-oTknuk), Group
Membership Query (3anpoc Ha BkntoyeHue B rpynmny), Group Membership Report
(oTyeT o BkntoyeHun B rpynny), Group Membership Reduction (ucknodeHne us

rpynnbi).
Kop

[nsa kaxporo Tuna coobLUeHWn onpeaeneHo HECKOMbKO 3HaYeHNI KOOOB.
Mprmepom MoxeT cnyxuTb coobieHne Destination Unreachable, ans kotoporo
onpegeneHbl koAbl OTCYTCTBUSI MapLUpyTa K agpecary, agMUHUCTPaTUBHOIO
3anpeTa cBs3M ¢ agpecaToM, not a neighbor (He siBNseTca coceaom),
HeJoCTUXKMMOCTU agpeca 1 nopTa.

,D,OI'IOJ'IHVITeJ'IbHyPO VIHCbOpMaLI,VHO 0 Kogax Bbl CMOXETEe HalTu B TEKCTE CTaHgapTa.
KoHTponbHasa cymma

OT0 none cnyxut ans obHapyxeHus ownbok npu nepegadve naketos ICMPV6.
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IGMP

RFC1112 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1112.html

MpoTokon IGMP (Internet Group Management Protocol - npoTtokon ynpaeneHus
rpynnamu Internet) ncnone3yetcs xoctamu IP ana nepegaym nHdopmaumm o6 mx
NPUHAANEXHOCTU K rpynnam niobbiM MapLupyTusaTopam 13 yucna onvkamimx
cocenen.

MpoTtokon IGMP uHTerpupoBaH B cTek IP 1 gomkeH 6biTb peannsoBaH Ha Bcex
XOCTax, COOTBETCTBYIOLUMX CrieumdmKkaLmm rpynnoson agpecaumu IP ans
kaHanbHoro ypoBHsl. CoobueHus IGMP nHkancynupytotcs B gevitarpammel 1P ¢
nosfiem NpoTokora, UMetoLWwum 3HadeHme 2. (B cootBetcTBum ¢ IETF RFC1112,
aBryct 1989).

dopmat naketoB IGMP nokasaH Ha pUCyHKe.

4 8 16 32
Bepcus ‘ Tun ‘ He ucnonbsyetcs KoHTponbHasa cymma
Agpec rpynnbl

®opmam nakemos IGMP

Bepcus
Homep Bepcuun npoTokona.
Tun

Tun coobLieHns:
1 Host Membership Query (3anpoc Bkno4eHns B rpynny).

2 Host Membership Report (coobLieHne o npuHagneXxHocTu K
rpynne).

KOHTpOﬂbHaﬂ CymMMa
KoHTpornbHag cymma naketa.

Appec rpynnbl

B coobuieHusax Host Membership Report ato none cogepxut IP ansi rpynnbi.
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MARS

RFC2022 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2022.html

MpynnoBas paccoinka (Multicasting) npeacraensieT cobon npouecc, Npyu KOTOPOM
oTnpaBuTernb (XOCT MU MPOTOKOST) NOCHINIAET NakeT OAHOBPEMEHHO rpynne
nonyyarenew, UCNonb3ys OAHY NoKanbHY onepauuio nepegayn. TexHonorns

ATM ucnonb3yeTcsi Kak HOBasi TEXHOMOMMS KaHaNbHOMO YPOBHS AN NOAAEPXKKM
MHOXecTBa NpoToKonos, Bkntoyas IP. MNpoTokon MARS nmeeT aBa OCHOBHbIX
Ha3HayeHWs - perncTpaLns NPUHaANEXHOCTU K rpynnam 1 pacnpocTpaHeHne 3Ton
nHdopmaummn. Takme BO3MOXHOCTY No3BonstoT ceTsim Ha 6a3e UNI 3.0/3.1
noaAepXvBaTh rpynnoBo cepBuc AN npoTokonos Tuna IP n onpegenats
cneunduyeckoe NoBeaeHNe OKOHEYHbIX TOYEK AN NOAOEPXKKM BUPTYanbHbIX
KaHanos "OAWH CO MHOTMMU", UICMOMb3yEeMbIX MPU PYNMNOBOWN pacchlyike NakeToB
ceTteBoro ypoBHsi. Cepep MARS (Multicast Address Resolution Server) siBnsietcs,
no cyTtn, pacwmpeHnem cepeepa ATM ARP (cepBep npeobpasoBaHus aapecoB).
OTOT cepBep perncTpupyet nageHTtudukatTopbl multicast-rpynn cetesoro ypoBHs,
cBA3bIBas UX ¢ nHTepdencamm ATM, npeacTaBnaoLWUMN YIIEHOB rpynbl.
CoobLweHns MARS ncnonb3ytoTcs Ans pacnpocTpaHeHus uHgopmaumm o
NPUHaANEXHOCTN K rpynnam mexay cepsepoM MARS 1 OKOHEYHBIMW TOYKaMu
(xocTbl u MmapLupyTusatopsbl). O6bekTbl cMCTEMbI MPpeobpasoBaHMsa agpecoB
OKOHeYHbIX To4ek 3anpaiumsatoT cepsuc MARS npu BO3HUMKHOBEHMM
Heo6xoaMMOoCTn NpeobpasoBaHMs aapecoB CETEBOIO YPOBHSA B aApeca OKOHEYHbIX
Touek ATM, Bxoaswux B rpynny. OkoHeYHble Toukn obecneunsaiot MARS
aKTyanbHol nHpopmaumew, koraa um TpebyeTcs BCTynneHne B rpynmny ceTeBoro
YPOBHS! UK BbIXOA4 U3 Takon rpynnbl. Ans obecneveHnsi CBoeBpeMeHHON
nHdopmaumm o6 nsmeHeHnsx B rpynnax cepeep MARS nogaepxveaeT
BMPTYyarbHble KaHalbl CO BCEMW OKOHEYHBIMM TOYKaMu, TpebyoLWMMI Noaaepxku
rpynnoBov pacchinkn. Kaxaein cepeep MARS obcnyxuBaeT Knactep OKOHEeYHbIX
Toyek ATM.

dopmart 3aronoskoB MARS nokasaH Ha pUCYHKe.
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1-2
3-9

10-12
13-14
15-16
17-18
19
20

Cmpykmypa 3azonoseka MARS

CemencTBo agpecoB
OnpepgensieT TMN nepegaBaeMbIX afpeCOB KaHaNbHOTO YPOBHSI.
NpeHTncpmkauma nporokona

MoeHTudmkaTop npoTokona cocTouT 13 AByx cybnoner - Tun npotokona (16
6uToB) n HeobsasaTenbHoe paclmpeHne SNAP (40 6uToB)

3ape3epBUpoOBaHO

OTo none 3apes3epBnpoBaHO N MOXET UCMNOJNb30BaTbCA MO YacTaM APYTrMMU
npoTokonamMu ynpaeneHusa, ykasaHHbIMU HOMEpPOM BepCcUuu.

KoHTponbHas cymma
CTaH,El,apTHaFl KOHTpOJbHaA cymma |P, paccunTaHHaa ana BCcero nakeTa.
CMellueHMe paclumpeHns

370 none yka3biBaeT Ha CyLLECTBOBaHME U PAcMonoXeHue AOMNOMHUTENbHOTO
crnucka napameTposB.

Kop onepauuun

Kopg onepauuu coctout 13 Asyx cyGnonein - Bepcus 1 Tun. Bepcus nokassisaeT
BbINOMHAEMYIO OMNepaumio B KOHTEKCTEe BEPCUM NPOTOKOMNa ynpaBneHus,
ykasaHHoro mar$op.version.

Tun n paamep ATM-HomMepa oTnpaBuTens
WHdbopmaumst 06 annapaTHOM agpece OTnpaBuTens.
Tun u paamep ATM-cy6pappeca oTnpaBuTens

WHdopmaumsi 06 annapatHom cybagpece oTnpaBuTensi.
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PIM

RFC 2117 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2117.html

MpoTokon PIM-SM (Protocol Independent Multicast - Sparse Mode) cnyxut gns
achbdekTmBHOM MapLupyTusaumm Multicast-rpynn, kKoTopble MOryT GbITb
pacnpegerneHbl Mo pasHbIM MecTam MHTepceTn (B pasHbix AOMeHax). 3ToT
NPOTOKOS He CBSA3aH C KakMM-NMG0 M3 MPOTOKOMOB MapLUpyTU3auum n paspaboTaH
ANsi NOAAEpPXKKN pa3bpocaHHbIX (sparse) rpynn.

dopmat naketoB PIM nokasaH Ha puCyHke.

Bepcusa PIM Twun Pasmep agpeca KoHTponbHas
cymma

®opmam nakemos PIM

Bepcusa PIM

Homep Bepcum npoTokona (Tekyllee 3HayYeHue - 2).
Twvn

Twvn coobLenunsa PIM.

Pa3mep agpeca

Pa3wmep agpeca B 6aiTax.

KOHTpOﬂbHaﬂ CymMmmMa

KoHTponbHas cymma Bcero coobueHnst PIM. MNpwu pacyete KOHTPONBHON CyMMbl
3HayeHne 3TOro Nons NPUHMMAaETCS HyNeBbIM.
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RIP

RFC1058 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1058.html
RFC1528 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1528.html
RFC1723 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1723.html

Mpotokon RIP (Routing Information Protocol) ncnonb3syeTcs onepaunoHHOM
cuctemol Berkeley 4BSD UNIX gnsi obMeHa mapLupyTHoW uHdopmaumei.
PeanusoBaHHbIi kak nporpamma UNIX, npotokon RIP2 6a3snpyeTtcs Ha cBoem
O0OHOUMEHHOM NpejLlecTBeHHVKe, pa3paboTaHHOM KoMNaHuen Xerox.

RIP2 siBnsieTcst pacwmpernem npotokona RIP, obecneunBatowmm nepegavy
[OMOMHUTENBHON MapLUPYTHOM MHopMauun B coobLueHusx RIP 1 noebiwarLwmm
ypoBeHb 6e3onacHoCcTu.

MpoTtokon RIP2 ocHoBaH Ha nepefava gentarpamm UDP. Kaxgbin xocT,
ucnonbayrowmn RIP2 nmeeT npouecc mapLupyTMsaumm, NpuHUMaoLwmm m
nepepatowmi gentarpammel UDP yepes nopt 520. dopmart nakeToB RIP nokasaH
Ha PUCYHKe.

8 16 32
KomaHnga Bepcus He ucnonbsyetcs
MpoeHTudurkaTop cemenctsa agpecos Ter mapwpyTta
IP-agpec

Macka nogcetu

Cnegywowmn mapwpyTtunsatop (next hop)

MeTpuka

®opmam nakemos RIP

YacTb gevntarpammel (0T agpeca 40 METPUKHU, BKIIOUUTENBHO) MOXET NOBTOPSATHLCS
o 25 paas.

KomaHaga

Mone KomaHgbl NOKa3bIBaET Ha3Ha4YeHne ,D,eVITanaMMbIZ

1 Request - 3anpoc Ha nepegady Bcel TabnuLbl MapLUIpyTU3aLum unm ee
yacTu.

2  Response - coobLleHre, cogepkallee NomnHyo Tabnuuy mapLpyTusauum
UK ee YacTb. T COOOLLEHUSI MOTYT NepeaaBaTbCs B OTBET Ha 3anpoc v
CKaHMpOBaHWe, a Npu OTCYTCTBUM M3MEHEHWI B TaGnuLe MapLipyTusaumum
OTNpaBUTENb MOXET reHepMpoBaTh Takue COOBLLEHNS MO CBOE
UHULMaTHBeE.

3  Traceon - (ycTapeBLuasi KOMaHza) Takue COOGLLEHUS UTHOPUPYIOTCS.
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4  Traceoff - (ycTapeBLIas koMaHAa) TakMe COObLLEHUS UTHOPUPYHOTCS.

5 Reserved - 3apesepBupoBaHHOe none, UCnonb3yeMoe KoMmnaHven Sun
Microsystems ans csoux uenen.

Bepcus
Homep Bepcum npotokona RIP. O6paboTka geriTarpamm 3aBUCKT OT YKasaHHOIo
HOMepa Bepcuu:

0  peiiTarpammbl C HyneBbiM HOMEPOM BEPCUW UTHOPUPYIOTCSI.

1 penTtarpammbl npoTokona Bepcum 1. MpoBepsitoTcs Bce Nonsi, KOTopble
[OJDKHbI UMETb HyrneBble 3Ha4YeHust. Mpu oBHapyXeHUn B Takom rnone
OTIMYHOTO OT HYJS 3HAYEHUs AedTarpaMma UrHopupyeTCs.

2 yKasbiBaeT coobuweHust RIP, ncrnonbayoumne ayteHTUdUKaUmIo, unm
cofepxalume nHpopMauuio B HeJaBHO onpeaeneHHbIX Nonsx.

>2 pentarpammbl NpoTokora Bepcum Boilwe 1. irHopupytoTca Bce nons ¢
HYNeBbIMW 3HAYEHNAMMU.

UpeHTndmkartop cemencrea agpecon

MokasbiBaeT TMN agpeca, ykasaHHOro B AaHHOW 3anucu. 1o none TpebyeTcs
notomy, 4to npotokon RIP2 moxeT nepeaasaTb UHOpMaUuio AN pasnUYHbIX
npoTokonoB. NoeHTudukatop cemencrasa agpecos IP paBeH 2.

Mpn ncnonb3oBaHUn ayTeHTUdMKaLMM 370 none nmeeT 3HavyeHne OxFFFF, a none
Tera MapLupyTa ykasbiBaeT TUn ayTeHTUdUKaLmMmM 1 napornb.

Ter mapupyTta

3710 none ncnoneadyetca Tonbko Ans RIP2 n B coobuweHusax RIP gomkHO nveTtb
HyneBoe 3HayeHue.

ATpnBYT, NPUCBOEHHBIN MapLUPYTy. OTOT aTpPMBYT AOIMKEH COXPaHATLCA U
MCMomb30BaTbCs NPV MOBTOPHOM @aHOHCUPOBAHUM MapLupyTa. Ter MmapLipyTa
obecneymBaeT MeTOA pa3gerneHnsl BHyTPEHHUX (CeTel BHYTPU OMeHa
MapupyTtusaumm RIP) n BHewHux mapwpyTtoB RIP, koTopble MoryT
umnopTuposaTtbes 3 EGP vnu gpyrux IGP.

IP-appec
IP-agpec nonyyatens.
Macka noaceTtu

3710 none ncnoneadyetca Tonbko Ans RIP2 n B coobuweHusax RIP gomkHO nveTtb
HyINeBOE 3Ha4eHue.

CeTeBas yacTb agpeca (6a|7m:|, 3ajaluime HoMmepa XoCToB, UMEKT HylneBble
3Ha4yeHue, ocTarnbHble 6anThbl - 1). HyneBoe 3Ha4YeHne Mackun roBoput o ee
OTCYTCTBUW.

Cnepgylowmn mapLupytTusaTtop

3710 none ncnonb3yetcs Tonbko Ans RIP2 1 B coobueHusix RIP gomkHO umeTb
HyINeBOE 3HaYeHue.
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IP-agpec crneayowero ycTpoicTea (MapLupyTusaTopa), KoTopoMy nepegaroTcs
nakeTbl, NpeAHasHa4YeHHble A1 JaHHOro MapLupyTa.

MeTpuka

Onpegenset o6Lyto "cToumMocTb" MapLupyTa K nony4dartento. MeTtpuka
npencraBnsaeT cobo CyMmMy CTOMMOCTEN, CBA3aHHbIX C CETAMMU, Yepes KoTopble
nepegaeTcst MHGopMauus.
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RIPng ans IPv6

RFC 2080 1997-01 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2080.html

RIPng for IPv6 npepctaBnsaeT coboi NpoTokon MapLupyTusaumm ans sepcum 1Pve6,
ABMAOLWENcs pacumpeHnem npotokona IPv4.

dopmart 3aronoskoB RIPng ans IPv6 nokasaH Ha puCyHke.

8 16 32

KomaHga Bepcus 0

3anuck Tabnuupl mapLupytusaumm (20 6antos)

3anuck Tabnmupbl MmapwpyTtusauum (20 6anToB)

®opmam 3azomnoekos RIPng

KomaHpa

Mone komaHabl roBOpuUT O HasHa4YeHnn Cco00LLEeHMs. ﬂop.,qepmwsalomﬂ AaBa
BapunaHTa KOMaHA:

Request  3anpoc Tabnuubl MapLIpyTU3aLMU UMK ee YacTy.

Response  OTKNUK - cooblLUeHMe, coepxallee Tabnuuy MapLipyTUsauum unm ee
4acThb.

Bepcus
Homep Bepcum npoTokona (Tekyllee 3HayeHue - 1).
3anucb Tabnuubl MapLpyTU3auum

Kaxgas 3anncb Tabrnuubl MapLpyTM3aummn CogepXkmT Npedmkec nonyvaTens, Yucno
3Ha4YMMBbIX GUTOB NpeddrKca M CTOMMOCTb NYTH K NoJTy4YaTesto.
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RSVP

RFC 2205 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2205.html
RFC 2208 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2208.html
RFC 2209 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2209.html

RSVP aBnsaetca npoTokonoM pesepBupoBanusa pecypcoB (Resource ReSerVation
setup Protocol) npegHasHayeHHbIM s MIHTErpMpoBaHHoro cepeuca Internet.
MpoTokon ucnonb3yeTcst XocTaMmu A1 NOAAEPKKM NMOTOKOB AAHHbIX OT
NpUNoXeHui, TpebytoLmnx 3agaHHoOro kayectsa obcnyxmBaHust oT ceTn Ans
OTAENbHBLIX MOTOKOB AaHHbIX. [POTOKOMN Takke MCMonb3yeTcs MapLUpyTM3aTopamMm
ONS [OCTaBKM ynpasnsowmx 3anpocoB QoS Bcem ysnam.

dopwmat 3aronoBkoB RSVP nokasaH Ha pucyHKe.

4 8 16 32
Bepcus | dnarm Tun coobLleHus KoHTponbHasa cymma RSVP
Send TTL Peseps Pasvep RSVP

®opmam 3azonoeko8 RSVP

Bepcus

Homep Bepcum npotokona (Tekyllee 3HayeHue - 1).
dnarun

Mone chnaroB B HacTosiLee BPeEMSI HE UCMOSb3YEeTCs.
Twun coobweHusn

MopoepxmBatoTest crieqytoLne TUnbl COOBLLEHMN:
1 Path.

Resv.

PathErr.

ResvErr.

PathTear.

ResvTear.

ResvConf.

~No b ODN

KoHTponbHasa cymma RSVP
KoHTpornbHasa cymma coolLleHus.

Send TTL

3HayeHue BpeMeHN XN3HU IP, c KOTOpPbIM NepenaeTca nakeT.

© RADCOM, Ltd., 1999, MepeBop Ha pycckuin a3bik. © BiLiM Systems Ltd., 2000. http://www.bilim.com


http://www.cis.ohio-state.edu/htbin/rfc/rfc2080.html
http://www.cis.ohio-state.edu/htbin/rfc/rfc2080.html
http://www.cis.ohio-state.edu/htbin/rfc/rfc2080.html
http://www.bilim.com
http://www.cis.ohio-state.edu/htbin/rfc/rfc2205.html
http://www.cis.ohio-state.edu/htbin/rfc/rfc2208.html
http://www.cis.ohio-state.edu/htbin/rfc/rfc2209.html

RSVP > 531

Pazmep RSVP

O6wasn anvHa coobueHns RSVP B 6aiiTax ¢ y4eTom obLero 3aronoeka u
criegyoLmx 3a HUM norei NepeMeHHoN ANVHBI.
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AH

RFC1826 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1826.html
RFC1827 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1827.html

Mpotokon IP AH (Authentication Header - 3aronoBok ayteHTudvkaumm)
obecneynBaeT JONOMHUTENbHbIN YpOBEHb 6e30nacHOCTU 3a cHeT AobaBneHns
nonew ayteHTudukauumn B gentarpammsl IP. MNapameTpbl ayTeHTUdUKaumm
paccynTbIBaAOTCS C UCMOMb30BaHNEM Bcex nonewn aenTtarpammel IP (Bknoyas He
TOMbKO 3arofnoBok IP, HO 1 3aronoBku ApYrMx NPOTOKOMOB, @ Takke
nonb3oBaTenbCkMe AaHHbIE), KOTOPbIE He MOTyT U3MEHSTLCS B MpoLecce
pocTasku. [Mons unu onumu, KOTopble Npu AOCTaBKe M3MEHATCA (Hanpyumep,
CYETUMK MHTEPBAoB, BPEMS XWU3HW, MAEHTUdMKATOPbI, CMeLLeHus pparmeHTa
Wnn ykasaTenu MapLIpyToOB) NpW pacyeTe He NPUHMMAOTCS BO BHUMaHNE
(npepnonaraeTcs, YTO OHWM UMEIOT HyneBble 3Ha4YeHns). Micnonb3oBaHue 3Toro
MeToAa No3BONAET CYLLECTBEHHO NOBbLICUTL YPOBEHb 6e3onacHoCT No
CpaBHEHMIO C NPOTOKoNoM IPv4 1 3TOro ypoBHSA 4OCTaTOMHO A5t 6onbluMHCTBA
none3oBaTtenein. MNpu ncnonb3oBaHnM ¢ npoTokonom IPv6 3aronosok AH 06bI4HO
nosiensieTca nocne saronoska |IPv6 Hop-by-Hop, Ho nepea onumsamu nonyyatens
IPv6. Mpu ncnone3oBaHuu ¢ npotokonom IPv4 3aronosok AH 06b14HO
pasmMeLlaeTcs nocrie 3aronoska IPv4.

dopmart 3arosnioBka AH nokasaH Ha pUCYHKe.

8 16 32

CnepyoLwimi Pa3wvep 3apesepBuposaHo (0)
3arofioBok

SPI

[aHHble ayTeHTUdMKaLmum

®opmam 3azonoska AH

CnepnyloLlimin 3arofioBoK

CJ'Ie/J,yIOLLI,VII7I 3aronoBoOK nocne nongd AaHHbIX ayTeHTM(bMKaLIMM.
Pa3mep

Paamep nons gaHHbIX ayTeHTUguKaumm.

SPI

Security Parameters Index - ykasbiBaeT napameTpbl 6e3onacHocTv ans
JentarpamMmmbl.

daHHble ayTeHTU(UKauum

[aHHble ayTeHTUdMKaUUKN B BUAE NepeEMEHHOro Y1cna 32-61TOBbLIX CrOB.
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ESP

RFC1826 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1826.html
RFC1827 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2406.html

ESP (IP Encapsulating Security Payload) cnyxuT ans obecneyeHust LenoCTHOCTU
1 KOHOUAEHUMANbHOCTM AaHHbIX 3a CYeT uX WudposaHus. B 3aBucumocTtu ot
nonb3oBaTernbCckMx TpeboBaHWi kK 6e30MacHOCTM STOT MEXAHU3M MOXET
NPUMEHSITECS ANs WNpoBaHMS CErMEHTOB TPAHCMOPTHOIO YPOBHS (Hanpumep,
TCP, UDP, ICMP, IGMP) nnu gewtarpamm IP uenukom. Ytobel o6ecneunts
KOH(pMaeHLMansHOCTb BCEW UCXOAHOW AenTarpaMmmMbl TpebyeTcs ncnons3oBatb
WHKancynauumio.

ESP moxeT cogepxaTbcs B NM0OOM MecTe Mexay 3arofioBKOM IP 1 KOHEeYHbIM
NPOTOKOSIOM TPAHCMOPTHOrO YpoBHs. [1ns npoTokona ESP ncnonbayetcs
noeHTndgukatop IANA 50. 3aronoBok, pacnonoXeHHbIN HeNocpeaCTBEHHO nepen
3aronoekom ESP, Bcerga 6yneT cogepxatb 3HadyeHne 50 B none Next Header
(cnepytowmn 3aronosok) ans IPv6) unn Protocol (npoTtokon) ans IPv4. ESP
COCTOUT U3 HELUM(POBAHHOIO 3arofoBKa, 3a KOTOPbIM CrieaytoT 3aluMdpoBaHHbIe
AaHHble. LLndpyemble gaHHbIE BKMIOYAOT B Ce0S1 3aLLMLLEHHbIE NOMS 3arofioBka
ESP u 3awmuiaemble nonb3oBaTenbCKME AaHHbIE, KOTOpPbIE NPeAcTaBnsioT cobon
uenyto gentarpammy |P nnuv kagp npoTokona Bbilenexallero ypoBHs (Hanpumep,
TCP unu UDP).

dopmart 3aronoska ESP nokasaH Ha pucyHke.

8 16 32

SPI

LLindpoBaHHbIE faHHbIE

®opmam 3azonoseka ESP

SPI

Security association identifier - 32-6uToBoe nceBaocny4yanHoe 3HavyeHue,
naeHTUdULMpyoLWwee accoumnauumn 6esonacHocTy gentarpammol. Ecnv
accoumaumn He cosgaHo, none SPI coaepxuT 3HadeHne 0x00000000. MNone SPI
nopgo6Ho napameTpy SAID, ncnonb3yemMomy Apyrumu NpoToKonamm
6e3onacHocTu.

LUndpoBaHHbIEe faHHbIe

lMone gaHHbIX NepeMeHHON ANuHbI.

© RADCOM, Ltd., 1999, MNMepeBopa Ha pycckuit ai3bik. © BiLiM Systems Ltd., 2000. http://www.bilim.com



http://www.cis.ohio-state.edu/htbin/rfc/rfc1826.html
http://www.cis.ohio-state.edu/htbin/rfc/rfc2406.html
http://www.bilim.com
http://www.cis.ohio-state.edu/htbin/rfc/rfc1826.html
http://www.cis.ohio-state.edu/htbin/rfc/rfc2406.html

534 < Crek TCP/IP

BGP-4

RFC 1654 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1654.html

BGP (Border Gateway Protocol - npoTokon rpaHM4HOro LWo3a) npeacTaBnseT
co60oW NPOTOKON MapLUPyTM3aLUMN MeXay aBTOHOMHbIMU cuctemamu (inter-
Autonomous System). OcHoBHol cbyHKUMel npoTtokona BGP siBnsetca obmeH
nHopMaLmen o 4OCTYMHOCTU ceTen ¢ apyrummn cuctemamm BGP. MNpoTtokon BGP-
4 obecneymBaeT paclUMpeHHbI HAbop MexaHU3MOB 4118 NoA4ePKUBAEMbIX
KrNacCcoB MEXOOMEHHON MapLLpyTU3aLuu.

®opmart 3aronoska BGP-4 nokasaH Ha puCyHke.

Mapkep Pasmep ‘ Twun ‘
16 6anToB 2 bawnTa 1 6ant

®opmam 3azonoska BGP-4

Mapkep

16-6arToBOE COObLIEHME, coaepallee 3HaYeHne, KoTopoe npeackasaHo
nony4yarenem.

Pa3mep
Pasmep coobLeHus B GaiTax ¢ y4eTOM 3arofoBka.
Tun

Tun coobwenus - Open (oTkpbITh), Update (06HoBKTL), Notification
(yBeoomneHue), KeepAlive (nogaepxaTb, COXpaHUTD).
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EGP

RFC 904 http.//www.cis.ohio-state.edu/htbin/rfc/rfc904.html

MpoTokon EGP (Exterior Gateway Protocol - npoTokon BHELIHErO LW3a) CIyXuT
Ans obmMeHa cBeAeHNsMN O JOCTYMHOCTU ceTel Mexay COCeQHUMM LUM3amMu
(BO3MOXXHO M3 pa3HbIX aBTOHOMHbIX cucTeM). [TpoTokon BKOYaET MeXxaHU3M
npuobpeTeHus (acquire) cocenei, cpeacTBa MOHUTOPUHIA OCTYMHOCTM COCEAEN
1 obmeHa nHdopmaumen o 4oCTynHOCTK ceTen B hopme coobiyeHuii Update
(o6HoBREHUe). PaboTa npoToKkona ocHoBaHa Ha NEPUOANYECKOM CKaHMPOBaHWUK
(polling) ¢ ncnoneb3oBaHmem obmeHa coobieHnsamu Hello/I-Heard-You (I-H-U) gns
MOHUTOPUWHra 4OCTYNHOCTW coceaen n nepeaaye komaHa Poll ans sanpoca
coobuweHuin Update.

dopwmart 3aronoska EGP nokasaH Ha pucyHke.

8 16 32

Bepcus EGP Tvin Kop, CocTosiHue

KoHTponbHasa cymma Homep AC

MopsiakoBbIN HOMeEpP

®opmam 3aeonoska EGP

Bepcusa EGP
Homep Bepcum npotokona EGP (Tekyllee 3HaveHue - 2).
Tun

MaeHTndunumpyeT TMn coobLeHus:

1 OTKNUK/MHOUKaLUMS 0OHOBNEHMS
Komanpga onpoca (Poll)
CoobLeHne o npnobpeTeHnmn cocena
Coo06LLeHNe 0 AOCTYNHOCTH coceaa
OTKNUK/MHANKALUS OLLIMOKN.

o O W

Kop

MaeHTudmumpyeT kog, coobLLeHUs.

CocTtosiHue

NHbopmaumsa o cocTosHMK, 3aBmcsALLas OT TUna cooOLLEeHNs.
KoHTponbHasa cymma

KoHTponbHas cymma Bcex nonen coobuwenns EGP. MNpu pacyeTe KOHTPONbHON
CYMMbI 3HaYeHWe 3TOro nons npegnonaraeTcs HyneBbIM.

© RADCOM, Ltd., 1999, MNMepeBopa Ha pycckuit ai3bik. © BiLiM Systems Ltd., 2000. http://www.bilim.com



http://www.cis.ohio-state.edu/htbin/rfc/rfc904.html
http://www.bilim.com
http://www.cis.ohio-state.edu/htbin/rfc/rfc904.html

536 < Crek TCP/IP

Homep AC
Homep aBTOHOMHOW CUCTEMBI.
MopsiakoBLIN HOMEpP

[MepemeHHasn cocTosHuA nepegaym (komanabl) Unu npuema (OTKIMKN K
WHOWNKATOPbI).
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EIGRP

MpoTokon EIGRP (Enhanced Interior Gateway Routing Protocol - paclumpeHHbin
NPOTOKON BHYTPEHHETO LLUNI03a) NpeAcTaBnseT cobo pacluMpeHHbI BapnaHT
npotokona IGRP. MNMpoTokon IGRP sBnseTcsa NpoTOKONIOM BHYTPEHHErO LUM3a
komnaHum Cisco, ncnonbdyembiMm B ceTax TCP/IP n OSI. MNMpoTokon oTHOCUTCS K
yncny BHYTpeHHWUX Wno30B (interior gateway protocol - IGP), Ho MoxeT Takxke
MCMonb30BaTbCs B KA4EeCTBE NMPOTOKOMA BHELUHETO LUM3a A4S MEXO0MEHHOMN
mMapuupyTtusauun. NpoTtokon IGRP ncnonbsyeT TeXHOMOrMIo MapLipyTusaumm Ha
OCHOBE AMCTaHTHOIO BEKTOpa. Takas e TEXHONMOrMs AUCTaHTHOro BEKTOPa
npumeHsieTcsa u gna npotokona EIGRP ¢ coxpaHeHnem nHgopmaumm o
AVCTaHUMAX HUXKenexXallero ypoBHsi. BoaMoXXHOCTY KoHBepreHummn (ConvmkeHns) n
3 heKTMBHOCTbL paboTbl 3TOr0 NPOTOKONA CYLECTBEHHO MOBLICUIUCH MO
cpaBHeHuio ¢ IGRP.

dopmart 3aronoskoB EIGRP nokasaH Ha pucyHke.

8 16 32

Bepcus Koa onepauwuun ‘ KoHTponbHas cymma

dnarn

MopsiakoBbIN HOMEpP

Homep noaoTtBepxaeHusi ‘

Homep aBTOHOMHOW CUCTEMBI

Twun ‘ Pasmep

®opmam 3aeonoska EIGRP

Bepcus
Homep Bepcumn npotokona.

Kop onepauun

1 Update (obHoBneHuE).
Reserved (3ape3epBrpoBaHoO).
Query (3anpoc).
Hello (npuseTcTBME).
IPX-SAP.

a b wWwN

Twun

MapameTpbl EIGRP.
3ape3epBupoBaHo.

Sequence (nocnegoBaTensHOCTb).
Bepcusa nporpamm.

A ODN -
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5 Next Multicast
Pa3mep

Paamep kagpa.
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GRE

RFC 1701: http.//www.cis.ohio-state.edu/htbin/rfc/rfc1701.html
RFC 1702: http.//www.cis.ohio-state.edu/htbin/rfc/rfc1702.html

MpoTokon GRE (Generic Routing Encapsulation) ob6ecneunBaet mexaHuam
WHKancynaumMm Npon3BosibHbIX NAKETOB B MPOW3BObHbIN TPAHCMOPTHBIA MPOTOKOS.
B Hanbonee obLem cnyyae cuctema MMeeT NakeTbl, KOTOPbIE HYXXHO
MHKancynmpoBaTb U MapLUpyTU3nMpoBaTb (MHPOPMALIMOHHBIE NaKeTbl).
NHpopmaumsa (payload) cHavana nHkancynupyetcs B nakeT GRE, koTopbin MoxeT
TaKke cogepxatb MappyT. [lonyveHHbIn B pesynbtate naket GRE
WHKancynmpyeTcs B NakeT APYroro NpoTokona (MpoTOKON AOCTaBKM).

MpoTokon GRE moxeT ¢ IP B kayecTBe NpoOTOKONa JOCTaBKN Uin
nHcopmaumoHHoro (payload) npotokona. 3aronosok GRE, ncnonb3yemeii
npoTtokornoMm PPTP, He3HauuTensHO OTnu4aeTcs OT 3arofioBka, ON1MCcaHHOro B
Tekyllen cneundmkaumm npotokona GRE.

dopmarT 3aronoska nokasaH Ha PUCYHKe.

16 32

dnaru Twun npoTokona

KoHTponbHasa cymma CwmelueHve

Knto4

MopsakoBbI HOMEp

MappyTursaums

®opmam 3aconoeka GRE

dnarmn

MepBble aBa okTeTa 3aronoBka cogepxat cnarn GRE. but 0 sBnseTca mnagumm,
ouT 12 - cTapwwum. VicnonbaytoTes cneayowme cdnaru:

KoHnmponbHas cymma npucymcmeayem (6uT 0) n cooepxuT KOPPEKTHOE 3HAYEHUE.

Mapwpymusayus npucymcmeayem (GUT 1) - NoNs CMELLEHUS ¥ MapLIpyTU3auum
cofepxaT KOPPEKTHbIe 3HaYEHUS!.

Knrou npucymemsyem (6ut 2) B 3aronoske GRE.
lMopsidkosbIl HoMep ripucymcemeyem (6uT 3).

Strict Source Route (01T 4) - pekoMeHAyeTCst yCTaHaBnMBaTh 3TOT doniar TONbKO
none mMapLpyTHON MHAOPMaLIMK COAEPKUT TONbKO MapLupyThl Strict Source.

KoHmponb pekypcuu (6utbl 5-7) 3-6utoBoe 6e33HaKkoBOe Liernoe, ykasbiBatoLee
AO0MNYyCTUMOE YMCIO AOMOMHUTENBbHBIX MHKaNCynsauui.

Howmep sepcuu (6utbl 13-15) - 0.
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Tun npoTokona

Tvn npoTokona B none cogepxumoro (payload) nakeTa. B obwem cnyyae ato
none ykasblBaeT Tun npotokona Ethernet ona ganHoro nakeTa.

KoHTponbHasa cymma

HeobsizatensHoe none. KoHtponbHasi cymma IP (gononHeHve o 1) ans
3aronoska GRE v cogepxumoro nakerta.

CwmeleHue

HeobsasaTenbHoe norne. MNokasbiBaeT cMeLLeHe B OKTeTax OT Havana nons
MapLipyTu3auum o NepBoro okTeTa NpoBepsieMoii 3anucu Source Route.

Kniouy

Heobs3aTenbHoe none. 4-okTeTHOEe 41Cro, KOTOpoe ObINo BCTaBMEHO npun
MHKancynauun. 3OT0 3HaYeHMEe MOXET UCMOSb30BaTbLCS nony4dyarenem anda
ayTeHTudurKauumn oTnpaBuUTeNs nakeTa.

MopsiakoBLIN HOMEP

Heobsi3aTenbHoe none. 32-6utoBoe Lienoe 4Yncro, BCTaBnsiemoe npun
MHKancynauun. 370 3HaYeHNe MOXET UCMONb30BaTLCS nony4yartenem ana
noanepXXkKn nopaaka nepenadu naketos.

MapwpyTtusauus

HeobGszaTenbHoe nore. Cop,epmm OaHHble, KOTOPble MOTYT UCNONb30BaTbCA NpU
Mapuipytm3auun aHHOro nakeTa.

PaclumpeHHnin 3aronook GRE ncnonb3yeT nokasaHHbI Ha pUCYHKE dhopmar.

16 32

dnaru Twun npoTokona

Knioy (cTaplwas yacTb) - pasmep COAep>XNMOoro

Knitoy (Mnaglwas YyacTb) - MAEHTU(MKATOP BbI30Ba

MopsiakoBbIN HOMEpP

Homep noaTtBepxaeHusi

®opmam pacwupeHHo20 3aconoeka GRE

dnarun

Mone cdnaroB MOXeT NpUHUMaTL CrieayoLne 3HauYeHNs:
C (6uT 0) - KOHTPOMbHas cymMMa NpUCYTCTBYET.

R (6uTt 1) - MapLpyTu3aumsi NnpucyTCTBYeET.

K (6uT 2) - kntoy npucyTcTByeET.

S (6uT 3) - NOpsAKOBbLIA HOMEP NMPUCYTCTBYET.
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s (6uTt 4) - npucyTcTBYET Strict source route.

Recur (buTbl 5-7) - ynpaBneHune pekypcuen.

A (6uT 8) - NopsiAKOBbLIA HOMEP NOATBEPXKAEHMS NPUCYTCTBYET.
Flags (6butbl 9-12) - 0.

Ver (6utbl 13-15) - 1 (pacwwmpeHne GRE).

Tun npoTtokona
880B.
Krirou

HeobGssaTenbHoe none. Micnonb3oBaHne 3T0ro Nons onpeaenseTcs KOHKPEeTHOM
peanusaumen.

MopsaakoBbIM HOMEpP
HeobGszaTenbHoe none. MopagkoBbii HOMEpP COAEPXKMMOTO.
Homep noarsepxaeHuA

Heobs3atenbHoe none. Mopsagkobii Homep naketa GRE ¢ makcnmanbHbIM
HOMEpPOM, NPVHATOrO NepeaatoLLel CTOPOHOW B AaHHOW NONb30BaTENbCKOW
ceccum.
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HSRP

RFC2281 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2281.html

Mpotokon HSRP (Hot Standby Router Protocol) komnaHuun Cisco obecneunBaet
MeXaHu3M NoadepKKM HepaspyLualoLero BoccTaHoBNeHnst Tpadwka IP B
HEeKOTOpbIX cuTyauusix. B yactHocTn, aToT NnpoTokon obecnevmBaeT 3almTy OT
c60oeB B MapLUpyTM3aTope NepBOro MHTEpBana, korga XocT-oTnpaBuTeNb He
MOXeT y3HaTb IP-agpec mapLipyTusaTopa nepBoro xona gnHamuyecku. MNpoTokon
npegHasHayeH Ans UCMONb30BaHNS B NTOKANbHbLIX CETAX C MHOXECTBEHHBIM
[OCTynom, rpynnoBoW UK LWUMPOKOBELLLATENBHON agpecauumen (Hanpumep,
Ethernet). LLUnpokwnii knacc TpaguUMOHHbBIX peanu3aLlmin XOCTOB He NOAAEPKMBAET
BO3MOXXHOCTb AMHAMNYECKOTO 0BHaPYXXEHUSI MPUHSTOrO MO YMOJYaHMIO LLNo3a n
COOTBETCTBYHOLLIEN HACTPOMKMN CBOMX napamMeTpoB. MpoTtokon HSRP o6ecneunBaeT
ONS Takux XOCTOB TpebyeMmblii cepBuc.

MpoTtokon HSRP pa6otaeT noeepx UDP n ucnonbayet nopt 1985. MNakeTbl
nepepgatotcs no rpynnosomy agpecy 224.0.0.2 ¢ BpemeHeM xwusHn TTL=1.
MapLupyTrsaTopbl UICNONb3YHOT CBOM peanbHble agpeca IP (a He BupTyanbHble
appeca IP) B kauecTBe agpeca oTnpaBuTens Ans NPOTOKONbHbIX MaKeToB.,
nockonbKy MapLpyTtudatopbl HSRP moryT ngeHtnduumposaTtb apyr apyra.

dopmaT cogepkallen AaHHble Yactu gentarpammbl UDP gnsa npotokona HSRP
NnoKasaH Ha pUCYHKe.

8 16 32
Bepcus Kopg onepauun CocTosiHne Bpewms
NpVBETCTBUSA
Bpems Mpuoputet pynna 3apes3epBUpoBaHO
yaepxaHusi
[aHHble ayTeHTUUKauum
BupTyaneHein agpec IP
®opmam 3azonoeka HSRP
Bepcus

Homep Bepcun HSRP (0 ans TekyLien Bepcum).
Koa onepauuu

Tun coobLueHus, coaepxallerocsi B nakeTe:

0 MpueeTtctene (Hello), nepegasaemoe onst MHAMKaumMmn paboThbl
MapLupyTM3aTopa 1 ero crnocobHocTn paboTaTb B aKTUBHOM WInn
pe3epBHOM (standby) pexume.
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1 Coup (NepeBopoT) NepeAaeTcs B TEX Cryyasix, koraa MapLipyTmsaTop
XOYeT CTaTb aKTVBHBIM.
2 Resign nepefaeTcs B Tex cnyyasix, korga mapLipytusatop 6osblie He

XoyeT ObITb aKTUBHbIM.
CocTosiHMe

Kaxabii mapLupyTm3atop B pesepBHoi (standby) peanusyeTt MalumMHy COCTOSIHUNA.
MNMone cocTosHMA onucbiBaeT TeKyLliee COCTOSHNE MapLUpyTusaTopa,
nepegatoLero coobiyeHune. MNone cocTosaHMA MOXET NPMHUMATL criegyrowmne
3HaYeHus:

Initial (n3HavanbHOE cocTosiHME)
Learn (06y4eHue)
Listen (npocnywmnBaHue)
Speak (pasrosop)
Standby (pe3eps)
6 Active (akTuBeH)

= 0 A N -~ O

Bpemsa npuBetctBua (Hellotime)

MpunbnuantenbHbIn Nnepuog (B cekyHAax) MOBTOPEHNSI COOOLLEHUIA NPUBETCTBMS
(hello), koTopble nepenaeT maplipyTnsatop. Ecnu gna maplpytmsatopa He
HaCTPOEHO BPEMSs MPUBETCTBUS, OH MOXET y3HaTb ero n3 coobiexus Hello
aKTMBHOro MapLipyTtu3atopa. MapuwpyTtusaTop, nepegatowmii coobuleHre Hello
OOJTKEH YCTaHOBUTb 3HaYeHue nepuoga npmseTcTems B none Hellotime. Ecnu
none Hellotime He yaaeTcs npounTaTth M3 COOBLLEHNST aKTUBHOTO MapLUpyTM3aTopa
M OHO He 3ajaHOo SIBHO, PEKOMEHAYETCS MCMONb30BaTb NPUHATBIA MO YMOMYaHUIO
nepvog B 3 CekyHabl.

Bpewms yaepxaHusa (Holdtime)

Bpewmsi (B cekyHAax), B Te4eHME KOTOPOrO COXPAHSAETCA KOPPEKTHOCTb TEKyLLEero
npuseTtcTBus Hello. 3To none npumeHsieTca Tonbko Ans coobieHun Hello.

Mpuopuret

Mone npuoputeTa Ucnonb3yeTcsi ANs BbIGOpa akTUBHBLIX U PE3EPBHbLIX
MapLUpyTM3aTopoB. [pu cpaBHEHNM NPUOPUTETOB ABYX Pa3NUYHbIX
MapLUpyTM3aTOPOB aKTUBHbLIM HAa3HA4YaeTCs TOT, Y KOTOPOro 3Ha4YeHue npuopuTeTa
BhiLLe. [py paBHbIX NpuopuTETax BbIGMpPaAeTCs MapLUpyTM3aTop ¢ 6onbLIMM
agpecom IP.

Mpynna

WpeHtudpuumpyet pesepsHyto (standby) rpynny. nsa ceten Token Ring koppekTHbI
3Ha4yeHna 0, 1 1 2, ans ocTanbHbIX ceTen - 3HadveHust ot 0 go 255.

DaHHble ayTeHTU(UKaLUmn

8-6ariToBOe Nnone, cogepxallee naponb B sBHoM Buge (Clear-text) Ecnu
ayTeHTUdMKaLusi He HacTpoeHa, peKoMeHOYeTCs UCMOSb30BaTb NPUHATOE NO
ymon4yaHuio 3HadeHne 0x63 0x69 0x73 0x63 0x6F 0x00 0x00 0x00.
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BupTtyanbHbin agpec IP

4-6annToBoe norne BUpTyansHoro agpeca IP, ncnonb3yemoro AaHHOW rpynnon.
Ecnu BupTyanbHbIn agpec He 3a4aH Ans MapLipyTu3aTtopa, OH MOXeT 6blTb
nonyyeH ns coobwenns Hello oT akTnBHOro MapLupyTtnsatopa. Agpec AOMmKeH
onpeaensTbCsa TakMM crnocobom TOMbKO NPY ero OTCYTCTBUM B MONE U HANuymMmn
ayTeHTudukaumm ansa coobieHns Hello.

© RADCOM, Ltd., 1999, MepeBop Ha pycckuin a3bik. © BiLiM Systems Ltd., 2000. http://www.bilim.com


http://www.bilim.com

IGRP > 545

IGRP

MpoTtokon IGRP (Interior Gateway Routing Protocol - npoTokon BHyTpeHHero
winto3a) bbin pa3pabotaH komnaHuen Cisco. ATOT NPOTOKON MCNONb3yeTcs Ans
nepegayv MapLUpyTHOW MHOPMaLun Mexay mMmapLupyTusatopamu.

MakeTbl IGRP nepepatotcs ¢ ucnonb3oBaHmem gentarpamm IP ¢ nonem
npotokona 9 (IGP). MNakeTbl HaunHatoTcs ¢ 3aronoska IGRP, 3a koTopbIM cpasy xe
cnegyet 3aronoBok IP.

Cmpykmypa 3aeonoska |IGRP

Bepcus
Homep Bepcuu npoTokona (Tekyluee 3HadveHue - 1).
Koa onepauuu

Kopn onepauum, cBA3aHHO ¢ CooBLLEeHNEM:

1 Update (o6HOBRNEHNME).
2 Request (3anpoc).
PeAaKTMPOBaHVIe

MopsagkoBbI HOMEP, 3HaYeHUe KOTOPOro YMEHbLLAETCS NPU KaXaoM BHECEHUU
U3MeHeHui B Tabnuuy MapLupyTusaumm. Homep pegakTvpoBaHus no3sonsiet
winto3am usbexatb 06paboTkM 0OOHOBNEHMI TabNWL MapLUPyTM3aLMKn, KOTopble
yXe ObInn yYTEeHbI.

ASystem

Homep aBTOHOMHOW cucTeMbl. LLno3 MoXeT BXOAUTbL B HECKOIBKO aBTOHOMHbIX
CUCTEM, B KaXXO0W U3 KOTOPbIX Mcnonb3dyeTtcs ceon npotokon IGRP. [nsa kaxgon
aBTOHOMHOW CMUCTEMbI UCMONb3YTCA CBOU Tabnuubl MapLupyTM3aumm. 3To none
No3BOMSET LWN3Y BbiGpaTh HAbOP MCnonb3yeMbix Tabnuw, MapLLpyTM3aumu.
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NInterior, NSystem, NExterior

OTK Nons NokasbiBalOT HOMEpPA 3anucen B KaxXaoM U3 Tpex CekLuin coobLeHnin ob
obHoBneHun Tabnuu. Mep.bii anemeHT (NInterior) ABNAETCA BHYTPEHHNUM,
cneaytowmn (NSystem) - cuctemHsim 1 nocnegHui (NExterior) - BHELLUHUM.

KoHTponbHasa cymma

KoHTponbHasa cymma IP, paccumMTaHHasi o TOMy e anropuTmy, KOTOPbIN
ucnonbadyetcs ana gentarpamm UDP. Mpu BbIYUCNEHUN KOHTPOSbHON CYMMBbI
npvHUMaeTCcsa BO BHMMaHMe 3aronoBok IGRP n maplpyTHas nHdopmaums,
KoTopas cnegyeT nocre 3arornoska. [pu pacyeTe none KOHTPOSbHOW CyMMbI
npegnonaraeTcst HyneBbIM (He yuuTbiBaeTcs). KOHTponbHas cymma He BKrovaeT
3aronosok IP 1 He ncnonb3yeT BUPTYarnbHbIX 3aronoskos kak B UDP u TCP.

3anpoc IGRP TpebyeT oT nonyyartens nepegaTb Tabnuuy mapwpytudauun. Ons
3anpocoB UCMONb3YIOTCS TOMLKO MONSA BepcUK, kofda onepauun n ASystem,
ocTarnbHble NOMA UMEIOT HyfleBble 3HaYeHNs.

CoobLeHnst 06 06HOBNEHMM TabnNUL, cogepkaT 3arofoBOK, Cpasy 3a KOTOPbIM
pacnonaraetcsa Tabnuua mapwpyTtusauun. Konnyectso 3anucewn B Tabnuue
orpaHunyeHo pasmepom gevtarpammbl (1500 GanTos ¢ ydeTom 3aronoska IP). MNpwu
MCMNonb3yeMol B HacTOsILLIee BPEMS CTPYKTYpe 3anuncer Tabnuua MoxeT
cogepxaTb 4o 104 anemeHToB. Ecnn Tabnvua mapLupyTusaumm CoOgepxuT
Gonbluee YMCIO 3anuceit, Hy>KHO NCMONb30BaTb HECKObKO COOBLLEHNIA.
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NARP

RFC1735 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1735.html

MpoTokon npeo6pasoBaHus agpecoB NARP (NBMA Address Resolution Protocol)
Nno3BOMsieT OTNPaBUTENIO NAKETOB (XOCT UMM MapLLPyTM3aTop), XenawLwemy
CBSA3aTbCH C APYIMM Y3IIOM Yepes3 CeTb, He NOAAEPKMNBAIOLLYIO
LLUMPOKOBELLATENbHbIX aAPECOB, C MHOXeCTBEHHLIM aocTynom (Non-Broadcast
Multi-Access nnm NBMA) Ha kaHanbHOM ypoBHe, HanTu NBMA-agpec nonyyaTtens,
ecnu nocrnegHu noakmnoYeH Kk Ton xe cetn NBMA.

O6wuii hopmaT 3arornoBKOB NokasaH Ha pucyHke. KoHdurypauus 3aronoska
HecKomnbKo oTnu4aeTcsa ang 3anpocos n oTknnkos NARP.

8 16 32
Bepcus CueTumk Xonos KoHTponbHasa cymma

Tun Kopg He ucnonbayetcs

IP-appec nony4yatens

IP-agpec oTnpaBuTens

Pasmvep NBMA Agpec NBMA (nepeMeHHON AnnHbI)

Cmpykmypa 3aeonoska NARP

Bepcus
Homep Bepcun NARP (Tekyliee 3HauyeHue - 1).
CyeTuymK Xonon

Moka3sbiBaeT makcumanbHoe Yncno NAS, KoTopble MOXET NPONTK 3anpoc Unu
OTKIMUK [0 ero otopackiBaHus.

KoHTponbHasa cymma

CtaHgapTHas koHTponbHasa cymma IP ans Bcero naketa NARP (HaunHas ¢
PUKCUPOBAHHOIO 3arofnoBska).

Tvn

Tun naketa NARP - NARP Request (3anpoc) nmeet tvn 1, NARP Reply (oTknuk) -
™n 2.

Kop

OTtknuk Ha 3anpoc NARP MoxeT cofepxaTb Kalumpyemyto nHdopmaumio. Ecnn
XenaTerbHO NoNy4nTb ayTeHTUYHbIE (HEKSLWMPOBaHHbIE) AaHHbIe, crieqyeT
ucnonbs3oBatb kog 2 (NARP Request for Authoritative Information). B octanbHbIx
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cnyyasnx ucnoneayetcs kog 1 (NARP Request). Otknukn NARP mowyT 6bITb
NO3MTUBHBLIMWU N HEraTUBHbLIMU. [O3UTUBHBIN, HE ayTEHTUYHBIN (non-authoritative)
OTKINUK NepeaaeTcs ¢ KoAoM 1, MO3UTUBHBIA ayTEHTUYHBIN - ¢ kogom 2. [ing
HeraTMBHbIX M HEAYTEHTUYHBIX OTKIMKOB UCMONb3yeTcs Kog 3, a ANs HeraTUBHbIX
ayTEeHTUYHbIX - 4.

IP-agpec nonyvartens

Ajpec 3anpaluvBaroLLero yana.

IP-agpec oTnpaButens

Anpec nckomoro ysrna NBMA.

Pazmep NBMA

Pa3mep (B 6ariTax) nonsa agpeca NBMA oTnpasuTtens nakeTta.
Appec NBMA

Apnpec NBMA, [ONOMHEHHBIN HYNSAMKU NS BbipaBHMBaHWA No 32-6MTOBON rpaHuue.
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NHRP

RFC2332 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2332.html
draft http.//info.internet.isi.edu.80/in-drafts/files/draft-ietf-rolc-nhrp-15.txt

Mpotokon NHRP (NBMA Next Hop Resolution Protocol) nossonseT ctaHumm-
oTnNpaBuTENIO (XOCT MM MapLLIPYTM3aTop), XenarwLemy CBsa3aTbCs C ApYruM
y3110M Yepes ceTb, He NoAAepXKMBaloLLYIO LUIMPOKOBELLATENbHbIX aapecos, C
MHoXecTBeHHbIM goctyrnoM (Non-Broadcast Multi-Access nnu NBMA) Ha
KaHanbHOM ypOBHe, onpeAensaTb agpeca MexceTeBoro ypoBHs 1 agpeca NBMA
cnegyiollero noaxoasiliero Mmapupytuaartopa (next hop) NBMA B HanpasneHun
cTaHummn-nony4aTens.

dopmart 3aronoskoB NHRP nokasaH Ha pucyHke.

8 16 24 32
ar$afn ar$pro.type
ar$pro.snap
ar$pro.snap ‘ ar$hopent ar$pkstz
ar$chksum ar$extoff
ar$op.version ‘ ar$op.type ar$shtl ar$sstl

®opmam 3azonoekoe NHRP

ar$afn

OnpepensieT TMN agpeca kaHarnbHOro YpoBHs, KOTOpbIN ByAeT nepenaBaThbCs.
ar$pro.type

16-6utoBOE Ge33HakoBOE Lienoe.

ar$pro.snap

Korpa none ar$pro.type nmeet sHayeHme 0x0080, Ana koaMpoBaHus TUna
npoTokona 6yaeT UCNonb30BaThCSA pacLUMpeHUe snap, NOMeLLaeMoe B nose
ar$pro.snap. B ocTanbHbIX cryyasix 370 nosie UMeeT HyneBoe 3HaYeHue.

ar$hopcnt

CueTumK MHTEepPBanoB, Noka3sbiBaloLWmi MakcumansHoe yncno NHS, yepes koTophble
moxeT npowitn nakeT NHRP o ero otbpackiBaHus.

ar$pktsz

O6wuii pasmep naketa NHRP B okTeTax.
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ar$chksum

CraHpgapTHas koHTpornbHasa cymma IP ans scero naketa NHRP.

ar$extoff

OTO nore roBopuT O CyLLLeCTBOBaHNM U MecTononoxeHunn pacwmperuin NHRP.
ar$op.version

370 none nokasbiBaeT Bepcuro 6a30B0Oro npoToKkona OTO6pa)KeHMF| agpecos n
NpoTOoKONa ynpaelieHUA, npeacTtaBfeHHbIX B JaHHOM Co00LEeHNN.

ar$op.type

Ecnu ar$op.version = 1, gaHHoe none npeactasnsieT Tun naketa NHRP.
MopaepxuBatoTcst cneayrowmne TUnbl NaKeToB:

1 NHRP Resolution Request (3anpoc npeobpasoBaHus agpeca).

NHRP Resolution Reply (oTknmk Ha 3anpoc npeobpa3soBaHus agpeca).
NHRP Registration Request (3anpoc peructpauun).

NHRP Registration Reply (oTknuk Ha 3anpoc permctpauum).

NHRP Purge Request (3anpoc yoaneHus).

NHRP Purge Reply (oTknuk Ha 3anpoc yaaneHus).

~NOoO ok WD

NHRP Error Indication (MHankaums owmnbkm).

ar$shtl

Tun n pasamep NBMA-agpeca oTnpaBuTens B KOHTEKCTE CeMeNcTBa agpecoB.
ar$sstl

Tun n pasmep cybagpeca NBMA ans otnpaBuTenst B KOHTEKCTE CEMENCTBA
agpecos (address family number).
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OSPF

RFC1583 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1583.html

OSPF (Open Shortest Path First - oTkpbiBaTb CHayana KpaT4anlimm nyTb)
npeactaenseT cobon npoTokon MapLipyTusauum IP Ha ocHoBe nHopmaummn o
cocTosiHuM kaHanoB. OSPF sBnsieTcs NPOTOKONOM BHYTPEHHETO LUNi03a,
MCrosb3yemblM Ans MapLipyTU3aLmumM BHYTPU rpynnbl MapLUpyTU3aToOpoB.
MpOTOKOM NUCMOMb3YeT TEXHOMOIMIO OLIEHKW COCTOSIHUSA KaHarlos, MpU KOTOpOW
MapLUpyTM3aTopbl NepeaatoT Apyr Apyry MHOopMaLMio 0 NPAMbIX COeAUHEHNAX
MeXay HAMW 1 kaHanax cBsi3n ¢ ApYrummn MapLupyTu3aTopamMu.

CrtpykTypa 3aronoBkoB OSPF nokasaHa Ha puUCYHKe.

Bepcus Twun naketa ‘ Pa3mep naketa

MpoeHTudmkaTop mapLupyTmM3aTopa

WpoeHtudmkaTtop obnactu

KoHTponbHas cymma ‘ Tun AU

AyTeHTumnkauus

Cmpykmypa 3aconoska OSPF

Bepcus
Homep Bepcum npoTokona (TekyLuee 3HayeHue - 1).
Tun naketa

Mcnonb3yoTcst nakeTbl credyowmx TUMoB:
Hello

Database Description

Link State Request

Link State Update

Link State Acknowledgment.

a b~ WODN =

Pa3mep naketa
Pa3wvep naketa B 6avitax ¢ yueTom ctaHgapTHoro 3aronoska OSPF.
NoeHTndmkaTop maplipyrtmsaropa

MaeHTudmkatop mapLupytusatopa otnpaBsuTens naketos. B npotokone OSPF
OoTMpaBuTENEM U Nofy4yaTenem NakeToB sIBNSIOTCS ABa MapLupyTusaTopa,
pacnonoXeHHbIe Ha pa3HbIX CTOPOHaX kaHana.
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UpeHTndumkaTop obnactu

32-6uToBOE YKCHo, naeHTudULMpyoLee obnacTb, K KOTOPOA OTHOCUTCS AaHHbIN
nakeT. Bce naketbl OSPF accouunpytotest ¢ ogHon obnactbo. BonblnMHCTBO
nakeToB NepeaarTcs TOMbKO Yepes OAvH MHTepBarn Mexay MapLupyTusatopamm
(xon). MakeTbl, NnepegaBaemMble Yepes BUPTYyaribHbIVA KaHarn, MapkupyloTcs
naeHtndmkatopom maructpanm (0.0.0.0).

KOHTpOﬂ bHasA CyMmMa

CraHpgapTHas KOHTporbHast cymma IP ans Bcero naketa, HAQ4UMHasi C 3arofioBka
OSPF, Ho 6e3 yyeTa 64-6uTtoBOro nonsa ayteHTudukaumm. Mpu pacyete
KOHTPOJIbHOM CYMMbI Ucnofb3ytoTces 16-6MToBbIE CroBa nakeTa, 3a UCKMYeHNeM
nonsa ayteHtudukauun. Ecnu gnuHa naketa He kpatHa 16, nakeT gononHsieTcs 8
HYNsiMW 0O pacyeTa KOHTPOIbHOW CyMMbl.

Tun AU
Yka3biBaeT cxemy ayTeHTMCbMKaLIMM, ncnonb3dyemyro Ana naketa.
AyTteHTUpUKaLuma

64-6utoBoe none, ucnosnb3dyemMoe ansa ayTeHTudmrkaLmm nakera.
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Mobile IP

RFC2002 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2002.html
RFC2290 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2290.html
RFC2344 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2344.html

MpoTtokon Mobile IP no3sonseT nepemelyaTs y3nsl IP n3 ogHon noaceTtn B Apyryto.
[ns naeHTUdmKaLmMm Kaxaoro MobmnbHOro yana mucrnonb3yeTcst ero "gomalluHui
agpec", He3aBUCMMO OT TeKyLLero NonoXxeHus aToro yana B cetu Internet. MNpwn
o6paLleHun 13 apyroro Mecta ¢ MoGUbHBLIM Y3MOM Takke CBS3blBaeTCs agpec
care-of, KoTopbli 06ecneynBaeT MHGMOPMALIMIO O TEKYLLLEM MECTE NOAKMHYEHMS
y3na K Internet. lNpoTokon no3BonsaeT pernctpupoBaTh agpeca care-of ¢
"gomallHMM areHToM". AreHT nepegaet genTarpaMmmbl, aapecoBaHHble
MOBMNBHOMY y3ny Yyepes3 TyHHerb, ucnonb3ys agpec care-of. Nocne goctaBku Ha
yOaneHHbIV KOHeL TYHHerns Kaxaas genTtarpaMmma nepegaeTca MobunbHoMy yany.
MpoTtokon Mobile IP MOXXHO Mcnonb3oBaTh B OOQHOPOOHbLIX W FETEPOreHHbIX CeTSX.
Mobile IP onpegensieT rpynny HOBbIX YNpaBnsitoLLMX COOOLLEHUI, NepeJaBaeMbIX C
ucnonssoBaHnem UDP, Registration Request (3anpoc pernctpauun) n Registration
Reply (oTknuk Ha 3anpoc perncTtpaumm).

MakeTwl IP cogepxat IP-agpeca otnpaBuTens 1 nony4arens, Nocne KoTopbIX
ykasbiBaeTcst Homep nopta UDP gnsa otnpaBuTens v nonyyartens, a 3a HUMu
cnegytot nons npotokona Mobile IP. MNakeTbl Mobile IP moryT aBnaTteca
3anpocamu peructpauum (Registration Request) nnu otknmkamm Ha Takue 3anpochl
(Registration Reply).

dopmart 3anpocos pernctpauum Mobile IP nokasaH Ha pucyHke.

8 9 10 11 12 13 14 15 16

Tun 's|B|p|m[e|Vv]|T]|R

Bpewms xu3Hu

[omalHun agpec

[lomallHUIn areHT

Appec Care-of

WpeHTudurkaumns

Pacwwupenve

Cmpykmypa 3anpocos peaucmpauyuu Mobile IP

Tvn

3HayeHne 1 roBopuUT O 3anpoce perucTpayum.
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S

YcTaHoBNEHHbIN donar S roBOpUT O TOM, YTO MOGWMbHLIN y3en 3anpalumBaeT
perMcTpaumio ¢ NpexxHnmn npuesiskamu (prior mobility bindings).

B

LLnpokoseluaTensHas getarpamMmmMa. YcTaHoBKa 3TOro doriara roBOpuT O TOM, YTO
MOGUIbHBIV Y3en 3anpalumMBaeT TyHHerNb Ans nobbixX WMpoKoBellaTenbHbIX
Jentarpamm, NPUHATLIX NS ero AoMallHel ceTu.

D

®nar D roBopuUT 0 TOM, YTO MOBMIbHBIN y3en ByaeT camoCTOSITENBHO
JekarcynvpoBaTh (U3BrnekaTb) AedTarpaMmbl, NepeaaHHble no agpecy care-of.

M

MuH1ManbHas uHkancynaums. dnar M roeopmT o TOM, YTO AOMALLHWI areHTa
MOGWNBHOrO y3na UCMosib3yeT MUHUMASIbHYIO MHKANCYNAuuMio Aertarpamm,
TYHHENPYEeMbIX MOGUIBHOMY Y311y.

G

GRE-vHkancynsuus. dnar G roBopuT 0 TOM, YTO JOMALLHWI areHTa MOGUIbHOTOo
yana ucnosnb3ayeT uHkancynsuuo GRE gns geitarpamm, TYHHENMpYeMbIxX
MOGUNBHOMY Y3ry.

\"

Van Jacobson. 31oT chnar rosoput 0 TOM, YTO areHT MOBUIbHOro y3na
ncnonb3yeT KoMnpeccuto 3aronoskoB Van Jacobson ans kaHana cBsa3u ¢
MOOWMBHBIM y3rOM.

T

OT0T hnar ycTtaHaBNMBaeTCS B TEX CryyasiX, KOrga MOBWnbHbIA y3en npocuT
CBOEro AOMaLUHEro areHTa BOCNpuvHUMaTh 06paTHbLIN TYHHENb CO CBOEro agpeca
care-of. MobunbHble y3nbl, ucnonbe3ayrowwme Yyxue (foreign) care-of-agpeca
areHTOB 3anpaLuMBaloT Y YyXKOro areHTa obpaTHoe TyHHeNMpoBaHue Ans CBOMX
nakeToB.

R

3apesepsupoBaHHoe nore (0).

Bpems XKnU3HU

Uncno cekyHa, ocTarolweecs 40 OKOHYaHWs Cpoka permcrpawuu.
DomawHuin agpec

IP-appec MobunbHoro yana.

JdomaluHunn areHT

IP-ap,pec [oMalLHero areHta MobunbHoOro y3na.
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Appec Care-of
IP-agpec KoHua TyHHens.
UoeHTndumkauma

64-6uTOBOE YMCIIO, CO3AaBAEMOE MOBUIBHEIM Y3roM, Ans obecneveHus
COOTBETCTBUS MEXAY PErMCTPALMOHHBIMU 3anpocamu 1 OTKIIMKaMW, a Takke ans
3alUTLI OT aTak NyTeM OTBETA HA PEMVCTPALMOHHbIE 3aMpPOChI.

PacwupeHue

Mocne cdukcnpoBaHHOM YacTu perMcTpaLnoHHOro 3anpoca MoXeT pa3MeLlaTbes
O[HO MNK HeckornbKko pacwwupennii (Extension). Bo Bce 3anpockl pernctpaumm
[OIMKHO BKINoYaThes paclwmpeHne Mobile-Home Authentication Extension.

dopmaTt OTKNMKOB Ha permcTpaumoHHblie 3anpockl Mobile IP noka3aH Ha pucyHke.

8 16 32

Cmpykmypa peaucmpayuoHHbIx omkiukos Mobile IP

Tun
3HayeHve 3 roBopuT 06 OTKIMKE Ha PErMCTPaLMOHHbIN 3anpoc.
Kop

3HaueHune, nokasbiBawlLlee pe3ynbTaTt permcTtpauMoHHOro 3anpoca:

YcnewHas peacucmpayusi:

0  perucTpauusi NnpuHaTa
1 peructpauus npuHaTa, HO OOHOBPEMEHHOE CBSI3biBaHUE He

nopgepxvBeaeTcs.
Peeucmpauyusi omeepaHyma dyxum (foreign) azeHmom:

64 npwynHa He ykasaHa
65 agMUHUCTpaTMBHbLINA OTKas3
66 HexmBaTKa pecypcoB
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67 0oTKa3 npu ayteHTUdUKaunM MobunbLHOro yana

68 oTKa3 npu ayTeHTUUKaLUM JOMALLHEro areHTa

69 Bpems XM3HW CMMLLKOM BEMNWKO ANA pernctpaumm

70 HeKOppEeKTHO CHOPMUPOBAHHLIN 3anpoc

71  HeKOppeKTHO cchOpMMPOBAHHBIN OTKIMK

72  3anpolueHHasi MHKancynaumns HeJocTynHa

73 3anpouwleHHas komnpeccusi Van Jacobson HegocTynHa

Cepsuc He noddepkusaemcsi Hyxum a2eHmMoMm:

74  3anpoLUeHHbI TYHHENb HeJOCTYMNeH

75 06paTHbI TYHHeNb siBnsieTcst obsi3aTensHbiM, a onar T He
yCTaHOBIEH

76  MOOUINbHBIN y3en CNvLIKOM yaaneH

Peaucmpauyusi omeepeHyma domawHUM a2eHmomM:

80 pomawwHas ceTb HegocTynHa (nonyyeHa ownbka ICMP)
81 HeOocCTyneH XocT gomaluHero areHta (owwunbka ICMP)
82 HepdocTyneH nopTt goMalluHero areHTa (owubka ICMP)
88 HepocTyneH gomaluHui areHT (owmnbka ICMP)

Cepsuc He noddepxusaemcsi OoMawHUM a2eHmoMm:

137 3anpoLueHHbIi 0BpaTHbIA TyHHENb HEAOCTYMNEH

138 obpaTHbI TyHHenb ABNseTcs 06sa3aTenbHbIM, a donar T He
yCTaHOBIEH

139 3anpolleHHas MHKancynsums HegocTynHa.
Bpems XKnU3HU

Ecnu none koga roBopuT 0 TOM, YTO 3anpoc pernctTpaumm NpUHAT, BPeEMS XXN3HU
NoKa3biBaeT YNCIIO CEeKyHA, OCTaLWNXCA 4O UCTeHYeHUA BpeMEHN perncTtpauunn.
Hynesoe 3HayeHne 3TOro nons roBoput 00 oTMeHe pernctpaumn MOBUNBHOTO
y3na. 3HayeHune Oxffff nokasbiBaeT GeckoHeyHoe BpeMs XXU3HU. Ecnu none koga
COOEepPXnT Ko OTKasa B perncrtpaunn, 3Ha4yeHne nonda BpemMeHn XXM3Hn He nmeet
CMbICna 1 AO0JKHO UTHOPUPOBATbCA.
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Van Jacobson

RFC1144 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1144.html

MpoTokon Van Jacobson o6ecneynBaeT mexaHnam komnpeccumn TCP,
CyLLEeCTBEHHO MOBbILWALWMIN 3ddekTnBHOCTL paboTel cuctem TCP/IP Ha
HM3KockopocTHbIX (300 - 19200 61T/Cc) NocnenoBaTenbHbIX KaHanax.

dopmar cxatbix naketoB TCP nokasaH Ha pUCyHke.

= A A A

Cmpykmypa cxambix nakemos TCP

C,LP,S, AW U
Macku nameHeHuIn, NoKasbiBaloLLMe, Kakue Noss naketa MoryT ObiTb U3MEHEHbI.
Homep coeAunHeHusA

Mcnonb3yeTtcs Ans ykasaHusi MECTOMOSOXKEHNST KONWUM NOocneaHero nakeTa ans
naHHoro coeanHeHus TCP.

KoHTponbHas cymma TCP

CJ'Iy)KI/IT ansa CKBO3HOW NpoBEepKn LEeNTI0OCTHOCTU nepenayn gaHHbIX.
YkasaTtenb BaXHOCTH

3OT0 none ncnonb3yeTcs Npu yctaHoske dnara U.
HdenbTa-3HavyeHUs onNsa Kaxporo nons

MokasbiBaeT M3MEHEHUSI COOTBETCTBYIOLLMX MOJIEN MO CPABHEHUIO C UCXOAHbLIM
naketoMm TCP (gns kaxgoro nons, ykasaHHOIO B Macke U3MEHEHW).
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XOT

RFC1613 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1613.html

MpoTokon XOT siBnsieTcs peanusaumnen X.25 over TCP komnanum Cisco Systems.

®opwmar 3aronoskoB XOT nokasaH Ha PUCYHKE.

Bepcus Pasmep

2 banTa 2 banita

®opmam 3aezonoskoe XOT

Bepcus
Homep Bepcumn npoTokona.
Pa3mep

O6Liaa AnvHa nakera.
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MGCP

IETF draft: http.//www.ietf.org/internet-drafts/draft-huitema-mgcp-test1-00.txt

MpoTokon MGCP (Media Gateway Control Protocol - npotokon ynpaBneHust
LLNIO30M MexXay cpeAamum) UCMosb3yeTcsa Ansa ynpasneHns TenedoHHbIMU
LLNIO3aMM C MOMOLLbIO BHELLIHWX 3NIEMEHTOB yNpaBrieHWs BbI30BaMy, Ha3blBaeMbIX
KOHTponnepamu wnio3a cpef (media gateway controller) unu areHtamu BbI30BOB
(call agent). TenedoHHbIN W3 ABNSAETCS 3NEMEHTOM ceTu, obecneymBaioLLmm
npeobpa3oBaHne 3BYKOBbIX CUrHasoB, NEPEHOCUMMbIX MO TeNedOoHHbIM kKaHanam, B
nakeTbl AaHHbIX, NepeaaBaemMble Yepes Internet, n obpaTtHoe npeobpasoBaHue.

MGCP ncnonb3syeT apxuTekTypy ynpasfieHnsi, B KOTOPOW UHTeMneKTyanbHble
3MeMeHTbl YNpaBfeHusi BbI30BaMW pacnosniaraTcs 3a npegenamu Lmo3sa u
0o6cnyx1BaKTCs BHELLHMM 3fieMeHTaMu ynpasnexus soizosamm. MGCP
npegnonaraet, YTO BCE 3fIEMEHTbI yNpaBrneHns BbI30BaMy UK areHTbl BbI30BOB
(Call Agent) crHxpoHM3nMpoBaHbl Mexay coboi Ana nepegadn cornacoBaHHbIX
(coherent) komaHpg WnNO3aM, HAXOAALWMMCA NOA UX ynpaBneHuem. BaxHo
0TMeTUTb, 4To NpoTokon MGCP ncnonb3yet OTHOLEHNS BEAYLLNA-BEAOMbIN
(master/slave) - W03kl BLINONHAIOT KOMaHAbl, NepefaBaemble areHTamm
BbI30BOB.

MpoTokon MGCP peanuayeT MHTEpgENC ynpaBneHnst W30M MeXay cpegamum
Kak Habop TpaH3akumi. TpaH3akuMm COCTOAT U3 KOMaHg 1 06a3aTenbHbIX
(mandatory) oTknukoB. CyLiecTByeT BOCEMb TUMOB KOMaHA;:
CreateConnection (opraHu3oBaTtb coegnHeHue)

ModifyConnection (n3ameHuTb coeguHeHne)

DeleteConnection (yoganute coeguHeHue)

NotificationRequest (3anpoc ysegomneHus)

Notify (ysegomneHwue)

AuditEndpoint (ayaMT okOHEYHOW TOYKM)

AuditConnection (ayant coegnHeHuns)

RestartinProgress (egeT npouecc nepesanycka).

MepBble YeTbipe KOMaHAblI NepeaatoTcs W3y areHToM Bbi3oBoB. Komanaa Notify
nepefaeTcs WN3oM areHTy. LLnio3 moxeT Takke nepegasatb KOMaHAbl
yaanexus coeguHennn (DeleteConnection). Call Agent moxeT nepepasaTh LUNO3Y
komanabl ayguta (Audit). LLnto3 moxeT nepepaBatb komanabl RestartinProgress
areHTy BbI30OBOB.

Bce komaHgbl coaepXart 3arofioBokK, 3a KOTOpPbIM MOXET crefoBaTb onncaHne
ceccun. Bce oTKNnKM coaepXart 3arofioBOK, 3a KOTOPbIM TakKXe MOXeT crnegoBaTb
onucaHune ceccun. 3arofioBKK U OMUCAHNS CECCUN npeancTaBnAloTCA Ha60paMM
TEKCTOBbIX CTPOK, pa3aesieHHbIMN CMMBO1TaMn BO3BpaTa KapeTkn KU nepesoaa
CTPOKM Unn ogH1MM CMMBOJIOM nepeBoaa CTPOKN. Me>|<,qy 3aroJioBKkOM 1 onncaHnem
ceccunn nomMmellaeTca nycrtaa CTpoka.

MGCP wncnonb3syeT nageHTMdnkaTopbl TpaH3akLMin Ans Toro, YTobbl MOXHO ObIno
CBA3aTb 3anpoc C OTKIMKOM Ha Hero. 3HadeHus naeHTUMKaTopoB TpaH3aKLUui
MOTYT HaxoAnTbCA B AnanasoHe oT 1 0o 999999999. O6bekt MGCP He moxeT
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NOBTOPHO MCMOMb30BaTh MAEHTUMUKATOP TPaH3aKuuKn paHbLUe, YeM Yyepes Tpu
MUHYTbI NOCIe 3aBepLUeHns NpeabiayLlen TpaH3akLnm ¢ TakKUM xe HOMEPOM.

3aronoBoK KOMaHbl COAEPKMT:

e KomaHaHyto CTPOKY, MAEHTUULMPYIOLLYHO 3amnpallMBaemyto onepauuio,
UAEHTUDUKATOP TPaH3aKLMK, UMS OKOHEYHOW TOYKW, ANs KOTOPOW AOIKHa
BbIMOSHATLCS 3aMpoLUEHHas onepauusi, U HoMmep Bepcumn npotokona MGCP.

e HaGop cTpok napameTpoB, codepKalimx UMs 1 3Ha4yeHne napameTpa.

KomaHgHasi CTpoka CooepXuT:

¢ /Mg 3anpawvBaemor KomaHabl.

o KpeHTtndukatop TpaHsakumm (1 n 999999999), ncnonb3yemsbi 4ns
conocTaBneHus komaHg 1 oTknmkoB. O6bekT MGCP He MoXeT NoBTOPHO
MCMNonb30BaTh UAEHTU(MKATOP TPAH3aAKLMUM paHbLLE, YEM YepPe3 TPU MUHYTHI
nocne 3aBepLUeHWs NpeablayLiei TpaH3akLumM ¢ TakUM Ke HOMEPOM.

o /IMsi OKOHEYHOW TOYKM, AN KOTOPOW AOIMKHA BbIMOMHATHCSA 3anpoLLeHHas
onepauus (B yBe4OMMNEHNSAX - UMSI OKOHEYHOWN TOYKW, NS KOTOPOW NnepeaaeTcs
yBeoMIeHune).

o Homep Bepcum npoTokona.

Bce yeTbipe anemeHTa KoMaHA nepefatoTcs B Buae TekctoBbix cTpok ASCII ¢
pasgeneHuem cnos npobenamum (ASCII - 0x20) unm cumeonamm Tabynsaumm (0x09).
MpeanoyTTENLHO MCNONB30BaTh B KAYECTBE pasagenuTens cumeon npobena.
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SGCP

IETF draft: http.//www.ietf.org/internet-drafts/draft-huitema-sqcp-v1-02.txt

MpoTokon SGCP (Simple Gateway Control Protocol - npocTto npoTtokon
ynpaBneHus LWM30M) UCnonb3yeTcs Ans ynpasneHns TenedoHHbIMU LA3amMu ¢
MOMOLLbIO BHELLHUX 3/1EMEHTOB YNpaBreHUsi BbiI3oBaMu. TenedOHHbIN L3
ABNSIETCA 3NIEMEHTOM ceTu, obecneynBaroLLMM NpeobpasoBaHne 3BYKOBbIX
CUrHaroB, nepeHoCUMbIX Mo TenedoHHbIM KaHanam, B NakeTbl AaHHbIX,
nepegaeaemble Yepes Internet, n o6paTHOE NpeoGpasoBaHme.

SGCP ucnonb3yeT apxutekTypy ynpasrneHusi, B KOTOPON UHTENMEeKTyanbHble
3MeMeHTbl yNpaBfeHusi BbI30BaMW pacnonaraTcs 3a npeaenamu LWmo3sa u
00CNyXMBaOTCA BHELLHUMW 3rieMeHTaMu yrnpaeneHus BoizoBamu. SGCP
npegnonaraeT, YTO BCE 3fIEMEHTbI yrpaBneHns BbI30BaMy UK areHTbl BbI30OBOB
(Call Agent) crHxpoHM3npoBaHbl Mexay coboi Ana nepegadn cornacoBaHHbIX
(coherent) komaHg WNto3aM, HAXOAALLMMCS MOA UX yNPaBeHNeM.

MpoTtokon SGCP peanusyeT NpocTon MHTEPdENC ynpaBrneHns WNo30M Mexay
cpenamu kak Habop TpaH3akumin. TpaH3akumMm COCTOSAT U3 KOMaHA 1 06s13aTenbHbIX
(mandatory) oTknukos. CyLiecTByeT NsATb TUNOB KOMaHA;:

e CreateConnection (opraHM3oBaTb COeAMHEHNE)

¢ ModifyConnection (M3MeHUTb coeguHEHME)

e DeleteConnection (yganuts coegnHeHue)

¢ NotificationRequest (3anpoc yBegomneHus)

¢ Notify (yBegomneHue)

MepBble YeTbipe KOMaHAbI NepeaatoTCs LWNo3y areHToM Bbi3oBoB. Komanaa Notify
nepegaeTcs WNo3oM areHTy. L3 MoxXeT Takke nepegaBaTte KOMaHabl
yaanenus coeguHeHun (DeleteConnection).

Bce komaHabl coflepkaT 3arofoBok, 3a KOTOPLIM MOXET CrefoBaTh onucaHue
ceccun. Bce oTknMkM copepkaT 3aronoBoK, 3a KOTOPbIM Takke MOXET CreoBaThb
onucaHue ceccun. 3arofioBkM 1 ONMUCaHKsT CECCUIA NpeacTaBnsoTcst Habopamm
TEKCTOBbIX CTPOK, pasdeneHHbIMM CUMBONaMy Bo3BpaTa kapeTku U nepesoda
CTPOKW UM OOHUM CMMBOJIOM NepeBofa CTPoku. Mexay 3aronoBkoM v onucaHnem
ceccuu nomeLLaeTcs nycras CTpoka.

3aronoBoK KOMaHAbl COAEPXUT:
e KomaHgHyto CTPOKY.
e Habop cTpok napameTpoB, cogepxallmx MMsl U 3Ha4YeHe napameTpa.

KomaHngHas cTpoka coaepxur:

e Vlma 3anpalumBaemon KomaHabl.

o UpeHTndukartop TpaH3akumm (1 n 999999999), ncnonb3yemein ons
conocTasneHust komang 1 otknnkoB. O6bekT MGCP He MOXeT MOBTOPHO
MCNonb30BaTb MAEHTUMKATOP TPaH3aKLMM paHbLLe, YeM Yepe3 TP MUHYTHI
nocrie 3aBepLUeHns NpeablayLen TpaH3akuum ¢ Takum Xe HOMEPOM.

e /IMA OKOHEYHOW TOYKM, N1 KOTOPOW OOIMKHA BbIMOMHATLCSA 3anpoLUeHHas
onepauus (B yBeAOMSIEHUSIX - UMSI OKOHEYHOW TOYKM, AN KOTOPOK NepepaeTcs
yBEAOMIIEHME).
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e Homep Bepcum npoTokona.

Bce yeTbipe anemeHTa KoMaHA nepefatroTcs B Buae TekctoBbix cTpok ASCII ¢
pasaeneHuem crioe npobenamum (ASCII - 0x20) nnn cumeonammu Tabynaumm (0x09).
MpeanoyTTENLHO MCNONB30BaTL B KAYeCTBE pasfgenvTens cumeon npobena.
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DNS

RFC1035 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1035.html
RFC1706 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1706.html

MpoTokon DNS (Domain Name Service - cnyx6a JOMeHHbIX MMeH) obecneunBaeT
MOUCK MMEH XOCTOB, UCNOMb3ysl pacnpeeneHHyo No CETEBLIM CepBepaM UMEH
6a3y AaHHbIX.

®opmat coobieHuii DNS nokasaH Ha pucyHke.

16 21 28 32
MpeHTtndurkaTop Q‘ 3anpoc ‘A‘T ‘R‘ V‘ B ‘Rcode
CyeTuunK BOMpOCOB CyeTunk OTBETOB
Cuyetyuk Authority CYeTunK JONONHEeHNn

®opmam coobuweHuti DNS

UpeHTtndukarop

16-6utoBoe none Ans 0603Ha4YeHUs1 COOTBETCTBUS Mexay 3anpocamum u
OTKNUKamn.

Q
1-6uToBbIV dhnar 3anpoca (query).
3anpoc

4-61TOBOE ONMCaHWE TNa coobLLeHNs:
0 CTaHOApPTHbIN 3anpoc (agpec No MMEHN).
1 0o6paTHEkI 3anpoc (MMs No agpecy).
2 3anpoc cocTosiHMS cepBepa.

A

Authoritative Answer - 1-61MTOBbIN chrar, NoKa3bIBaKLLMA OTKINK OT
ynonHomo4eHHoro (authoritative) cepeepa nmeH.

T

Truncation - oT6pacbiBaHue. 1-6uTOBLIN chnar, roBopswuin 06 oTopackiBaHUM
cooOLeHus.

R

1-6UTOBBIV hnar, ycTaHaBNMBaeMblii yCTaHaBNMBAeMbI ANs pa3peLleHus
3anpoca pekypcuBHLIM MyTEM.
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\'

1-6uTOBBIV cbnar NoaaepP kKU PEKYPCUBHOTO CepBuca.

B

3-6utoBoe none, 3ape3epBUpoBaHHOE AMNS UCNONb30BaHWA B byayuiem (0).
RCode

Kop oTknuka - 4-6uToBOE Mnore, yCTaHaBnMBaemMmoe cepBepomM UMeH ana
0603Ha4YeHNst COCTOSIHUS 3anpoca:

HeT OLMOOK.
HEBO3MOXHO MHTEPNPETMPOBAaTL 3anpoc 13-3a (OpMarnbHON OLIMBKA.
00paboTka HEBO3MOXHa M3-3a c60S Ha cepBepe.

0

1

2

3 3anpoLUeHHoe UMS He CyLLecTByeT.
4 HenoaaepXuBaemblii TMN 3anpoca.
5

OTKa3 OT BbINOJIHEHUA 3anpoca.
CueTuynK BONpocoB
16-6uTOBOE NMorne, cogep)kallee YMCIOo 3anucei B pasgere BONpOCOoB.
CuyeTumKk OTBETOB
16-6uTOBOE More, cogep)kallee YMCIo 3anucen 0 pecypcax B pasaerne OTBETOB.
CueTtuuk Authority

16-6uToBOE NONE, onpefensoLLiee YMCIO 3anuceit 0 pecypcax cepBepa UMeH B
pasaene authority (nonHomouus).

CyeTyukKk gononHeHun

16-61TOBOE NONE, onpefenstoLLEee YINCIO 3anuceit 0 pecypcax cepeepa UMeH B
ZJOMONHUTENBHOM pasgerne.
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NetBIOS/IP

RFC1002 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1002.html

NetBIOS/IP siBnsieTca cTaHAapTHLIM NPOTOKONOM noaaepxku cepeuca NetBIOS B
cpepax TCP/IP kak ons nokanbHbIX ceTew, Tak 1 ans Internet. OnpepeneHsl
pasnuyHble TUMbl Y3M0B ANst NOAAEPXKKM pasHbix Tornonorun JIBC u Internet, a
Takke ans obecnevyeHns BO3MOXHOCTU UCMOSb30BaHUS LUMPOKOBELLATENbHbIX
naketoB |IP nnv 3anpeTa LWMpokoBeLLaHus.

Ona npotokona NetBIOS nogaepxusatotcsa Tunsl Name Service, Session unu
Datagram.

dopmart 3aronoskoB NetBIOS/IP nokasaH Ha pUCyHke.

Name_trn_id Opcode Nm_flags Rcode
Qdcount Ancount
Nscount Arcount

Cmpykmypa 3aeonoska NetBIOS/IP

Name_trn_id
MaeHTudmkatop TpaHsakumm ansa cnyxobl nmeH (Name Service Transaction).
Opcode

Kop onepauuu, 3agatoLmii TMn nakeTa:
Query (3anpoc).
Registration (perncrpauus).
Release (ocBoboxaeHue).
WACK.

Refresh (o6HoBREHNE).

© N O o O

Nm_flags

dnaru onepaunn.
Rcode

Kon pesynbTata 3anpoca.
Qdcount

16-6uTtoBOE Ge33HaKoBOE Lenoe, NokasbiBatoLLee YMCo 3anncei B pasgene
BOMPOCOB NakeTa Cﬂy>K6bI MMEH.
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Ancount

16-6uToBOE GE33HaKoBOE Lienoe, NokasbiBatoLLee Y1Cro 3anucei B pasaene
OTBETOB NakeTa CJ'Iy>K6bI MMEH.

Nscount

16-61TOBOE GE33HAKOBOE LIENOe, NOKa3biBaLLLEE YMCIIO 3anuceil B pasaene
authority (nonHoMounst) naketa crnyxobbl UMeH.

Arcount

16-6uToBOE GE33HaKoBOE Lienoe, NokasbiBatoLLee Y1Cro 3anucei B
AONOJTHUTENBbHOM pa3fene naketa CJ'Iy)K6bI NMEH.
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FTP

RFC959 http.//www.cis.ohio-state.edu/htbin/rfc/rfc959.html

MpoTokon FTP (File Transfer Protocol - npoTokon nepeHoca ¢anos)
obecneymBaeT 6a30Bble 3NIEMEHTbI CUCTEMbl COBMECTHOIO MCMOMb30BaHNSA
dainnos xoctamm ceTtu. Mpotokon FTP ncnonb3yet TCP ansa cozgaxus
BMPTYarbHbIX COeAUHEHUI, obecneumnBaroLLmMx NoaaepxKy ynpasnexus. Ans
onepauumn nepeHoca channos opraHusyeTcs otaenbHoe coegnHeHne TCP.
YnpaensioLwme coegnHeHus ncnones3ytoT obpas npotokona TELNET gna obmeHa
KOMaHZaMmn 1 cooBLLEHNSIMU MeXY XOCTaMu CeTu.

KomaHObI1

Kagpbl ynpaBnenus FTP ucnonbaytot o6meH TELNET u moryT cogepxatb
komaHnabl TELNET vnu onumu cornacosaHust napameTpoB. OgHako, 60MnbLUNHCTBO
ynpasnsowmx kagpos FTP asnsaetcsa npocto TekctoBbiMu cTpokamu ASCII n
MOXET KrnaccumumpoBaThCs kak KoManabl unu coobeHus FTP. Huxe npuseneH
CMUCOK CTaHAapTHbIX komaHa FTP:

KomaHoOa
ABOR

ACCT <account>
ALLO <bytes>
APPE <filename>

CDUP <dir path>
CWD <dir path>
DELE <filename>
HELP <command>
LIST <name>

MODE <mode>
MKD <directory>
NLST <directory>
NOOP

PASS <password>
PASV

PORT <address>
PWD

QUIT

REIN

REST <offset>

OnucaHue

npepeaTtb coeanHeHune, ncnonb3dyemoe and nepenadmn
OaHHbIX.

YueTHasi 3anucb A1 CUCTEMHbIX NPUBUMETUIA.
BblaeneHue npocTpaHcTBa Ans 3anucy hanoB Ha cepBep.

Ho6asneHne (Append) canna k dariny ¢ Takum e UMEHEM
Ha cepBsepe.

Mepexoa B poANTENbLCKUIA KaTanor Ha cepsepe.
CwmeHa pabouyero kaTanora Ha cepBepe.
YpnaneHuwe channa Ha cepBepe.

MonyyeHne cnpaBku 06 ykasaHHOW KOMaHAe.

MonyyeHne nHpopmMaLmm o cBA3N NMeHU C hanom unu
KaTanorom.

Pexvum nepepaun (S=notok, B=6nok, C=komnpeccus).
CospgaHue kaTarnora Ha cepBsepe.

Cnucok coaep>xMmoro kaTanora.

OTcyTCcTBUE Onepauui, KpoMe NoATBEPXKAEHU OT cepBepa.
Maponb ans Bxoga B cucTemy.

3anpoc kK cepBepy Ha coefMHeHue, Ana nepegayn aHHbIX.
IP-agpec n 2-6anToBbI HOMEpP nopTa.

BbiBOAWT nMs TekyLlero kartanora.

OtkntoveHue ot cepaepa FTP.

[MOBTOPHLIN BXOA B CUCTEMY.

BocctaHoBneHue nepenayun arina c 3agaHHoON No3vuum.
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RETR <filename>
RMD <directory>
RNFR <old path>
RNTO <new path>
SITE <params>
SMNT <pathname>
STAT <directory>

STOR <filename>
STOU <filename>
STRU <type>
SYST

TYPE <data type>
USER <username>

CoobuweHus

Haritu (ckonupoBaTtb) darin Ha cepBepe.
YpanuTb katanor Ha cepBepe.
lMepeumeHoBaTb NyTb (CO CTaporo).
MepeumeHoBaTb NyTb (Ha HOBbLIN).

MonyunTb NapameTpbl caiTa oT cepBepa.
CMOHTMpOBaTh yKa3aHHy CTPYKTYypy channos.

MonyuuTts MHOPMALIMIO O TEKYLLEEM KaTaslore Unm
npouecce.

3anucaTb (ckonuposartk) hainn Ha cepsep.

CoxpaHuTb haiin ¢ UMEHeEM cepBepa.

CtpykTypa AaHHbIX (F=dpain, R=3anucb, P=cTpaHuua).
MonyunTb nHopmMaumo 06 onepaumoHHO cucTeme
cepsepa.

Tun ganHbix (A=ASCII, E=EBCDIC, |=buHapHbie).

MM nonb3oBaTtens ans Bxoga B CUCTEMY.

CoobueHns FTP ssnsoTcs oTknukamu Ha komaHabl FTP 1 cogepxat ko
OTKMMKa, 32 KOTOPbIM CrefyeT NOSICHUTENbHbIA TekcT. CTaHaapTHbIE COObLLEHMS
FTP u nosicHuTenbHbIE TEKCTbI K HUM NEPEYUCTIEHBIB HUXE:

Koo lMosicHumenbHbIU Mmekcm

110 Restart marker at MARK yyyy=mmmm (new file pointers).
120 Service ready in nnn minutes.

125 Data connection open, transfer starting.
150 Open connection.

200 OK.

202 Command not implemented.

211 (System status reply).

212 (Directory status reply).

213 (File status reply).

214 (Help message reply).

215 (System type reply).

220 Service ready.

221 Log off network.

225 Data connection open.

226 Close data connection.

227 Enter passive mode (IP address, port ID).
230 Log on network.

250 File action completed.

257 Path name created.
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331 Password required.

332 Account name required.

350 File action pending.

421 Service shutting down.

425 Cannot open data connection.
426 Connection closed.

450 File unavailable.

451 Local error encountered.

452 Insufficient disk space.

500 Invalid command.

501 Bad parameter.

502 Command not implemented.
503 Bad command sequence.
504 Parameter invalid for command.
530 Not logged onto network.

532 Need account for storing files.
550 File unavailable.

551 Page type unknown.

552 Storage allocation exceeded.
553 File name not allowed.
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TFTP

RFC783 http.//www.cis.ohio-state.edu/htbin/rfc/rfc783.html
RFC1350 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1350.html

Mpotokon TFTP (Trivial File Transfer Protocol - TpyBnanbHbIA NPOTOKON NepeHoca
aninos) ncnonb3yeT gentarpammbl UDP. TFTP nogaepxvBaeT onepauum 3anucu
N 4TeHUsi halinoB, HO He NOAAEPKMBAET CryX0 KaTanoros U NPOBEPKU
NofHOMOouMI (aBTOpM3aLun) Nonb3oBaTenen.

KomaHObI

Cnuncok komaHg TFTP npuBeneH Huxke:
KomanHoa OnucaHue

Read Request 3anpoc Ha yTeHue channa.
Write Request 3anpoc Ha 3anuch B cann.
File Data KonunposaHue canna.
Data Acknowledge [MoaTtBepxaeHue.

Error MHankaums owmoku.
lMapamempsbi

3anpockl YTeHns 1 3anucun npotokona TFTP ucnonebasyloT cnegyowme napaMmeTpsi:
Mapametp Onucanune

Filename Wmsa channa (B kaBblukax), KOTopbI ByaeT ncnonb3oBatbcs Ans
YTEHUS UK 3anucu.

Mode Pexwum nepegaym gaHHbIx - oopmaT channa ons KonmpoBaHUs:
NetASCIl  dpann ASCIL.
Octet 8-6uToBbIE OMHAPHbIE AaHHbIE.
Mail ctangapTHbii oopmaT ASCII ¢ mMeHeM nonb3oBaTtens

BMECTO MMeHU channa.

KomaHgpbl gaHHbIx 1 noaTeepxaeHus TFTP ncnonb3yloT cnegyowime napaMmeTpsbl:
KomaHoOa OnucaHue

Block Homep 6roka unv nopsiakoBbIi HOMEP TEKYLLEro Kagpa AaHHbIX.
Data MepBas YacTb harna gaHHbIX AN KagpoB AaHHbIX TFTP.

TFTP Errors  Kagp owunbkun TFTP, cogepxawmii kog onOKM B KPYrNbIX CKOOKaXx,
conpoBoXxgaemoe coobLieHnem o6 owwmnbke:

(0000) Heun3BecTHas oLmnbKa.

(0001) danin He HanaeH.

(0002) HapyLleHve npae gocTyna.
(0003) HexBaTKa MecTa Ha Jucke.
(0004) HekoppekTHasi onepauusa TFTP.
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(0005) HEN3BECTHLIN NOEHTUUKATOP TPaAH3aKLUN.
(0006)  cpbaiin C TaKUM MMEHEM YXe CYLLECTBYET.
(07) HensBecCTHbIN Nomnb3oBaTenb.
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Finger

RFC1288 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1288.html

MpoTokon Finger obecneunBaeT NpocTon MHTEpdENC C yaaneHHbIMU
nporpammamu, obecneyvBarowyMm nHpopMaLmio 0 Nofb3oBaTensx. ATo
npoTtokon obmeHa nHpopmaumert o none3osaTtensax Ha 6ase npotokona TCP ¢
ncnons3oBaHvem nopta 79 (BocbMepu4yHbIN Homep - 117). JlokanbHbIR XxocT
oTkpbiBaeT TCP-coeanHeHne ¢ yaaneHHbIM XocToM Yepes nopt Finger. Mocne
3TOro yaaneHHas ctopoHa nony4daet goctyn k RUIP gns o6paboTkm 3anpocos o
nonb3oBaTensax. JlokanbHbIM XocT nockinaet RUIP ogHy cTpoky 3anpoca Ha
OCHoOBe cneumndurkaumm 3anpocos Finger n oxxmaaet otknuka RUIP. MNocne
nony4veHust u o6paboTkn 3anpoca RUIP Bo3BpallaeT 0TBET, MHULMNPYS
3aBepLUeHne ceaHca 1 paspblB coeanHeHus. JTokanbHbIA XOCT Nofy4YaeT OTBET U
CUrHan 3aKpbITUSi CeaHca, Mocre Yero paspbiBaeT CoeanHeEHMe.

MpoTokon Finger otobpaxaeT AaHHbIE 1 BCA NepeAaBaemas MHopmaums
JormkHa ObbITb NnpeactasneHa B opmate ASCIl 6e3 Buta KOHTPONSt HETHOCTU U C
3aBepLUeHneM CTPOK CMMBOSIamMu nNepeBoaa CTpokm 1 BosspaTta kapetkun (ASCII 13,
ASCII 10). Takoe TpeboBaHWe UCKkNOYaET UCMONb30BaHWe Apyrnx hopmaTos TUna
EBCDIC. Kpome Toro, nto6ow cumeon ¢ kogom ASCII ot 128 no 255 gornxkHbl
TPaKTOBaTbLCS KaK CMMBOIbI APYTNX A3bIkoB. OTMETVM, YTO NOCeA0BaTeNbHOCTb
cumornoB ASCII 13, ASCII 10 He oToGpaxkaeTcsa Ha 3kpaHe, NOCKOSbKY OHa
O3HayaeT MULLb Nepexof B Hayano HOBON CTPOKW.
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Gopher

RFC 1436 http.//www.ietf.org/rfc/rfc1436.txt

MpoTtokon Internet Gopher 1 ogHoOUMEHHas nporpamma UCnonb3yT MOAENb
KInneHT-cepBep. ATOT NPOTOKON NpeAnonaraeT NCMob30BaHNE HAgEeXHOro
npoTtokona goctaBku TCP. Cepepbl Gopher npocnywmBatoT nopT 70 (3TOT HOMep
nopTta BblaeneH ansa npotokona Gopher kommtetom IANA). lokymeHTsl Gopher
MOryT pacnonaraTbCcs Ha MHOXecTBe xocToB Internet. MNonb3oBaTenu 3anyckaT
KINWHETCKYIO NporpamMmy Ha CBOEM KOMMbloTepe, noakntoyatotces kK cepsepy Gopher
1 MOCbINAT eMy CEeNnekTop (CTPoKa TEKCTa, KOTopasi MOXET ObITb MyCcTon) Yepe3
coeguHeHne TCP c ncnonb3oBaHvem nepgonpeaeneHHoro nopta. Cepeep
OTBEYaEeT Ha 3anpoc TEKCTOBbIM O61OKOM, 3aBepLUatoLLMMCSA TOYKON B MyCTON
CTPOKE W pa3pbiBaeT COeAUHEHNE.

MepBbIVi CUMBO KaXA0WN CTPOKM FOBOPUT O TOM, YTO OMUCLIBAET CTPOKA -
AOKYMEHT, KaTaror Unun nouMckosbin cepsuc. Cneaytolime CMMBOIbI (A0 3HaKa
Tabynaummn) opMUpyIOT CTPOKY BbIBOAA Ha NOMb30BaTENbCKUIA IKpaH, Cnyxallyto
Ansi Bolbopa AaHHOro AokymeHTa (unu kaTtanora). MNepBbiidi CUMBON CTPOKM
peanbHO onpegenseT TMN aneMeHTa, otobpaxaemMoro aToi cTpokoin. MoyvTtn BO
BCEX crnyyasx knmeHT Gopher npegocTaenseT Nonb30BaTentio HEKOTOPoe
npeacTaBneHne o TOM, YeMy COOTBETCTBYET AaHHbIV 3NIEMEHT (BbIBOANTCS
MMKTOrpaMmMa, KOPOTKUI TEKCT MK HECTO NogobHoe).

CwvmBornbl nocne 3Haka Tabynsaumm (4o cneayoLwero cumeona Tadynauum)
OPMUPYIOT CTPOKY CeNekTopa, KOTOPYH KITMEHTCKas NporpaMmMa OoSmkHa
nepenatb CepBepy Ans Nony4YeHns JOKYMeHTa (UNnn Crnncka coaepXnumoro
katanora). KnneHT HUkoraa He MeHsieT CTPOKY cenekTopa, KoTopasi 3a4acTyto
ABNAETCA MapLUPYyTOM AOCTYMNa Unu ApyruMm CEenekTopoMm, UCMosb3yeMbIM
cepBepoM s 4OCTyna K Xenaemomy anemeHTy. Crieytoline aBa cumBorna
Tabynsumm ob6o3Ha4aT UMSA AOMeHa A1is XocTa U Homep nopTa. MNpu Hanuumm
OpYrnx cumBonoB Tabynsaumm knneHT Gopher gormkeH urHopmpoBaTb MX. CUMBOSbI
CR LF o603HauatoT nepexof Ha HOBYHO CTPOKY.

CumMBOSbI TUNA 3NIEMEHTOB

KnueHT Gopher peluaeT BoNpoc AOCTYMHOCTM 06beKTa A1s NpocMoTpa Mo
NepBOMY CUMBOITY KaXK0W CTPOKM B CMICKE COAEPXKUMOro KaTarora. YBenmyeHue
3TOro Crmcka MOXeT pacLUMpsTL NPOTOKO. Hike npvBeaeH Cnvcok
onpenerneHHbIX B HACTOSILLEE BPEMS ANIEMEHTOB:

dann

Katanor

CepBep TenedoHHoro cnpaBoyHnka CSO
Ownbka

dann BinHexed Macintosh

HekoTopble Tvnbl OMHapHbIX apxnBoB DOS (KNMWEHT A0MKeH uiTtaTb
apxuB A0 3aBeplueHust ceaHca TCP).

6 UU-koamposaHHbIn cann UNIX

a b~ WON -~ O
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7 Cepgep Index-Search
Ykasaternb Ha TekcToByto ceccuto Telnet.

oo

9 BrvHapHbIn dann (KNMeHT AoMKeH YTaTb apXuB A0 3aBepLUeHUs
ceaHca TCP).

+ Pe3sepBHbIVi cepBep

T YKasaTternb Ha TeKCToBbIV ceaHc tn3270

g Mpadpnyeckmn pann 8 popmate GIF

I

HekoTopble dannbl 06pa3oB (KIMEHT LOIMKEH cam BbibpaTb Ccrnocob
oTobpaxeHus).

Cumonbl oT 0 go Z 3ape3epBupoBaHbI. [1Ns nokanbHbIX 3KCNEPUMEHTOB creayeT
MCMnonb30BaThb Apyrne cMMBOJbl. CBsi3aHHbIe C OTAENbHBIMU TMNAMM
o6opygoBaHusa paclumpeHns He npueeTcTBytoTcs. OTMETUM, 4TO ANsi TMNoB 51 9
KIMMEHT JOSMKEH KMMEHT JOMKeH OblTb rOTOB K YTEHUIO 0 3aBepLUEeHNs ceaHca
TCP. B koHUe Takux dannoB OTCYyTCTBYET 3aBepLuatoLliasi Touka B MyCTOW CTPOKe,
ceaHc Ans aTux hannos MMeeT BMHAPHBIN TUM U KIIMEHT JOIMKEH CaMOCTOATENbHO
BbIGMpaTb cnocob oTobpakeHus.
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HTTP

RFC1945 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1945.html

HTTP (Hypertext Transfer Protocol - npoTokon nepegayn runeprekcra)
npeacTaenseT cobon NPOTOKON YPOBHS NPUIOXEHWI, 0BecneynBatoLLmMin NPOCTON
1 BbICTPBIA cnocob opraHM3auMmn pacnpeaeneHHbix rmnepcpen 4ns COBMECTHOrO
ucnonb3oBaHusa B ceTn. CoobLueHunst nepegatoTcs B popmate, NOXOXKEM Ha
dopmarthbl Internet Mail 1 MIME (Multipurpose Internet Mail Extensions).

lMakem 3anpoca

dopmaT 3anpocoB nokasaH Ha PUCYHKE.

MeTtop 3anpawwueaemsbin URI Bepcusa HTTP

Cmpykmypa 3a2onoeka HTTP

MeToa
MeTopa, KOTOpbIf HYXXHO BbINOMHUTL AN pecypca.
3anpawunBaembin URI

YHusepcanbHbIi naeHTndunkatop pecypca (Uniform Resource Identifier URI), k
KOTOpPOMY afpecyeTcsi 3anpoc, T.e. CeTeBOro pecypca.

Bepcusa HTTP
WMcnonb3yemasi Bepcus npotokona HTTP.
lNakembl omknukoe

dopmat oTknukoB HTTP nokasaH Ha pUCyHKe.

Bepcusa HTTP Kopg coctosiHus MpuunHa

Cmpykmypa omknuka HTTP

Bepcusa HTTP

VMcnonb3yemas Bepcusa npotokona HTTP.

Kopn cocTosiHuA

3-3HayHoe Lienoe Yncno, ykasbiBatollee Kof pesynbraTa.
MpuunHa

TekcToBOE ONMcaHune pes3ynbTaTta 3anpoca.
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S-HTTP

draft-ietf-wts-shttp-06

Mpotokon S-HTTP (Secure HTTP) o6ecneunBaeT MexaHW3M 3aLLMLLEHHON CBA3M
mexay napamm knueHT-cepsep HTTP ang toro, 4Tobbl MOXXHO GbINO BLIMOMHATE
KOMMeEpYECKMEe TpaH3aKLMM C MOMOLLILIO LUMPOKOTO Kracca npunoxeHun. S-HTTP
obecneymBaeT rubkoe peLLeHve Ansi NOAAEPKKN MHOXKECTBA OPTOrOHasbHbIX
pPeXMMOB paboTbl, MEXaHU3MOB YNpaBreHus Krno4amMu, Mogene 4oBepus,
KpunTorpadmyecknx anroputMoB 1 hopMaToB MHKANCYNsauumM nytem
COrnacoBaHus onumMin Mexay y4acTHUKaMu Kaxkaon TpaHaakumm. CoobLleHus
Secure HTTP cuHTakcudecku cosnagatot ¢ coobweHnsamn HTTP 1 coctoaT u3
CTPOK 3anpoca 1nv COCTOSIHMSA, 32 KOTOPbIMU CrieayeT 3arofioBOK U TEKCT
coobuleHnsa. OgHako 3aronoBku S-HTTP otnuyatotcs ot 3aronoskoB HTTP, a
Teno coobLeHnin 0bbIYHO 3awndpPOBaHO.
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IMAP4

RFC2060 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2060.html

MpoTokon IMAP4 (Internet Message Access Protocol, Version 4rev1)
obecneymBaeT KNMeHTam JOCTYN 1 BO3MOXHOCTb MaHUMYNALUA C NOYTOBLIMU
coobuweHnammu Ha cepeepe. IMAP4 nogaepxuBaeT onepaumm ¢ yaaneHHbIMN
nankamu cooBLLEHNIA, Ha3biBaeMbIMY NMOYTOBLIMU sitivkamMu (mailbox) kak npu
paboTe ¢ nokanbHbIMK NOYTOBLIMYU siLmkamu. MNpoTtokon IMAP4 obecneunBaeT
Takke nogaepxky offline-knueHToB ANsi peCUHXPOHM3aLUK C CEpBEPOM.

IMAP4 BkntoyaeT onepauuun co3gaHusi, yaganeHus n nepenmMmeHoBaHus NoyYTOBbIX
ALLMKOB, MPOCMOTPA HOBbIX COOBLLEHMI, yaaneHnsi cCoobLLeHnIn HaBceraa,
YCTaHOBKM M CHATUS chrnaros, rpammMaTuydeckoro pasbopa (parsing), noncka u
BbIOOPKM aTpnOYTOB COOBLLIEHNI, TEKCTOB U MX YacTein. CoobuieHusa B IMAP4
OOMYyCKalT UCMOSb30BaHNE HOMEPOB, ABMAIOLLMXCS NOPSIAKOBLIMU HOMEpamMu Unm
YHUKaNbHLIMU NOEHTUMKATOPaMM COOBLLIEHWIA.

IMAP4 coctonT 13 nocrnegoBaTenNbHOCTY TEKCTOBbIX COOBLLEHMI, coaepXKaLlmnx
KOMaH[bl, TEKCTOBbLIE CTPOKU 1 T.N. Kaxgoe coobLueHre 3aBepLuaeTcs
nocneposaTenbHOCTLIO cumBonos CRLF (nepesof cTpoku, BO3BpaT KapeTku).
Mpumep coobLeHUs NPUBELAEH HUXKE:

Server Message: "a002 OK [READ-WRITE] SELECT completed<crlfs>"
Client Message: "a00l1 login mrc secret<crlfs>"

MpeponpeneneHHbix nonen B npoTtkone IMAP4 He ncnonbayeTcs.
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IPDC

Internet Drafts http.//www.ietf.org/internet-drafts/draft-draft-taylor-ipdc-00.txt

Internet Drafts http.//www.ietf.org/internet-drafts/draft-calhoun-diameter-07.txt

IPDC (IP Device Control - ynpaBneHue yctporcteamu |IP) npeactaBnsieT cobom
CEMEWNCTBO NPOTOKOJIOB, KOMMOHEHTbI KOTOPOrO MOXHO MCMOJb30BaTbh COBMECTHO
Un No OTAENbHOCTUN Ans yNpaBNeHNst COEAUHEHUSIMUW, CPeao U nepeaaven
curHanusauum. OToT NPOTOKON peLlaeT 3a4ayn OOHOTO UM HECKOMbKUX
NPOTOKOMOB YNpaBeHUs LIM3aMu, PACNONOXEHHbIMU Ha rPaHULLe Mexay
KOMMYTUpyeMol TenedoHHOM CeTbIO 1 ceTbto internet, a Takke 3aBepLUaOLLUX
KOMMYTUpyeMble TpaHku. MNprMepamy Takux yCTPONCTB MOTYT CNY>XWUTb CEPBEPbI
poctyna n wnto3bl VolP (ronoc yepes IP). HeobxoanmocTs pasgeneHus
NPOTOKOMOB YNpaBeHNs OT CUCTEMbI CUTHANM3auuy BO3HMKAET B TEX Cryyasix,
korga TpebyeTcs, 4Tobbl NorMkKa ynpaBneHnst cepBnucomM Ans o6paboTku
CcoeaMHEHWIN MONMHOCTBLIO UM YacTUYHO Obina peanuaoBaHa 3a npeaenamm
wnto3oB. [Mpotokon IPDC 6bin nocTpoeH Ha 6ase CTPyKTypbl, o6ecneynBaemon
npotokorniom DIAMETER, koTopbiin 6611 cneuuanbHo pa3paboTaH ansi
ayTeHTUdMKaLMK, aBTOpU3aunn U BeAeHUs yyeTa.

CywecTtBytoT aBa Tuna coobieHuii IPDC/DIAMETER - coobuieHus, cogepxalume
TONbKO 3arofioBOK, U COO6LLEeHNS ¢ napaMu aTpubyTt-3HayeHne AVP B fononHeHne
K 3aronoBky. Coo6LLEeHNs], COCTOSILLME TONBbKO U3 3arofioBka, UCMONb3YHTCS B
KayecTBe NOATBEpPKAEeHWI AN napTHepa.

dopwmat 3aronoskoB IPDC nokasaH Ha pUCyHKe.

8 13 16 32
Radius PCC ‘ ®naru ‘ Bep. ‘ Pa3swmep naketa
WpeHTndurkatop
CnegymoLwimin nepegaBaembiin ‘ Cneayowmin npuHMMaeMbIii
ATpnbyThI

®opmam 3aeonoekos IPDC

Radius PCC

Mone PCC (Packet Compatibility Code - kog coBmecTumocTn naketa)
ucnonb3yeTcsa ansg obpaTHOM COBMECTUMOCTHM ¢ npoTokonom RADIUS. ins Toro,
yToObI OTNMYaTh coobleHns DIAMETER/IPDC ot coobuwiennin RADIUS
NCMOnb3yTCS creumansHO 3ape3epBMpOBaHHbIe 3HaYeHUs, NO3BONsAOLWNe
OZHOBPEMEHHO NoaaepxmeaTe 06a NpoToKona, UCNonb3ysl NepPBbLIA OKTET
3aronoska. MNMone RADIUS PCC B coobuweHunsx DIAMETER/IPDC gomxHo umeTtb
3HayeHune 254.

© RADCOM, Ltd., 1999, MepeBop Ha pycckuin a3bik. © BiLiM Systems Ltd., 2000. http://www.bilim.com


http://www.ietf.org/internet-drafts/draft-draft-taylor-ipdc-00.txt
http://www.ietf.org/internet-drafts/draft-calhoun-diameter-07.txt
http://www.bilim.com
http://www.ietf.org/internet-drafts/draft-draft-taylor-ipdc-00.txt
http://www.ietf.org/internet-drafts/draft-calhoun-diameter-07.txt

IPDC > 579

dnarun nakeTta
dnarn naketa ncnonb3yrTca Ansa VI,D,EHTM(*)MKaLI.I/II/I BCeX OnLI.MI;I.
Bepcus

Homep Bepcun, cBsi3aHHOW C NPUHUMaeMbIM NakeToM. 3HadeHne 1 nokasbiBaeT
npoTokon IPDC Bepcum 1.

Pa3mep naketa

Noka3sbiBaeT pa3mMmep naketa c y4eTom rnoremn 3aronoBskKa.

UpoeHTndukarop

|/|CI'IOJ'Ib3yeTCF| ang 0603HaYeHUsa COOTBETCTBUSA Mexnay 3anpocamMmm U OTKIMMKamMu.
Cnepyrowuin nepenaBaemMbin (Ns)

3710 none NpucyTCTBYET B NakeTax npu ycraHoBke ¢onara Window-Present B
3aronoske naketa. MNone Next Send (Ns) konupyeTcs 13 nepeMeHHOW COCTOSIHUS
nopsiiKoOBOro HoMepa nepegayn (Ss) Bo BpeMsi nepedayun coobLueHus.

Cnegywowuin npuHumaembin (Nr)

3710 none NpucyTCTBYET B NakeTax npu yctaHoBke ¢onara Window-Present B
3aronoske naketa. MNone Nr Mone Next Send (Ns) konupyeTcsa 13 nepeMeHHon
COCTOSIHUSI NOPSAKOBOrO HOMepa npvema (Sr) 1 nokasbiBaeT NOPSAKOBbLIN HOMEP
(Ns) +1 (Mogynb 2716) NnpuHATOro nakeTa ¢ HaMbONbLUMM HOMEPOM.

ATpuUOYTHI

ATpunbyThl IPDC copepxat cneundunyeckme KoMaHabl U napaMeTpbl, KOTOpble
OOMKHbI NepefaBaTbCs Mexay OKoHeYHbIMu Toukamu IPDC ans BeinonHeHus
3ajay cBsA3aHHbIX C yrpasneHvem wno3om cpeq (Media Gateway).
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ISAKMP

RFC2408 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2408.html

MpoTokon ISAKMP (Internet Message Access Protocol, version 4rev1)
onpegenseT npouenypbl U opMaThl NAaKeToB ANA OpraHn3auum, CornacoBaHus,
0OHOBNEHMA 1 yaaneHus accoumnaumi 6esonacHoctn SA (Security Associations).
SA cogepxat Bce cBefieHus1, TpebyeMble A5 BbINOMHEHWS Pa3nUyHbIX TUMOB
cepBuca obecnedeHusi 6esonacHocTn cetu (ycnyru IP-ypoBHst Tvna
ayTeHTU(MKALIMM 3arofloBKOB U MHKAMNCYNsILMM COAEPXKUMOrO, YCryri
TPaHCNOPTHOIO U NPUKINaAHOro ypoBHeN, camoobecneyeHne 6e3onacHocTu
Tpadhmka cornacoBaHust napameTtpoB). ISAKMP onpegenseTt cogepxmmoe
(payload) obmeHa npu reHepaumm KInoYen 1 AaHHbIX ayTeHTUuduKaumm. dtm
cdopmaTbl 0becneunBaloT HagexXHbI cnocob obmeHa knyamm n cBegeHNAMU
ayTeHTUdMKaLMM HE3aBUCUMO OT MeTOAa reHepauuy KIyen, anroputma
WwuncppoBaHMa 1 MexaHmama ayTeHTUdUKaLnm.

®opmart 3aronosko ISAKMP nokasaH Ha puUCYyHKe.

8 12 16 24 32

Initiator cookie (8 6anToB)

Responder cookie (8 6antoB)

Cnep. anemeHT ‘ MjVer ‘ MnVer ‘ Tun obmeHa dnaru

WpeHTndmkaTop coobLueHus

Pasmep

Cmpykmypa ISAKMP

Initiator cookie

Cookie o6bekTa, MHMLMMPOBAaBLLErO opraHuM3aumio SA, ysegomnenne SA unm
yaaneHue SA.

Responder cookie

Cookie o6bekTa, oTBEYatoLLero Ha coobLLEHNE OT opraHunsaumnm SA, yBeAOMIeHNM
SA vinu yaanexHun SA.

Cnenyowmm aneMeHT

MokasblBaeT TN NepBOro anemMeHTa coaepxumoro (payload) B gaHHOM
coobLeHnn. MoagaepxnealoTcs crieaytoLime TUnbl:

0 HeT
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1 Security Association (SA)

2 Proposal (P) - npeanoxexue

3 Transform (T) -0 npeobpasoBatb

4 Key Exchange (KE) - obmeH kntovyamu

5 Identification (ID) - naeHtTndukaums

6 Certificate (CERT) - cepTucmkar

7 Certificate Request (CR) - 3aanpoc cepTtndukara
8 Hash (HASH) - cmewartb

9 Signature (SIG) - curHatypa, nognmch

10 Nonce (NONCE)

11 Notification (N) - ysegomneHue

12 Delete (D) - yaanutb

13 Vendor ID (VID) - naeHtudmkaTop nponssoamTens

14-127 Reserved - 3ape3epBMpOBaHbI
128-255 Private use - YacTHoe ncnonb3oBaHne

MjVer

MokasbiBaeT cTapLuyto YacTb HOMepa Bepcun ucnonssyemoro npotokona ISAKMP.
Peanusaumm Ha ocHoBe RFC2408 gomkHbl ucnonb3oBaTth 3Ha4YeHue 1, a
peanunsaummn Ha ocHoBe npeaBaputenbHbix Bepcuii ISAKMP (Internet-Drafts) - 0.
Hukakas n3 peanusaunii He 6yaeT BOCMpUHMMATL NakeTbl C HOMEPOM BEPCUW,
npeBbILLALWNUA HOMEP BEPCUM JaHHOW peanusauum.

MnVer

MokasbiBaeT MNajLlyo YacTb HOMepa BEPCUM MCNOSb3yeMOro NpoTokona
ISAKMP. Peanusauuu Ha ocHoBe RFC2408 norkHbl ncrnonb3oBaTtb 3HadveHue 0, a
peanunsaummn Ha ocHoBe npeaBaputenbHbix Bepcuii ISAKMP (Internet-Drafts) - 1.
Hukakas n3 peanusaunii He 6yaeT BOCNpUHMMAaThL NakeTbl C HOMEPOM BEPCUW,
npeBbILIAoLWUA HOMEP BEPCUM AaHHOW peanuaauuu.

Tun obmeHa

MokasbiBaeT TN MCNONb3yeMoro obmeHa. JTo nosne AMKTYeT TUM COOBLLEeHNIA 1
copepxumoro npu obmeHe ISAKMP. Moaaepxusatotcs cneayowime Tunbi:

0 None

1 Base

2 Identity Protection

3 Authentication Only
4 Aggressive

5 Informational

6-31 ISAKMP Future Use

32-239 DOI Specific Use
240-255  Private Use
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dnarun
3apaeT onuun, yctaHoBMNeHHble Anst obmeHa ISAKMP.

E(ncryption) - bum 0 - yka3biBaeT, YTO COAEPXXUMOE MOCe 3aronoBka
3alWMdppPOBaHO C UCMOMb30BaAHNEM anropuTMma, ykasaHHoro B ISAKMP SA.

C(ommit) - 6um 1 - cUrHanU3npyeT O CUHXPOHM3aLMN 0OMeHa krtoYamu. AToT
dnar ncnone3yeTtcsa ANs Toro, YTobbl 3alwmndpoBaHHas nHpopmaums He 6bina
noryyeHa [0 3aBepLUeHns npoLecca opraHm3auumn SA.

A(uthentication Only) - bum 2 - npegHa3Ha4yeH Ans ncnonb3oBanusa B Informational
Exchange ¢ cogepxumbim Notify 1 6yaeTt nossonsts nepegavy nHpopmaumm ¢
NpPOBEPKON LEeNnoCTHOCTU, HO 6e3 LWndpoBaHus.

Bce octanbHble 6UThI yCTaHaBITMBAKTCA B HyleBble 3Ha4YeHNUA 40 nepenavn.
UpeHTudumkaTop coobieHus

YHuKanbHbIN MaeHTUMKaTOp NPOTOKOMNa Ucnonb3yeTcs AN naeHTudmkauum
COCTOSIHMSI NPOTOKOMa B npouecce cornacoBaHus Phase 2 (¢a3sa 2). 310 uncrno
reHepupyeTtcs crny4anHbiM 00pa3oM MHMLMATOPOM cornacoBaHus dasel 2. B
crny4ae 0gHOBPEMEHHON opraHunsaumm SA (Konnuauns), 3HauyeHust 3Toro nons oyayT
SIBHO OTNIMYATbLCSA, NOCKOMbKY OHU FEHEPUPYIOTCSA HE3ABMCUMMO U, Takum obpasom,
ABe accouunaumm 6esonacHocTn 6yayT HAXOAMTLCS B NMPOLLECCE CO3AaHuUs.
OpHako, HUOTKyZa He crefyeT, YTo 3Tu accoumauumn 6yayT 3aBepLUeHbI
oaHoBpeMeHHo. B TeueHue cornacosaHus dasbl Phase 1 aTo none 4omkHO nMeTb
Hynesoe 3HayeHue 0.

Pa3mep

Pasmep coobLeHus (3aronoBok 1 cogepxmmMoe) B okteTax. LndpposaHmne moxet
paclwmnpaTb pasmep coobweHusi ISAKMP.
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NTP

RFC1305 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1305.html

NTP (Network Time Protocol) npegctaBnsieT coboi cuctemy CUHXPOHU3aLUmMm
KOMMbIOTEPHbIX YacoB Yepes ceTb Internet, obecneyvrBaroLyto MEXaHN3M
CUHXPOHM3aLMKN N KOOPANHALMIO pacnpoCcTpaHeHUs nHopmaumm B 60MbLLIMX
CETSIX, UCMOMb3YHOLLMX KaHanbl C pa3nnyHbIMU CkopocTaMU. MpoTokon ncnonb3yeT
CTPYKTYpY pacnpocTpaHeH st MHpopmaLmMmn Mexay cepBepamMmu TOYHOrO BPEMEHMU,
06pasyroLLMMN CaMOOpraHM3yoLLYHOCSH MepapXnYecKyo CTPYKTYpy "BeayLUnii-
BegombIn" (master-slave) Ans CMHXpPOHM3aLUM NOKarbHbIX YacoB NOACETU C

HauMoHanbHbIMU CTaHAAPTHbIMKX YacaMun No npoBogaM Unu pagunokaHany.

dopmart 3aronoskoB NTP nokasaH Ha pUCyHKe.

‘ LI ‘ VN ‘ Pexunm YpoBeHb Onpoc To4YHOCTb
2 3 3 7 6 7

Cmpykmypa 3aeonoeka NTP

LI (Leap Indicator)

2-61TOBbIN KO NpedynpexaeHns o NpUenNKeHUn cekyHa, [obaBnsiemMbix B KOHUE
nocrnegHero AHsa Tekywero mecsua. icnonb3yoTcsa cnegyroLme BapyaHTbl KOJOB
npenynpexneHus:

00 HeT npepynpexaeHus.

01 +1 cekyHaa (crnegyrowiasi MMHyTa cogepXuT 61 cekyHay).

10 -1 cekyHaa (cnepyrowias MMHyTa COAEPXMUT 59 cekyHa).

11 ycnosus TpeBoru (4acbl He CUHXPOHU3UPOBAHbI).

VN

3-6uTOBBIN KOA, NOKa3bIBAKOLLMIA HOMEP BEPCUN.
Pexum

Mone pexvma MOXeT cogepxXaTb CreaylLme 3HaYeHns:
0  3ape3epBupoBaHO.

Symmetric active (cUMMeTpUYHbLIN).

Client (knueHT).

Server (cepsep).

Broadcast (LumpokoBeLlaTenbHbIn).

(&2 N S R

6 NTP control message (ynpaenstouiee coobuieHne NTP).
YpoBeHb 3TanoHa

Ll,enoe YMCIO, NOKa3blBatoLlee ypoBEeHb 3TallOHa 4114 NOoKallbHbIX YaCOB:
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0 He ykasaHa.

1 NepPBUYHbIV 3TaNOH (HanpMMep, paano-vachl).
2.n BTOPWYHbLIV 3TanoH (4epes NTP).

Onpoc

Llenoe 4yncno co 3HakoMm, nokasblBarLlee MakCMMarbHbIN UHTEPBan Mexay
nocnenoBaTesnbHbIMU COOOLLEHMSMM B CTEMNEHSX Yncna 2.

ToyHoOCTb

Llenoe uncro co 3HakoM, NoKa3biBatoLLlee TOYHOCTb FloKarnbHbIX YacoB B BUAE
cTeneHu Yucna 2.
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POP3

RFC1939 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1939.html

MpoTokon POP3 (Post Office Protocol version 3) nossonsieT paboynm ctaHumsam
AVHaMuyecku 3abupaTtb NOYTY C cepBepa. ATOT NPOTOKON 0OLIYHO UCMONb3yeTCH
pabourMmn CTaHLMSMW ANS MONYYEHUST MOYTLI C 06CNY)XMBAIOLLMX UX NMOYTOBBLIX

CEepBepoB..

CoobueHns POP3 aBnsitoTca koMaH4aMn U OTKIMKaMu.
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RADIUS

RFC2138 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2138.html
RFC2139 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2139.html

RADIUS npegctaBnsieT cobor NpoToKo, yNpaBnsoLWuiA pacnpegeneHHbIMn
nocnepoBaTenbHbIMU IMHUAMY A4S 60NbLIOro Yncna nonb3oBaTenen.

®opmart 3aronoskoB RADIUS nokasaH Ha puCyHke.

8 16 32

Koga WpeHTndumkatop Pasmep

Mone ayteHtTudunkauum (Authenticator)

Cmpykmypa 3a2onoska RADIUS

Kop

MoeHTudmkaTop TMna coobLueHus.

NoeHTudukarop

3HaHeHVIe, ncnonb3dyemMoe anda conocrtaBiieHUA 3anpocoB U OTKITUKOB.
Pa3mep

Paamep COO6LL|,eHVIF| C y4eTOM 3arosioBka.

Authenticator

Mone, ucnonb3yemoe ansa ayteHTUdmMKaumm oTknmkoB oT cepBepa RADIUS u B
anropmMTMax COKpbITUS Mapors.
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RLOGIN

MpoTokon RLOGIN (Remote LOGIN - yganeHHbIn BXOA B CUCTEMY) NO3BONSIET
nonb3oBatensaMm UNIX nogkntodatecs k cuctemam UNIX Ha gpyrmx matumHax
yepes ceTb Internet n paboTaTtb Tak e, kak NpU NPSAMOM MOAKITYEHUN TEpMMHana
K MalLWHe. QTOT NPOTOKON obecneyvmBaeT TakoN e CepBUC, Kak MPOTOKOI

TELNET.
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RTSP

RFC2326 http.//www.cis.ohio-state.edu/htbin/rfc/rfc2326.html

RTSP (Real-Time Streaming Protocol - npoTokon noTokoB B peanbHOM MacluTabe
BpEeMeHM) NpeAcTaBnsaeT cobor NPOTOKON NPUKIagHOro YPOBHS,
obecneymBaloLLMIn KOHTPOSb AOCTBKU AaHHbIX NS NPUIOXEHUA peanbHOro
BpeMmeHn. RTSP obecneunBaeT BO3MOXHOCTb 3heKTUBHOW, yNpaBnsemomn
[OCTaBKU MO 3anpocam AaHHbIX B pearnbHOM MacluTabe BpeMeHu A Takux
NPUNOXEHWUI, Kak BUAEO nnu ayamo. IcTouHnkamm faHHbIX MOryT SIBNATLCS Kak
cucTeMbl cbopa nHdopmaummu (Hanpumep, BuaeokamMmepsbl), Tak U CUCTEMBI
XpaHeHWs faHHbIX (BOCMPOU3BEAEHNE KNUMOB). TOT NPOTOKON NpeAHasHayeH ans
yrnpaBreHns MHOXECTBOM CEeaHCOB [IOCTaBKM AaHHbIX 3@ CYET OpraHM3aumm
kaHanoB gocrtaBku (Takux, kak UDP, multicast UDP n TCP) n obecneyenus
BblOOpa MexaHM3ma JoCTaBku Ha ocHoBe RTP.

MoToku, ynpaBnsiemble npoTokonom RTSP moryT ucnonb3osate RTP, Ho paboTta
npoTtokona RTSP He 3aBUCUT OT MexaHn3ma TPaHCNOPTUPOBKU, NCNOMb3YEMOro
Ans nepejayn HenpepbIBHOrO NOTOKa AaHHbIX. [IPOTOKON NO CMHTaKcUCy caenaH
nogo6HeIM npoTokony HTTP/1.1 4yTo no3BonsieT B 60MbLUMHCTBE CryYaes
pobaBnsaTe MexaHuambl pacumpenus HTTP B npotokon RTSP.

OpHako, RTSP B HecKkonbkMx acnekrax 3Ha4MTenbHO OTNnYaeTcs OT MPOToKona

HTTP:

e RTSP pobaBnsieT MHOXeCTBO HOBbIX METOLOB M UCMOMb3yeT 4pYron
naeHTudunKaTop nNpoTokona.

e Cepsep RTSP gomnxeH no ymonyaHuio nogaepxunsarb COCTOSAHUE NOYTU BO
BCEX Cryyasx B oTnm4yumm ot stateless-npupoasl npotokona HTTP.

o Kak cepBepbl, Tak 1 knmeHTbl RTSP MoryT nepegaBaTth 3anpochl.
[HaHHble nepepatoTcsa no oTAenbHOMy kaHany (out-of-band) ¢ ncnone3osaHvem
Apyroro npoTokona.

¢ [Ins npotokona RTSP onpeaeneHo ncnonb3oBaHue Habopa cumeonos ISO
10646 (UTF-8) BsameH ISO 8859-1, ncnonedyemoro B TekyLen sepcun HTML.

¢ Request-URI Bcerga cogepxaTb abcontoTHele ykasatenu URI. B cuny
obpaTHOM COBMECTUMOCTM C nctopuyeckumu rmynoctamm HTTP/1.1 nepegaet
B 3anpocax TonbKo abCconoTHbIe MyTH, NOMeLLas UMsi XOCTa B OTAernbHoe norne
3aronoBska.

VMcnonb3oBaHme npotokona RTSP ynpowaeT co3gaHue n nogaepxky
BMPTYyarbHbIX CEPBEPOB, A€ OAWH XOCT C 0aHMM agpecom IP obecnyxusaet
HEeCKOINbKO CTPYKTYpP (OepeBbeB) JOKYMEHTOB.

© RADCOM, Ltd., 1999, MepeBop Ha pycckuin a3bik. © BiLiM Systems Ltd., 2000. http://www.bilim.com


http://www.cis.ohio-state.edu/htbin/rfc/rfc2326.html
http://www.bilim.com
http://www.cis.ohio-state.edu/htbin/rfc/rfc2326.html

SMTP > 589

SMTP

RFC821 http.//www.cis.ohio-state.edu/htbin/rfc/rfc821.html

SMTP (Simple Mail Transfer Protocol - npocTo no4ToBbIN NPOTOKOI)
npeacTaenseT cobon NOYTOBLIA CEPBUC, CMOAENNPOBAHHbIA HA OCHOBE
dannosoro cepsuca FTP. SMTP o6ecneumBaeT nepegayvy noYToBbIX COOOLLEHMI
MeXay cuctemamu U yBeLOMIIEHUS] O BXOASILLEN NoyTe.

KomaHObI1

Komangbl SMTP npeacrtaenstoT cobor coobuieHna ASCII, nepegaBaemble Mexay
xoctamu SMTP. Hmke npuBeaeH CNMCoK NoAaepXMBaeMbIX KOMaHA:

KomaHOoa

DATA

EXPN <string>
HELO <domain>
HELP <command>
MAIL FROM <host>
NOOP

QUIT

RCPT TO <user>
RSET

SAML FROM <host>

SEND FROM <host>
SOML FROM <host>

TURN
VRFY <user>

CoobuweHus

OnucaHue

HaunHaeT cbopky (composition) coobLueHus.
BosBpallaeT nMeHa 13 ykazaHHOro Crnucka pacchbISok.
BosBpallaeT ngeHTumkaLmio No4ToBOro cepeepa.
BosBpaluaeT nHcdopmaumo 06 ykazaHHOM KOMaHay.
MHMLMUpPYeT NOYTOBbLIV CeaHC C XocTa.

HeT onepauuin kpome NOATBEPXKAEHUIA OT cepBepa.
MpepbiBaeT NOYTOBYO CECCHUIO.

O6o3HavaeT nonyyartens noyTbl.

Cb6pacbiBaeT (Reset) nouytoBoe coegnHeHMe.

Mepenaet noyTy Ha TepMMHan Nosfb3oBaTeNs 1 B
MOYTOBbIN ALLUK.

I'Iepe,u,aeT Nno4Ty Ha TepMUHaAN nonb3oBaTens.

MepenaeTt NnoYTy Ha TepMMHan Nosfb3oBaTeNs UK B
NMOYTOBbIN SALLUK.

MeHseT ponamu oTnpasuTens u nonyyaTens.
I'IposepﬂeT MAeHTI/Id)I/IKaLIMIO nonb3oBaTens.

Otknukn SMTP copepxaT kof, COOBLLEHUS N TEKCTOBOE NOSACHEHUE K HEMY:
Kod omknuka [losicHeHue

211

214

220
221

250

(Response to system status or help request) - oTknuk
Ha 3anpoc COCTOSIHUSI CUCTEMbI UM CNPaBKK.

(Response to help request) - oTknuk Ha 3anpoc
cnpaeku.

Mail service ready - roTOBHOCTb NOYTOBOrO cepBUca.

Mail service closing connection - nouToBbIV CepBUC
3aKpbIN COeANHEHME.

Mail transfer completed - nepegaya no4tsl 3aBepLUeHa.
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251

354

421

450
451

452

500
501
502

503

504

550
551

552

553

554

User not local, forward to <path> - HenokanbHkbIN
nosb3oBaTesNb, UCNONb30BaTb MApPLUPYT.

Start mail message, end with <CRLF><CRLF> -
Hayarno noYToBOro CoobLleHMs, 3aBepLIaeMoro
cumonamm <CRLF><CRLF>.

Mail service unavailable - no4toBbIN cepBuC
HeJoCTyMeH.

Mailbox unavailable - nouToBbIN ALWKWK HEQOCTYMNEH.

Local error in processing command - riokansHasi
owmnbka npy 06paboTke kKOMaHAbI.

Insufficient system storage - HegocTaToyHo cBOGOAHOIO
NPOCTPaHCTBa Ha OMCKe.

Unknown command - Heu3BecTHasa komaHaa.
Bad parameter - HekoppeTKHbIN napameTp.

Command not implemented - komaHaa He
peanv3oBaHa.

Bad command sequence - HekoppeKkTHasi
nocnefoBaTefnibHOCTb KOMaHA.

Parameter not implemented - napameTp He
peanu3oBaH.

Mailbox not found - He HalaeH NOYTOBLIN ALK,

User not local, try <path> - HenokanbeHbIn
nonb3oBaTerb, HY>XHO NONPoboBaTh MapLLPYT.

Storage allocation exceeded - HEBO3MOXHO BbIAENUTb
6onbLle NpoCcTpaHCTBa Ha AucCKe.

Mailbox name not allowed HegonycTmoe nms
NMOYTOBOrO SALLMKA.

Mail transaction failed - c6ov npu no4ytoBow
TpaH3aKuuu.
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SNMP

RFC1157 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1157.html
0O630p npomokona SNMP: http://service.baltnet.ru/info/CIE/Topics/108.htm

CoobuwecTBo Internet paspaboTtano npotokonn SNMP gns Toro, 4tobbl pasnuyHbie
06beKTbI CeTeln MOrmmM yqyacTBoBaTh B rMob6anbHOM apxMTeKType ynpasneHns
ceTbto. CUCTEMbI CETEBOTO YrpaBeHns MoryT onpalumBaTth (CKaHMpPOBaTb)
ceTeBble 00BbEKTLI, peanuaytowmne npotokonn SNMP onsi nonyyeHusi uHgpopmMaumu,
UMeloLLel OTHOLLIEHNE K YacTHOW peanv3auum CUCTEMbI YNPaBreHUsi CETbIO.
CuvcTemMa ynpaBneHus ceTbio y3HaeT o npobnemax, nomny4vas npepbisaHus (trap)
unn yeseomMneHns o6 nsmeHeHusixX OT ceTeBblX YyCTPONCTB, peanuayowmx SNMP.

®opmam coobuweHui SNMP

SNMP sBnseTcs ceaHCOBbLIM MPOTOKOMOM, MHKaNCynupyemsiM B AenTarpaMmmbl
UDP. ®opmat coobuieHuin SNMP nokasaH Ha puUCyHkKe.

Bepcusi CoobLecTBo PDU

®opmam coobuweHuti SNMP

Bepcus

Homep Bepcun npotokona SNMP. MeHemkep 1 areHT JOSKHbI MCNOMb30BaTh
ofHy Bepcuio npoTtokona. CoobLueHuns, cogepxalimne naeHTndukaTopbl pyrnx
Bepcuin otbpacbiBatoTcs 6e3 06paboTkm.

Coo0bLecTBO

Nms coobiectsa (Community), ncnonb3yemoe Ans ayTeHTudrKauum nepes
paspeLLeHueM JOCTyna K areHTy.

PDU

Mopaepxusatotea nNaTb pas3nuyHbix Tunos PDU: GetRequest, GetNextRequest,
GetResponse, SetRequest n Trap. ObLyee onncaHve Bcex TUNOB NakeToB
NpuBEAEHO HUXeE.

®opmam PDU

dopmat naketoB GetRequest, GetNext Request, GetResponse n SetRequest
rokasaH Ha pUcyHke.

Tun PDU | MgeHtnd. |CoctosHme | UHaekc | ObbekT 1, | OObeKT 2,
3anpoca OLUMBKM OWKnBKM  [3HayeHue 1 [3HayeHue 2

®opmam SNMP PDU
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Tun PDU

3agaet Tvin PDU:
0 GetRequest.
1 GetNextRequest.
2 GetResponse.
3 SetRequest.

NoeHTudunkartop 3anpoca

Llenoe uncno, nossonstoLLee yCTaHOBUTbL KOPPensaumio Mexay 3anpocamu
MeHeXepa 1 OTKIMMKaMu areHTa.

CocTosiHMe oLINOKHU

Lienoe yucno, nokasbiBatoLlee pesynbTaT BhIMOMHEHWS onepauun. BoamoxHble
KOAbl Pe3ynbTaToB NEPEUNCTEHBI HUXKE!

0  noError: HeT olNGOK, KOppekTHast paboTa MeHemKepa Unu areHTa.

1 tooBig: pa3mep Tpebyemoro naketa GetResponse npeBbilaeT NnokanbHble
orpaHuyeHus.

2 noSuchName: nms 3anpoLlLeHHOro o6bekTa He COOTBETCTBYET HU OAHOMY U3
JocCTynHbIX MMeH MIB View.

3 badValue: 3anpoc SetRequest nmeeT HEKOPPEKTHLIM TUM, pa3mep U1
3Ha4YeHne nepemMeHHoOMN.

4 readOnly: He onpeaeneHo B RFC1157.
5  genErr: npoyne ownbKn, He BKITHOYEHHbIE B CMIUCOK.

MHpekc owmbkun

YkKasbiBaeT 3anuchb B nepemeHHon, C KOTOpOVI CBA3aHa npuynHa OLLMOKN.
O61bekT/3HaYeHne

Css3aHHas napa MMeHu n 3HaveHunsa nepemeHHoPl.

dopmam npepbisaHull

dopmaT nakeToB npepbiBaHui (Trap) nokasaH Ha pUCYHKe.

Tun |Mpeanpusatue| Agpec |BasoBbivi TMN|KoHKpeTHbINBpemeHHas) O6bekT/
PDU areHTa | npepbiBaHUs ™n MeTKa |3HayeHue
npepbIBaHUs

®opmam Trap PDU

Tun PDU

MokasbiBaeT TMN naketa (4=Trap).
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Mpeanpuatune

NoeHTUdMumMpyeT KOMNaHWo-NPON3BOAUTENS, ONA KOTOPOI onpeaerieHo AaHHoe
npepbiBaHue.

Appec areHTa
IP-agpec areHTa, ncnonb3dyembli 4ns ganbHenwen naeHtTuukauum.
Ba3oBbI TN NpepbiBaHUSA

Mone onncaHus cobbiTUs:

0  coldStart: nepenaroLmin 3NeMeEHT NPOTOKoSa ObiN PEUHULMANM3NPOBaH C
N3MeHeHMeM KOoHUrypaumm areHTa unv peanusauum oobekra.

1 warmStart: nepefatoLuit anemMeHT NpoTokona Gkl peMHuLnanaposaH 6es
N3MEHEHMWs1 KOHUrypaLmm areHTa unu peanusauum oGbekTa.

2 linkDown: c6oi B KOMMYH/KALIMOHHOM KaHare.
3 linkUp: KOMMYHMKaLIMOHHbIN KaHan BOCCTAHOBIIEH.

4 authenticationFailure: areHT nonyunn ot MeHegxepa cooblieHne SNMP ¢
HEKOPPEKTHOW ayTeHTUdUKaumen (HeBepHoe MMsi coobLLecTBa).

5  egpNeighborlLoss: CocepaHuii naptHep EGP He paboTtaeT (down).

6 enterpriseSpecific: nponsowno oTnmMyHoe oT 6a30BOro NpepbiBaHuE,
naeHTndunumposaHHoe nonamu Specific Trap Type (KoHKpeTHbIn Tun
npepbiBaHus) u Enterprise (Mpegnpuatne).

KoHKpeTHbIN TUN npepbiBaHUA

Wcnonb3yeTcs ons naeHTMdumkauum oTinyHbIX oT 6a30Bbix NpepbiBaHWUI Npu
yctaHoBke B none Generic Trap Type (ba3oBbli TUN NpepbiBaHUS) 3HAYEHUS
enterpriseSpecific.

BpemeHHaﬂ MeTKa

3HayeHue nepemeHHo sysUpTime ans o6bekta, NnpeacTaBnsiowee npoMexyTok
BpeMeHu Mexay nocregHen (pe)uHnumanusaumnen u reHepaumnen 4aHHoro
npepbIBaHus.

Ob1bekT/3HaYeHuUue

CesizaHHas napa MmMmeHu n 3Ha4vyeHuna nepemeHHoﬁ.
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‘ Capture Buffer Display

=TT

Filter: All Frames

==

Protocol:

SNMP |

<5
Captured at:+00:00.000
Length: g

Status: Ok

SHMP . Message: := SEQUENCE <305
SHMP: Length: 140

SHHP: Version: := INTEGER <02
SHMFP Length: 1

SHHP Version: 00 <00
SHHME Community::= STRING <04
SHME : Length:

SHHF Community: public <7075626CH9E63 >
SHHE : Command ::= Get-Request <AD >
SHHP Length : 127

SHHE: Request ID INTEGER <02

-

Search... |

Restart | Setup... |

[ ]
Done |

lMpumep dekoduposaHusi SNMP
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TACACS+

draft http.//info.internet.isi.edu.80/in-drafts/files/draft-grant-tacacs-02.txt
RFC1492 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1492.html

MpoTtokon TACACS+ obecneunBaeT ynpaBneHue AOCTyNoOM Ans
MapLUpyTM3aTOPOB, CETEBbLIX CEPBEPOB AOCTYNa W APYrMX YCTPOUCTB Ha 6ase
OHOTO UMW HECKOSBbKMX LIeHTpann3oBaHHbIX CEPBEPOB, BLINOMHAS onepaumm
ayTeHTUdMKaLum, aBTopusaLmnn (NPoOBEPKU NMOMHOMOYUIA) U BEAEHUS yYeTa.

®opmart 3aronoskoB TACACS+ nokasaH Ha pUCYHKe.

4 8 16 24 32

Crapw. | Mnaguw. Twn naketa Mop. Homep dnaru

MpeHtudmkatop ceccum (4 6anTa)

Pasmep (4 6anta)

Cmpykmypa 3aeonoeka TACACS+

Crtapwue undpbl Bepcun
Crapwme umdgppbl Homepa Bepcun npotokona TACACS+.
Mnagwwme undpbl Bepcum

Mnagwwue undpbl Homepa Bepcumn npoTtokona TACACS+. 970 none ncnonb3yeTtcs
Ans obecneyeHns 06paTHOM COBMECTUMOCTU MeXY PasnUyHbIMU BapuaHTamu
npotokona TACACS+.

Packet type

MakeTel TACACS+ MoryT ObITb CriegyoLmx TUMoB:
TAC_PLUS_AUTHEN:= 0x01 (Authentication - ayTeHTudVKaums).
TAC_PLUS_AUTHOR:= 0x02 (Authorization - npoBepka NosIHOMO4YNIA).
TAC_PLUS_ACCT:= 0x03 (Accounting - BegeHue y4eTa).

Sequence number

MopsiakoBbI HOMEP AaHHOMO NakeTa B TekyLleM ceaHce. [epBbliii nakeT
TACACS+ B ceaHce foMmKeH nMeTb Homep 1, a Homepa nocrneayLwmnx nakeTos
AOIKHBI YBENUYMBATLCA Ha eAnHULY. Takum 06pa3om KIMEeHT MOXeT nepeaasatb
TOSIbKO MaKeTbl C HEYETHbIMU HoMepamu, @ AeMOHbl TACACS+ - ¢ YeTHbIMK.

dnarun

ButoBas mMacka chnaros, ykasblBalOWMX PEXUM LUIMEPOBaHUS NMaKETOB.
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WUpeHTndukatop ceccum
WaeHtndpmkatop Tekyllero ceaHca TACACS+.
Pa3mep

O6wwin pasmep Tena naketa TACACS+ (6e3 yyeTa 3aronoska).
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TELNET

RFCB854 http.//www.cis.ohio-state.edu/htbin/rfc/rfc854.html
RFCB855 http.//www.cis.ohio-state.edu/htbin/rfc/rfc855.html
RFC857 http.//www.cis.ohio-state.edu/htbin/rfc/rfc857.html

TELNET npepnctaBnset cobon npoTokon amynsaumm TepmmHana B creke TCP/IP.
CoBpemeHHble BapnaHTel TELNET obecneunBaloT amynsiumio NpakTUYeckn BCcex
YHKUUIA TEPMUHANOB PasfM4HbIX TUMOB, pa3paboTaHHbIX B TeUYeHWe nocnegHmx
20 net. Habop onuuii no3sonsieT npotokony TELNET nognepxusatb nepegavy
ABOWYHBIX AaHHBIX, MaKpOChl, AMYNALMIO rpacddnyeckmx TEpMUHaNoB 1 nepepavy
UHdOpMaLMn ANa NOAAEPXKKM LLeHTPannM30BaHHOIO yNpaBreHus TepMmHanamm.

TELNET umcnonb3yeT TpaHCnopTHLIN npoTokon TCP ans opranHnsauun
BMPTYyanbHbIX COEAUHEHWNIA MeXy cepBepaMu 1 KnmeHTamu. [ocne opraHu3auun
coeauHeHna cepep u knneHT TELNET BxogaT B ¢pasy cornacoBaHus
napameTpoB, ONpeaensALLMX PeXMM paboTbl KaXKao U3 CTOPOH coeauHeHus. B
TeuyeHue ceaHca ntobast U3 CTOPOH MOXET 3aHOBO MHULIMANN3NMPOBaTh CTapble
napameTpbl UK CornacoBaTh HOBbLIM Habop napameTpoB. B o6uiem cnyyae
kaxxgasi ctopoHa TELNET-coeanHeHns neiTaeTca peanu3oBaTb MakCcUManbsHO
BO3MOXHbI HAOOP NoaAepPXNBaEMbIX ONUUIA.

B tunosown peanusauun knneHtT TELNET nockinaet nHgopmaumio 0 Haxatum
KnaBuLl, B oTBET Ha koTopyto cepsep TELNET moxeT nepegatb 0guH unm
HecKosbko cumBoroB. [Npu ncnonb3oBaHmm onumm Echo (axo) cepep TELNET
nepenaeT KIMMEHTY CUMBOJSIbl, COOTBETCTBYHOLLME HAXATUSIM KINaBWLL HA CTOPOHE
knneHta TELNET.

JuHamuyeckoe coenacosaHue pexxuma

Bo Bpems coeAnHeHns nonb3osBaTenemM unm nporpammon mMoryT 6biTb
cornacoBaHbl JONOMHUTENbHbBIE OMNUMK, OTNINYAIOLMECS OT ONUUIA, MpeanaraeMblx
NVT. 31a 3agaya BbINOMHAETCA C NOMOLLBIO KOMAHA, BIIOXEHHbLIX B MOTOK
nepegaBaeMbix AaHHbiX. Koabl komaHg TELNET umetoT pasmep B oguH nnm
HEeCKOmbKO OKTETOB, Nepea KoTopbiM pacnonaraetca cumon IAC (interpret as
command - MHTEPNPEeTMPOBaTb Kak KOMaHAy), UMerLL i 3HadeHne FF (Bce GuThbl
umetoT 3HaveHune 1). Kogbl komaHa TELNET nepeuuncrieHbl Huxe:

KomaHOa Koo OnucaHue
Dec Hex
data BBO[-BbIBOA, AaHHbIX.

End subNeg 240 FO 3aBeplieHMe KOMaHAbl AOMONTHNTENBLHOrO
cornacoBaHus (subnegotiation) onuwmn.

No Operation 241 F1  HeT onepauun.
Data Mark 242 F2 3aBepLUeHWEe HEOTNOXHOro NOToKa AaHHbIX.

Break 243 F3 onepatop Haxan knaeuwy Break (cton) unu Attention
(BHUMaHKE).
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Int process 244 F4 npepBaTb TeKyLWUn npoLiecc.

Abort output 245 F5  oTka3 oT BbiBOAA TEKYLLEro npolecca.

You there? 246 F6 noaTtBepxaeHue 3anpoca.

Erase char 247 F7  3anpoc Ha yganeHue npegbigyLiero cMMBona.

Erase line 248 F8 3anpoc Ha yganeHue npedbiayLien CTPOKM.

Go ahead! 249 F9 3aBeplueHue BBOAA ANS NOMAyQyniekcHOro
coeaunHeHus!.

SubNegotiate 250 FA  Havyano OOMONHUTENLHOrO CornacoBaHus
(subnegotiation) onuwii.

Will Use 251 FB cornacue Ha ncrnonb3oBaHue yka3aHHOW Onuuu.

Won't Use 252 FC o0oTKa3 oT npeasioKeHHON onumm.

Start use 253 FD oTkas oT Hayana Ucnosfb30BaHNA yKa3aHHOW ONuuMMK.

Stop Use 254 FE 3anpoc Ha npekpaLlieHne UCrnonb3oBaHNs yKasaHHON
onuumm.

IAC 255 FF  wnHTepnpeTtupoBaTtb Kak KOMaHAay.

Kaxpas cornacyemas onuusi UMeeT naeHTudmkaTop, creayoLwuia
HenocpeaCcTBEHHO 3a komaHAow cornacoBaHus onuum (IAC, komaHaa, kog onumu).
Hwxe npuBegeH cnucok kogos onuun TELNET:

ID KoOnbi OnucaHue

Dec Hex

0 0O Binary Xmit paspeLwwmnTb nepeaady bMHapHbIX AaHHbIX.

1 1 Echo Data 3acTaBnsaeT cepBep nNepefaBaTb IXO-CMMBOSbI.

2 2 Reconnect noakntoyeHue k apyromy xocty TELNET.

3 3 Suppress GA 3anpeT komangsl Go Ahead!.

4 4 Message Sz yKasblBaeT NpubnunanTenbHbIn pasmep
Ccoo0LLEeHNs.

5 5 Opt Status nepeyncnseT COCTOSAHUS OMLUNA.

6 6 Timing Mark MapKMpyeT NonoXeHne B NOTOKe AaHHbIX Ansi
CChbIJIOK.

7 7 R/C XmtEcho yOaneHHoe ynpasrieHne TepMuHarbHbIMK
NpUHTEPaMMU.

8 8 Line Width YyCTaHOBKa LUMPUHBLI CTPOKM BbIBOAA.

9 9 Page Length yCTaHOBKa 4Mcna CTPOK Ha CTpaHuLle BbiBOAA.

10 A CR Use onpegenseTt o6paboTky CMMBOMOB BO3BpaTa
KapeTKu.

11 B Horiz Tabs yCTaHaBNMBaET rOPU3OHTANbHYK Tabynaumio.

12 C Hor Tab Use onpegenset o6paboTky cMMBONOB
ropu3oHTanbHow Tabynsuum.

13 D FF Use onpenensaeT o6paboTKy CMMBOSIOB NepeBoaa
CTpaHuLbl.

14 E Vert Tabs yCTaHaBNMBaEeT BEPTUKANbHYK Tabynaumio.
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15 F

16 10
17 11
18 12
19 13
20 14
21 15
22 16
23 17
24 18
25 19
26 1A
27 1B
28 1C
29 1D
30 1E
31 1F
32 20
33 21
34 22
255 FF

Ver Tab Use
Lf Use

Ext ASCII
Logout
Byte Macro
Data Term

SUPDUP

SUPDUP Outp
Send Locate

Term Type
End Record

TACACS ID

Output Mark
Term Loc#
3270 Regime
X.3 PAD

Window Size
Term Speed
Remote Flow

Linemode

onpepenseT 06paboTky CMMBOIIOB BEPTHKAIbHOW
Tabynsaumu.

onpepensietT o6paboTky CUMBOJIOB NepeBoaa
CTPOKM.

onpepenseT paclumnpeHHsle cumonbl ASCIL.
pa3peluaeT hopcmpoBaHHbI Bbixog (log-off).
onpegensieT 6anToBbIA MaKpPOC.

pa3peluaeT nepegaBaTb cybkomaHgpb! ans Data
Entry.

NO3BONSIET MCMOSb30BaTh NPOTOKON
oTobpaxeHns SUPDUP.

nos3eonseT nepegasatb Bbisog SUPDUP.

Nno3BONdAeT nepefaBaTb MeCTONonoXeHne
TepMunHana.

pa3speLlaeT 06MeH MHOpMaLMen o Tune
TepmuHana.

paspeLuaeT UCMonb3oBaTb KOA 3aBepLUEHNS
3anucu (End of record - OxEF).

ucnonb3yeTcsi oGMeH naeHTUKaTopamu
nonb3oBaTerneii Ans NpeAoTBpaLleHus
MHOXECTBEHHOTO BXxofa B cuctemy (log-in).

No3BOMNSET NepefaBaTb Ha YCTPOWCTBO BbiBOAA
GaHHepHble Mapkepbl.

AN MaeHTUdMKaUmMmM TepMrMHana ucnosnb3yeTcs
undposoe 3HauveHne (numeric ID).

paspeluaeT 3MynAUMsA CeMencTea TepMUHarnos
3270.

paspeLuaeT Ucnonb3oBaHue aMynsauum
npoTokona X.3.

nepefaeT pasmep OkHa Ans 9KpaHa aMynsALUM.
nepefaeT MHGOPMALMIO O CKOPOCTY.

obecneumBaeT ynpasneHue notokom (XON,
XOFF).

nogaepxka TpaH3akumm linemode bulk character.

Extended options list cnucok paclumpeHHbIX Onumi.
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X-Window

RFC1013 http.//www.cis.ohio-state.edu/htbin/rfc/rfc1013.html

MpoTokon X-Window obecneunBaeT yaaneHHbl OKOHHbIV MHTepdenc ans
pacnpefeneHHbIX CeTEBbIX NMPUITOXEHUA. DTO MPOTOKOIN YPOBHS MPUIOXEHWN,
NCNONb3yHLLMIA B kKadecTBe TpaHcnopTHoro npotokona TCP/IP unu DECnet.

CeTteBoit npotokon X-Window oCcHOBaH Ha apxXUTEKType KIUeHT-cepBep, rae
cepBep NpeAcTaBnsieT cobor ynpasnsioLLyo NporpaMmy Ha pabouyen ctaHUmm
nonb3oBaTens, a KNMeHTCKMe NPUNoXeHns MoryT pasmeluaTbesi B lobom mMecTte
ceTu. Ynpasnsiowas nporpamma X-cepeep Ha pabouyelt ctaHuum nonb3oBaTens
MOXeT OAHOBPEMEHHO NOAAEPKMBATL MHOXECTBO OKOH AMNS Pa3fNYHbIX CETEBbIX
NPUNOXEHNN C aCUHXPOHHBLIM OBHOBMNIEHNEM COAEPXXMMOrO OKOH B COOTBETCTBUM C
nHopmaumen npotokona X-Window.

[nsa obecneyeHns B3aumogencTans Nonb3oBaTens ¢ yaaneHHbIMU NPUnoXKeHnamm
nporpamma X-cepsep Ha CTaHLuW Nonb3oBaTens reHepupyeTt cobbiTusi B OTBET Ha
OelncTBmS nonb3oBaTtenei (HaxaTtue knasuwl nunv paboTa ¢ Mbiwbio). Mpu
0TOBPaKEeHNMN MHOXeCTBa NPUINOXEHUI cucTeMa nepegaeT CobbITUSNPUIOXKEHUIO,
CBSI3aHHOMY C aKTVBHbIM B HACTOSALLMIA MOMEHT OKHOM. B HEKOTOpBIX criyqasx
NPUNOXEHNs MOTyT Takxe reHepupoBaTb COObITUS, NepefaBaemble yNpaBnstoLen
nporpamme X-cepsep.

Kadpsbi 3anpocoe u omksukoe

B 3anpocax 1 oTKnukax MoryT UCNoMb30BaThCs creaytolme KoMaHabl:
KomaHnda OnucaHue

BackRGB ®oHoBbIlM LBeT B (hopMe 3HaYEeHUIN KpacHON, 3eNeHON 1 CUHeN
KOMMOHEHT.

BackPM  TlMukcenbHasa macka (Pixel map) doHa.
BellPitch  3BykoBon curHan (Bell pitch).

BellVol YpoBeHb 3ByKOBOrO CUrHana B npoLeHTax.

BM BuToBas Mmacka oTobGpaxkaemoro anemeHTa.

BordPM Macka rpaHuupbl (Border pixel map), ncnonb3yemasi 4ns okHa.

b LLinpuHa rpaHuLbl oToGpakaemMoro anemeHTa.

Click YpOBeHb 3BYKa NpU HaXxaTum KnasuLl B NPOLIEHTaX.

Ord Click order. Drawable clip order - <Unsorted>, <Y-sorted>, <YX-
sorted> unun <YX-banded>.

CMap OtobpaxeHue uBetos (Color map) ANs pUcyembliX 3NeMeHTOB.

CID WaeHtudpmkatop koHTekcta (Context ID) ans yactHoro rpadmyeckoro
KOHTEKCTa.

Cur Kypcop - koA LBeTa Kypcopa

d TekyLwias rnyGuHa okHa.

DD Otobpaxaemebiin anemeHT (Destination drawable) B Buae pacrtpa.
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Exp
Fam

Font
Font(a,d)
ForeRGB

Fmt
GC

Key
KeySym

MinOp
MajOp

PixMap

PM
Prop

Y

Otob6paxaembili anemeHT (Drawable) - kog, cnyxawmi gns
naeHTUUKaLMm okHa unu pacTpa.

OTob6paxaemblli aneMeHT (Exposure), BIBOAMMBIN B HAacTosiLee
BpeMS.

Mcnonb3yemoe cemerictBo npoTokonos (Internet, DECnet,
CHAOSnet).

Kopf, ncnonb3yemblvi 4ns ngeHTucunkauum wpudra.
BepTtukanbHble rpannubl wpudta (Font ascent/descent).

LiseT BbiBOAa (Foreground color) B chbopme kpacHoW, 3eneHon u CUHen
KOMMOHEHT.

dopmarT TeKyLLEero okHa.

"padryecknin KOHTEKCT - Ko, UCNONb3yeMbln Ans naeHTudunkaumm
YaCTHOro rpadPUYecKoro onpeaeneHus.

BbicoTa oTobpaxaemoro anemeHTa.
Kop knaBuLn.

Koa, cnyxawuii ans o6o3HayeHnsa ceMeincTBa MCNonb3yeMbiX KOA0B
KnaBuLL.

Pa6ouunin kog X-Windows (Mnagwas 4actb).

Pabounn kog X-Windows (cTapLuas yacTb).

Yucno otobpakaeMbIX 3NEMEHTOB CrucKa.

PoaunTenbckoe OKHO TeKyLLEero okHa.

PacTp - koa ncnonb3yembin Ans naeHTudukauum pparmeHTta pacrpa.
MnockocTb - cnosnb3dyemasi BUToBasi NNOCKOCTb.

Macka GMTOBOW NMOCKOCTH, CBA3AHHON C 0OTOOpaxaeMbIM 311IEMEHTOM.
MpuHagnexHocTb (Property) - ykasbiBaeT NPUHAANEXHOCTb OKHA.
[loyepHee OKHO, NPOU3BEAEHHOE AaHHLIM OKHOM.

OTob6pakaeMblli 31EMEHT B (hOpMe pacTpPOBOWN KOMUW.

Bpewms akTvBM3aumm nporpammbl COXpaHeHWs akpaHa (Screen saver).
Twn TekyLLero okHa.

LLnpnHa otobpaxaemoro anemeHTa.

OKHO - KO MCNONb3yeMbli A5 UOAEHTUMKALUM YaCTHOrO OKHa.
X-koopavHaTa anst oTobpaxaemoro anemMeHTa.

Y- koopAMHaTa anst oTobpaxxaemoro anemMeHTa.

Kadpbi cobbimuti

Kagpbl cobbITuii MOTYT codepkaTb crefytolme KoMaHabl:
KomaHda OnucaHue

Btn
C
F

HaxaTta ymucnosas knasuwia.
ﬂoqepHee OKHO, CBs13aHHOE C CObbITUEM.

®naru cobbiTui - Habop dnaroB oToOpaxaembiX CUMBONAMU BEPXHETO
(aKTUBHBIV doiar) Unm HWXKHEro (HeakTUBHbLIV donar) percTpa:
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f,F hoKyC BOAa OTHOCUTCS K CODBITUIO.
s,S cobbITMS Ha OOAHOM 3KpaHe.

E(x,y) MecTononoxeHune cobbiTus - koopanHaTbl X 1 'Y, CBSA3aHHbIE C
coBbITUEM.

E OKHO, B KOTOPOM NPOM3OLLNO COBbITHE.

Key Homep HaxaTon knasuLLn.

(0] Bnapeneu okHa, CBA3aHHOIO C COObITUEM.

R KopHeBoe 0OkHO, cBA3aHHOE C COBbITMEM.

R(x,y) KoopanHaTbl X U Y Ans KOpHEBOW NO3NLNN.

SN MopsakoBbIA HOMEpP NocrefoBaTENbHbLIX COObITUN.
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